RT Protect EDR

PYKOBOA,CTBO 34MMHUCTPATOPA MO YCTAHOBKE M SKCr/TyaTaLmm

BepcnA 1.0.28 0T 09 UIOHA 2025
PaspaboTtaHo komnaHuel AO «PT-UHpopMaLMOHHasA 6e30nacHOCTb»

7
LJd
U A

-

rotect



OrnaBiicHUE

1. OBUJUC NOMOMCEHUS ...t eiiee ettt et e e ettt e e ettt e e et e e e e ab e e e e esae e e abb e e e snbeeeeanseeeennes 6
1.1 UOBHMUPUKAYUA OOKYMEHIMA ... stee et nne e 6
1.2 AHHOMAUUS OOKYMEHIMIA. .........ceiuvieiniieateeasieeesiteesasessstesabeesssseesseessnseesbeeanbeeesseeesnnas 6
1.3 TEPMUHBI U ONPEOCMCHUS ........ccuveeiiieaiieeiieeesieeesitee st e beeesne e e sbee e snaeesbeeabeeennneennnas 7
1.4 YC/IOBHBIC OBO3HAUCHUS.............cceeeeiiiiiiiiiiiiiiieieiee e e ee e e e e ee e e e e e e e e e e e e e s s e e e e e e e e e e e e e e s aeseeeees 12

2. OBUYUE CBEOCHUS... ...ttt ettt ettt et et e e ekt e e e ekt e e e e nte e e e anbe e e e anneeeanneas 13
2.1 HazHaueHue u apXxumeKkmypd MPOZPAMMBDI ..............ccceevueeiieeiiiieniieniiee e anieeens 13
2.2 PyHKYUOHA/IbHbIE B03MOMHOCMU 8YACMU COB ...............oeeiiiiieee e 15

3. Op2dHU3AYUOHHO-PACNOPAOUME/NBHBIC MEPDI ........cceeeeaiiiaiiianiiiesieeaseeasieeesieeenanas 17
3.1 OBUJUEC CBEOCHUS.........ceeuieeeiiiieesitreeesstaeeastbeeeassbe e e sbae e s e b e e e snbe e e e snba e e s nnbe e e anbbeeeannaeas 17
3.2 KOMN/IEKMHOCIMB NOCMABKUL..............cuvveeeeeeiiiiieeeesitieee e e e sittae e e e e staae e e e s enasaeeaeeannes 17

3.2.1. [Ipouemypsl U MepbI 6E30MIACHOCTH MPHU pactpocTpaHeHuu [IporpaMmbl k

MECTY HABHAUCHUS +....vveeuereenreessneessseessseeasesessesessseessnesssseessnesaseeaaneeessneesnneesnnessnnessnns 18
4. CMPYKMYPA TIPOZPAMMBDBI .........coueieiiiiiiieaitie ettt ettt et sin e sine e snneesnnee s 19
4.1 OBUJUE CBEOCHUS............veeeiiieeeeiiee e st et e ettt e e sttt e e e be e e s anbe e e s asbe e e e abbeeesnbbeeesnnneeeas 19
4.2 Apxumekmypd azeHMd WindOoWS.................ccccoiiiiiiiiiii e 20
4.2.1. ®yHKIMHU CUCTEMBI CO CTOPOHBI KIIMEHTCKOM HACTH ....vvvenvreeeinnreeesnneessnnneens 21
4.3 ApXUMEKMYPA A2€HMA LINUX ..........c.cocouiiiiiiiiiiiiie e 21
4.4 ApXUMEKMYPA CEPBEPHOU UACMU .............oeiueeieiiieiaiiieie et e siee st nreesne e 21
N B @ 1070107 (Sl 0] : 1oV (515 1 5 APURTT TP 21
4.4.2. OyHKIHUH CUCTEMBI CO CTOPOHBI CEPBEPHOM HACTH ...vveervveenreesnneeeneeerineennneens 22
5. HACMPOUKA TTPOZPAMMBDI ..ottt 24
5.1 Tpe608aHUA K cpede PYHKUYUOHUPOBAHUS ...........c.cocvrririeiiieriissiessnnsnessneesnee e 24
5.2 YCMAHOBKA U YOA/ICHUE ............coueeaieiaieeesieeessteesteeaneeatesasneeasnneesnneesnnessneeanee e 27
5.2.1. YcraHoBKA areHTa WINAOWS .........coeviiiiiiiiieiiieiiee e 27
5.2.2. YCTAHOBKA ar€HTA LINUX ..iovviiiiiiiiieiiee i 33
5.2.3. Touka Boccta"oBiyieHns OC, CO31aHHASI IPU YCTAHOBKE aI€HTA ....c.vvvenvessne. 48
PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR [] E'rfotect 2

Bepcus 1.0.28 om 09 utoHs 2025




5.2.4. VINEHTUDUKAITHST ATCHTA ...evvveeereesureesreesteeesineesssessssessssesasseesssssesssessnsessnsessnns 50
5.2.5. V1aneHNE aTC€HTA WINAOWS ... .iiieureieiiietiieeeestiissesesssinssesessnseesessnssessssansessens 51
5.2.6. YIATEHUE ATCHTA LLINUX . ..ovvrruniiieiiiiiiiisiiisie s e e e eeeessssaessssesseesessssssssssesesssesssnes 51
5.2.7. O6uue cBeeHUs M HHCTPYKIIMS 110 yCTaHOBKE cepBepHoi yacTu RT Protect

EDR Ha JTOKATBHOM CEPBEPE ...vvvvevrireitreeesireesssrsesssssessssssesssssssssssssessssssssssssesssnsssenns 52

5.4 OcobeHHOCMU pabomel [Ipo2pammel ¢ AHMUBUPYCHLIMU cpedcmeamu
CMOPOHHUX NPOU3SBOOUME/ICUL ........c.eeeieiiiiieiieie ettt ane s 95

5.4.1. CpabaTpiBaHUE aHTUBUPYCHBIX CPEJCTB U paboTte ¢ BeO-mpuioxenueM RT

ProteCt EDR ..o 55
5.4.2. OcoOEHHOCTH BBINOJIHEHUS AEUCTBUSI OJOKUPOBAHUS JIJIsl aHTUBUPYCHBIX
LS00 (53112 PP OPRTOPROPRRPI 56
6. MHMEPPEUC TTPOZPAMMBDI ...........ccooiiiiiiieiiiiiie ettt st saee e 58
6.1 OKHO d8MOPU3AUUU U OBUYUE CBEOCHUS...........cuveeeeiiieeiiieeeaieeeesiiee e e anree e 58
6.2 TOPU3OHMA/ILHAA NAHE/Tb YNPABNCHUS .........coooiveeeaiiieeiiieeesiieeeasiaeeesieeesaneeee e 60
(TP B0 ) 20 €21 702 G V) 0017070 ;1) PSPPI 61
S ©)56):15) 11 0=) ¢ 1 5 (AR 61
6.2.3. MEHIO «ITOITBBOBATEIIBY .vveeuvvieiiiesitieiieeateeasieeesiteesiteessbeeasbeeessneesneeesnneeeneeeenes 66
6.3 [/IABHAA CIMPAHUUQ ..ottt ettt 68
L @131 1 11 T 72
T B 70 110791 (<) 3 U 5 PSP TP PR 74
0.4.2. AKTHBHOCTD +...vvteuteesueeesteeasteeestseessteessessbesassseaassesssseesssesanseeessseessnessssessnsessnns 89
6.4.3. [IpoBepka ¢ TOMOUIBIO T I-TTATPOPMBI .....covvviiiiiiiiieiiee e 104
3R 3 N 101011 (1612 = TP UPRPTUPPPPPPPPPPPPIN 107
6.4.5. TIPOLIECCHI M MOIIYIIH ......uveeenteeesnreesnneessneessneesseeesnneesmneesnnessnnesaneeennneesnneesnneens 120
6.5 A2CHIMDI ...........uviiiieiee ettt e e e e e e e st e e e e e e e e s e et bttt e e e e e e e e s e e nrarrarraeeaeeeaaaan 121
(TR AN 1<) § & 5 SR PRSP PPPOUPPRPN 123
0.5.2. ATCHT .oviiiiiii ittt e e e e e e e s a e et e e e e e e e nn bbb r e e e 144
0.5.3. I'DYTIIIBL ...ttt e e nn e e snr e 159
6.5.4. KOHDUTYPAIIHIF ......ooiuviiiiiiiiii ettt sttt nneee s 161

Bepcus 1.0.28 om 09 utoHs 2025

I RT
PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR L ) Protect




6.5.5. BEPHPUKALI ....cc.vveiiiiiiiiiiiie et 162

0.5.6. TOPMIHAI ... vviiiiiiiieiiitiieasitee ettt st e et e st e e ssbe e e s st e e e s sbb e e e sbbe e e sbbeeesnneee e 166
0.5.7. TPAPHKI. ...ttt ettt b e snne s 179
0.5.8. XPAHMITHIIIC . ..1.ee e vvveesstveeessteeessseeesstsesssssseessstsessssseessssseesssssesssnssessssssesssnsenssns 181
6.5.9. VABBUMOCTH .....vviivieiiiie ittt ettt ettt ettt e e nbn e e nnneennree s 186
6.6 AHA/TUMUKA ..........oouviiiiiiieitie ittt e e 191
6.0.1. VIHIMKATOPBI QTAK ..eeiivvvieiireeesisreeesireesssseessssesssssessssssessssssessssssessssssesssnsseesns 193
6.6.2. THAMKATOPBI KOMITPOMETALIHH «..v.vvvveesrreesssrnesssssensssssensssssesssssssssssssnsssnssnesns 202
6.6.3. YARA-TIPABUITA ((PAKITBL) .....eeuveveeririresiieiiesiee st sie et ne s nne e 212
6.6.4. YARA-TIPABUIIA (TTAMSITD )..vveeivrveeirrreesssreesssnessssseesssssessssssssssssssssssssesssnsseesns 216
6.60.5. TKYPHAIIBL ....eeiieieiiieiiee ettt e e nne e nnn e nnree s 219
6.7 UCKAMIOUCHUS.............ocooooiiiiiieeeeeeeeeeeeeeeee ettt 224
6.7.1. VICKITFOUCHUS JUTS TIPOTPAMM ...vvveeinrrreesssreessssnesssssesessssensssssssessssssssnssnsssnsnesns 224
6.7.2. VICKITIOUCHUS JUTST (DAMITOB ....ccuvveeeiutieeeenieieesiteeesssseeesssseessssseeessneesssneassnneeens 231
6.7.3. CETEBBIC MCKITEHOUCHMS ....uvvveeistteeesnteeeeassreesssseesssseessssseessasssessnsssessssseessnsseeens 235
6.7.4. VICKITFOUCHUS MHIUKATOPOB ATAK ...vvvveesrreeessrresssssersssssenessssesessssssessssnsssnneesns 240
G.8 TIPOPUIIU ...ttt sn e nnnee s 243
6.8.1. [TpOPUIH AHTHILIADPA ....eoivveeeiiieiiiieeiee et 244
6.8.2. TIpoprar OE30TTACHOCTH ATCHTA ... .vvveeirrreeeisrreesssreeesssrersssssesessssesesssseessssneeans 250
6.8.3. [Tpod@umn KOHTPOIISI USB .....ooiiiiiiiiiiii e 270
6.9 TIAPAMEIMPIDL.........c.oeiiiiiiiee ettt ne e nnn e nnnee s 277
6.9.1. TTOIBBOBATEIIH .....vveeiviesuteeeieeesteeesieeesiseessbeeabeeesbeeesieeessbeesnbeesteeenbneesnneennneens 2177
6.9.2. XKypHas AUCTBUN MOITBIOBATEIICH . ... vverureeirreeeieeesireesiieesreeeieeesneeesnneennneens 286
6.9.3. JIUCTPHUOYTHBBI ....veeuvieinreeaieeeieeesireesneesneeasseeesneeesnseesnnessnneesneeennneennneennneens 294
6.9.4. JIUIICHBUPOBAHIIEC ...eee.vvveeiireeeasteeessereeassseessssssssssseesssssesssssssssssssssssnssesssnsensans 296
6.9.5. VIHTETPALIMH ....ccovviiiiiiiie ittt snn e 300
7- MawuHHOE 06YYEHUE 8 [IPOZPAMME ............ccveiieiiiiiiiieiie i s 301
7-1 K1ACCUPUKAYURA HA CEPBEPE ...ttt 301
7-2 KNacCUPUKAYUA HA A2EHME..................ooeeiiiiiiiiieee e 303
7-3 CNUCOK KOMNOHEHMO8, UCNO/b3yeMbIX 8 MOOENU MU ................cccceeveviinnennn. 305

Bepcus 1.0.28 om 09 utoHs 2025

PykoB TBO aAMUHUCTPAT CaRr
YKOBOACTBO a4 CTpaTopa no ycTaHoBKe 1 3KkcnyaTtauum RT Protect EDR L 2 Protect




8. T1P0BEPKA TTIPOZPAMMBDI ...ttt 308
8.1 MposepKa OOCMYNHOCU A2ZEHIMA.................ociiviiiiaiieieesiee et 308

8.2 KoHmposb yennocmHocmu ucnosiHsembix galinoe u gatinos KoHpuzypayuu . 308

9. COOBWEHUA AOMUHUCIMPAIMOPY .......vveiieeireeaieeaseeasiseesnnessneesseeannesanneeessneesnneesnreens 309
9.1 OBUYUE CBEOCHUSL. .........uvveiiuiieeiiiiitesitieeestteesssbee e s sbbee e s bt e e e ssbb e e e ssbeeesasbeeesbbeesansneeaas 309
9.2 COOBUICHUS 00 OUUUBKAX..........uvvieiiiieesiiiessiitessiieeessiteessbaeesssseeessnseessssseesansneeens 309

L I RO 1551147 (S eT0 1010100 (3 0% 5 R 309
9.2.2. CIel(DUYUHBIC COOOIIIEHHUST «..vvvvreisrrreessrrressstressssseesssssensssssesssssssssssssnessnseesns 310

10. [Ipoyedypa 06HOB/1€HUA NPOZPAMMHOZ20 OBECNEUEHUS.............eveeieeeiiieiiieenienns 322
10.1 OBUYUC CBEOCHUS ..........ceeuieieaiiiieatiie e ettt e e sbee ettt e e ettt e e st e e e e st e e s anbe e e sbeeeeanneeeeas 322
10.2 OBHOB/ICHUEC AREHIM ...........ceeiieieiiiieeaiiee e st e eiiee ettt e e st e e e s ntee e s anbe e e sbeeeeanneeeeas 324
10.3 OnogewjeHUe NOKYyNdMmMe 11 06 OBHOB/CHUU ..................coueeeiiuveeeiiiieeaiiieeanieeens 325

10.4 flocmaska U KOHMpPO/b Ye/10CMHOCMU 06HOB/1EeHUS NPOPAMMHOZ0

obecneyeHUss Hd CMOPOHE NOKYNAIME/IA ............eeiuueeriueaiiieeaiieeasineesineesieesseessseessseas 326
11. elicMBUSA NOC/IE COHOA U OUUUBKU. ............ccciuvieeiiiieiiieeeasieeessiaeessseeesssseessssseessnnnes 327
11.1 OBULUE CBEOCHUS ..ot eeieee ettt et ee ettt e e ettt e st et e e st e e s anb e e e sbeeeeanneee e 327
11.2 MHCMpyKyus no yoa/ieHuto dzeHmd 8 c/1yyde 6/10Kuposku OC ........................ 327
11.3 YcmaHo8Ka u npumeHeHue 06HO8/1eHUS NPOPAMMHO20 obecneyeHus .......... 328
11.4 KOHMPO/Ib YCMAHOBKU OBHOB/MEHUS. ...t 328
12. [1€PEUEHD COKPAUACHULL ........oeiuvieiiieiiiieaieeesiee ettt ettt ettt et e st e e nbaeesbeeesnneesnnee s 329
130 BAKMHOUCHUE ...ttt ettt etttk e ettt e e s bb e e e enbe e e e enbe e e e anbeeeenneas 330

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
Bepcus 1.0.28 om 09 utoHs 2025 5




1.1 UOeHMudgukayus dokymeHma

/laHHOE PYKOBOACTBO KPAaTKO MOXHO UAEHTUPULMPOBATL COr/1acHO Tabaumue

Tabauua 1 - UgeHTUdUKaLMNA fOKYMEHTa

HassaHue goKymeHTa «RT Protect EDR»
PykoBoacTBO AAMUHUCTPATOPa MO YyCTaHOBKeE U
3KCn/yaTaumm

Bepcua goKkymeHTa Bepcus 1.0.28 (aKTya/lbHO A/ BEpPCUM areHTa 3.0.30.3030,
BepCMM GPOHTEHAA 2.44.0, Bepcum HekeHaa 1.25.0-16)

UaeHTUdUKaLMA NporpaMmbi «RT Protect EDR»

YpoBeHb f0Bepus OueHOuHBIN ypoBeHb foBepua 4 (OY/14)

NaeHTUdMKauma M3 Mpoduab 3aWmThl  cUCTEeM OBHapYKeHWUA BTOPXKEHUM

YPOBHA Yy3/1a Tuma «Y» YeTBEpPTOro K/aacca 3aluTbl.
NT.COB.Y4.M3. YTBepx)aeH PCTIK Poccmm OT 3.02.2012r.

Mpoduab 3aWmThl  CPeACTB  KOHTPO/AA  MOAKAHOHEHUA
CbeMHbIX MALUMHHbIX HOCUTENEeN MHPOPMAL MK HeTBEPTOro
Kaacca 3awmTel UT.CKH.M4.M3 (yTBepxaeH PCTIK Poccum
0T 01.12.2014)

NaenTnduraumsa OK «TpeboBaHWA K cMcTeMaM OBHapyKeHUA BTOPXKEeHUN,
yTBepKaeHHble npukazom PCTIK Poccum oT 6 gekabps
2011r1. N2 638.

FOCT P MCO/M3K 15408 MHPOpMaALMOHHAA TEXHO/IOTUA.
MeTogbl n cpeacTBa obecneyeHns 6e30nacHOCTH.
Kputepumn

oueHKM 6e30nacHOCTU MHGOPMALMOHHBIX TEXHO/I0TUIA»

KAtoueBble C/10Ba Cuctema obHapy:keHua sTop»keHuit, COB, OY/14

1.2 AHHomayus dokymeHma

AJOKYMEHT npegHasHa4yeH A/AA O3HAaKOM/IEHUA aAMWUHUCTPATOPOB CepBepa
yrnpaB/ieHUsA C TeXHU4YecKom MHGopmaumeli o nporpamme «RT Protect EDR» (ganee no
TeKcTy Mporpamma) 1 cogepKuT obLume cBegeHus o llporpamme, OpraHM3aLMoOHHO-

pacnopsaauTe/ibHble Mepbl, CBEAEHUA O CTPYKTYpe, OnmncaHue HacTpoek lNporpammbl

PykoBoACTBO agMUHUCTPATOpa NO YCTAaHOBKeE 1 3KcnayaTauuun RT Protect EDR [] ET tect
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N TEKCThbI COO6LLI,€HM1‘/JI, BblAaBae€MblX B XOA€ BbINMO/IHEHUA HaCTpOl\/JIKM, npoBEPKMY, a

TaK¥e o npouecce pyHKLMOHUPOBaHUA [IporpaMmmbl.

1.3 TepmuHbI u onpedeseHuA

B HacToALLeM AOKYMEHTEe UCMO/b3YIOTCA TEPMUHBI U ONpeae/ieHMA COrnacHo
rOCT P MCO/M3K 15408 «UHPOpmMaumoHHasa TexHosormAa. MeToabl M cpeacTsa
obecneyeHna 6esonacHocTn. Kputepun oueHkn 6e30macHOCTU MHPOPMALMOHHBIX
TexHosormni» u FTOCT P UCO/M3K 12207-2010 «MHbOpPMaALMOHHAA TeXHO/0rms.
CucTemMHaA W MpPOrpamMMHaA  WHXKeHepwuAa. [lpoueccbl  KM3HEHHOro  LMK/A

MpOrpaMMHbIX CpeaCTB» COr/IacHoO Tabauue 2.

Tab/uya 2 - TepMmuHbI M OonpegeneHns

TepmuH Onucaxue
AAMUHACTPATOP YNO/NHOMO4€EHHbIM N0/b30BaTe/lb, OTBETCTBEHHbIN 33
YyCTaHOBKY, aZAMUHUCTPUPOBAHME M 3KCI/IyaTaluio NporpamMmsl
Bepudukaums [MpoBepKa 1 nogreepxaeHune nog/MHHocTn M0
[lepeBo npotiecca Ipadmyeckoe oTobparkeHne B3aMMOCBA3MN NpoLecca-poauTens

M fOYepHero npouecca

[lemMoH Mporpamma B UNIX-cuctemax, 3anyckaemasa camomn CUCTEMOM U
paboTatowaa B $OHOBOM pexume 6e3 npamoro
B3aUMO/AENCTBUA C NO/b30BaTe/IEM

[lomeH CumBO/IbHOE 0603HaveHMe aas onpegeneHHon 0baactu
BbIYUC/INTE/IbHOM CeTH

3agaHue no 6e30nacHoCTH COBOKYNMHOCTb TpeboBaHmii 6e3onacHOCTM 1 cneumduKalmi,
npeaHasHa4YeHHasA 417 UCMO/Ib30BaHUA B Ka4eCTBe OCHOBBI A4/1A
OL€HKU KOHKPETHOM NPOrpamMmbl

MHAMKATOPbI aTak MpaBu/a, C MOMOLLbIO KOTOPbIX aHa/IM3MPYeTCA AUHAMMUYECKAs
aKTMBHOCTb B 3alumiLaemon UT-MHPpaCTPyKType Ha Haan4me
aTak

MHAMKaTOpbl KoMApomeTauuy | [TPaBMAa, C MOMOLLLIO KOTOPbIX B IPOrpamme OTC/IeKMUBALTCA
06beKT (MM aKTUBHOCTb), KOTOPbIN C 60/1bLLION A0/1el
BEPOATHOCTU yKa3bIBaeT Ha HECAHKLMOHUPOBAHHbIN 40CTYM K
cucteme (TO eCTb ee KOMMPOMETaLMIO)

MHCTaHUMpPOBaHMe Co3gaHue 3K3emn/asapa Kaacca B NpoOrpaMMmnpOBaHUM.
JK3eMnaAp Kaacca — 3TO ONMCaHne KOHKPETHOro obbekTa B
namAaTH

MCroaHAEMBIN MOAY/Ib Habop MHCTPYKLUIA, 3arpy»Kaembiil B BUAE UCTIO/THAEMOro

npouecca ¢darina nam dll B npouecc

T

Pyk i
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TepmuH OnucaHue

Hutu (Threads) HaumeHbluaa eanHmya o6paboTKM, MCNO/HEHNE KOTOPOWM
MOXeT 6bITb Ha3Ha4e€HO AA4POM OMepaLUOHHOM cUCTeMbI. HUTH
MCMNO/IHAIOTCA BHYTPUM NpoLecca

Osepieit MeToa nporpaMMMpOBaHmMA, NO3BO/IAIOLW MK CO34aBaTb
nporpammbl, TpebytoLne MeHble onepaTUBHOM NaMATK.
MeTog 3ak/to4aeTcA B pa3ge/ieHMmn NporpamMmmbl Ha
ncno/sHAemble 6/10KM, KOTOpble MOOYePEAHO 3annCbiBAOTCA B
0AHY 06/1aCTb NAMATM NOBEPX NPeAbIAYLLNX, BbINO/HAIT CBOU
GYHKLMU 1 Nepe3anncbiBaoTCA C/1e4y0L MMM

MaruHaums CTpyKTYpupoOBaHue 60/bL1oro obbema nHGopmaLlmm Ha cainTe,
nyTem ee pasge/IeHnA Ha OTAe/IbHble CTPaHMULbl, UHbIMU
C/I0BaMu — MOCTPAHUYHbBIN BbIBOA, AaHHbIX

NoAUTUKE 6€30NacHOCTH COBOKYMHOCTb NpaBw/1, PEry/MpyoLMX ynpas/ieH1e, 3aLuTy 1
pacnpegeneHme MHGOPMaLIMOHHbIX PeCypCoB,

KOHTPO/IMPYEMbIX MPOrpamMmmMon

Mpodu/b 3aLLuTbI COBOKYMNHOCTb TpeboBaHMi 6e30MacHOCTH A/1A MPOrpammbl

Mpouecc B npocTeniumx TepMmnHax — 3T0 UCNO/HAEMas B ONepaLOHHOM
cucTeme NporpamMma, akTmeHbIM 06bekT OC, a MHave
noc/1eA0BaTe/IbHOCTb MHCTPYKLMI, ncnoaHaembix B OC
npegonpegeneHHbim 06pasom. B gaHHOM cayyae Takumun
MHCTPYKLUMAMM ByaeT nporpaMmHbIi Kog. lMporpamma byaet
Ha3bIBaTbCA NPOLLECCOM B TOM C/1y4ae, eC/IM 3arpy*KaeTca B
NamATb BMECTe CO BCEMU pecypcamMu, KOTOpPble HEOH6X0AUMbI
ANA ee paboTbl

Pa3paboTumK AO «PT-MHdopmaLmOoHHasA 6e30nacHOCTb»

TokeH ToKeH npeacTaB/AeT cOO0WM C/y4aiHYHO CTPOKY, €
NpOV3BO/IbHbIM HAOOPOM CMMBO/IOB, KOTOPAA C/AYXKUT K/IOHOM
ANA BepudpUKaLmMM areHTa Ha cepeepe nporpammbl. TOKeH
YHUKA/IEH A/1A KaXAO0ro areHTa

Yrposa 6e3omnacHocTy COBOKYMHOCTb YC/10BUI U paKTOPOB, ONpeaeAtoLLInX

UHpOpMALMN MOTEHLMa/IbHYO U/IM Pea/IbHO CYLLeCTBYHOLLYIO ONacHOCTb
HapyLueHMA 6e30nacHOCTU MHPOpMaLmK

daiiIoBble CUrHaTYpbI [laHHble, UCMo/Ib3yemble A4/18 UAEHTUPUKALMU UM MPOBEPKU
cogepxumoro dansia

PYHKLMM 6e30MacHOCTH COBOKYMHOCTb BCex PyHKL MM 6€30MacHOCTU NPOrpammbl,

nporpammbi HanpaB/IeHHbIX HA OCYLLLeCTB/IEHME NONUTUKM Be30nacHOCTH
(MB)

XeluMpoBaHue MpeobpasoBaHue, nponsBoagMMoe xel-pyHKLumen

XocT JN1eKTPOHHO-BbIYMCUTE/IbHAA MALLWHA, AB/AIOLLLAACA KOHEYHOWM

TOYKOM BbIYUC/IUTE/IbHOM CETU. B y3KOM CMbIC/Ie XOCT — 3TO
noboe yCcTponcTBo, NpeaocTaBaatowee cepBmcbl dopmara
«K/IMEHT-CepBep» B peXnme cepBepa no Kaknum-1mb6o
nHTepdericam 1 YHMKa/IbHO onpegenéHHOe Ha 3TUX
nHTEepdercax

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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TepmuH

OnucaHue

3BPUCTUHECKUI aHANU3

COBOKYMHOCTb QYHKLMIA aHTUBUPYCA, HAL,E/IEHHBIX Ha
0bHapy»eHue Hen3BeCTHbIX BUPYCHbIM 6a3am BpegoHOCHbIX
nporpaMmm. TepmuH 0603Ha4YaeT U OAUH U3 KOHKPETHBIX
cnocob6oB

SHTponuA

CTaTMCTUYECKMIM NapaMeTp, KOTOPbI NMOKa3blBA€T BEPOATHOCTb
BCTPEYaemMOoCTH onpegenénnbix 6ainTos B daine

Active Directory

Nepapxunyeckn OpraHM3OBaHHOE XPaHW/IMLLE AQHHbIX 00
obbeKTax ceTu, obecneymBatoLLee yaobHble cpeacTBa 4/A
NMOMUCKA U UCMO/Ib30BAHMA 3TUX AaHHbIX. KOMMblOTEp, Ha
KoTopoMm paboTaeT Active Directory, Ha3biBaeTcA
KOHTpoanepom gomeHa. C Active Directory cBA3aHbl
NPakTU4eCKM BCe agMUHUCTPATUBHbIE 334a4un

Alerts

OnogelleHne 06 aTake Ha 3awmLLaemMyo MHGPacTpyKTypy

Ansible

CucTema ynpas/ieHnAa KOHPUrypaLumamMu, HaNnMCaHHaA Ha A3bIKe
nporpammupoBanusa Python, c ucnosb3oBaHnem
A,€K/1APaTUBHOIO A3blKa pa3MeTKM A/1A ONUCcaHuA
KOHPUrypaumit. MpumeHAeTcA 418 aBTOMATU3aL MU HACTPOKM
1 pa3BépTbIBaHMA MPOrpaMMHOro obecreyeHus

APT-aTaka

TepMuH Knbepbe30onacHOCTH, 0O3HAYAOLLLMIM 3/10YMbILL/IEHHUKA,
0b/1agatoLero CoBpemMeHHbIM YPOBHEM CreLUa/ibHbIX 3HAHUM U
3Ha4yMTe/IbHbIMU pecypcamMm, KOTOpble NMO3BO/IAT eMy
CO34aBaTb Yrpo3y OonacHbIX KubepaTak

Backend

[porpaMmmHo-annapaTHasa 4acTb CepBMUCa, OTBEYAIOLLAA 33
dYHKUMOHMPOBAHME ero BHyTPEHHelM 4acTu

Code Signing

LUudpposana nognmncb Koga — 31€KTPOHHbIN CepTUPHMKaAT,
MO/ly4eHHbIM OT YA0CTOBEPAIOLL,Eero LeHTpa, NoATBEepKAAOLLIUMN
6e30onacHOCTb NPOrpammbl

Deb

PacwmpeHnne nmén ¢panaoB «BUHApHbLIX» NAaKeTOB A/1A
pacnpocTpaHeHnA U YCTaHOBKM NMPOrpamMmMmMHOro obecneveHus B
onepawlMOoHHOM cucTeme npoekTa Debian, n gpyrux,
MCMO/Ib3YIOLWMX CUCTEMY YNpaB/ieHua naketamu dpkg

Desktop.ini

dai1 KOHPUrypaLum, KOTOPbIN COAEPKUT AAHHbIE HACTPOEK
BHeLUHero Buaa cuctemHon nankm B OC Microsoft Windows:
3HA4OK, LBET TeKCTa, POHOBbLIN PUCYHOK U T. 4.

DNS

KomnbroTepHaa pacnpegenéHHana cuctema 4/1a noayYeHusa
MHPOpMaLMmM O gOMEeHax

Docker

MporpammHoe obecneyeHune aaa aBTOMaTU3aALUK
pa3BEpPTbIBAHUA U yIpaB/I€HUA NPU/IOXKEHUAMMU B Cpepax C
noAAEeP*KKOW KOHTEMHepU3aL 1, KOHTeMHepu3aTop
MPUNOXKEHUI

Elasticsearch

Tupaxkupyemas cBob60AHas NporpaMMHas NMOMCKOBasA CUCTEMA

Endpoint

KoHeyHas To4ka ceTeBom CBA3U, y3€/a CeTH

Enum

MepeyncasemMblit TUM AaHHbIX, Yb€ MHOMKECTBO 3HAYEHUI
npeactaBaAeT cob60M OrpaHMYEeHHbIN CMMCOK MAEHTUOUKATOPOB
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TepmuH OnucaHue
ETW (Event Tracing for Windows) — 3T0 cucTemHbIi KoMnoHeHT OC
Windows, KOTOpbI MCNO/b3yeTCA ANA ANArHOCTUKM, OTNAAKM U
nccaeA0BaHUA NPOU3BOAUTENBHOCTU TEX UM UHbIX HacTen OC,
a TaK»Ke MpUNoXKeHnM
Frontend KAneHTcKasa cTopoHa no/1b30BaTe/IbCKOro MHTepderica K

MpOrpamMmmHoO-annapaTHOM YacTn cepBuca

Golden ticket

ATaKa, 3aK/to4aroLWwanca B noaydeHun TGT-6uneta, KOTOpbIN
MO3BO/IAET B CBOKO O4epe/b HEOrPaHUYEHHO BblAaBaTb buaeThl,
4YTO AaeT BO3MOXHOCTb 3/10YMbILLI/IEHHUKY MO/Y4YUTb AOCTYMN KO
BCEMY A OMEHY

HTTPS Pacwmpenune npotokosa HTTP gasa nogaepKu WnppoBaHmA B
Lle/1IAX NoBbllleHMA 6e30MacHoCTH
Imphash XeLl uMnopTupyembix 6ubamnotex

Informational alerts

OnoBeLlLeHUA 0 COBBITUAX, MPAMO HE YIPOXKAIOLLMX
6e30MacHOCTU MHPPACTPYKTYPbI

Int

L|,6/'IO‘—IVIC/'IEHHbIﬁ TN gaHHbIX, OAUH U3 I'IpOCTe[/JlLLIVIX M CaMbIX
paCI'IpOCTpaHéHHbIX TUNOB AadHHbIX B A3blKaX
nporpamMmmMmmnpoBaHuA. C/'ly)-KMT ANA nNpeacTaB/1EHNA Le/IbIX YMcen

Int64

INt64 ABAsETCA HEM3MEHAEMbIM TUMOM AaHHBbIX,
npeAcTaB/ALWMM COOO0M Lie/ible YUC/Ia CO 3HAKOM B AManasoHe
OT OTPMLATE/IbHOIO 3Ha4YeHuA -9223372036854775808
(Int64.MinValue) 4,0 NO/N0XUTENBLHOrO 3HAYeHMA 9 223 372 036
854 775 807 (Int64.MaxValue)

JSON

TekcToBbI dopmaT obMeHa gaHHbIMKW, OCHOBAHHBIM Ha
JavaScript

JSON-06beKT

HeynopsAgoyeHHbI Habop nap Katoy/3HaveHne. O6beKT
HaUYMHaeTCA C OTKpbIBatoLLel GUrypHOM CKOBKM { 1
3aKaH4MBaeTCA 3aKkpbiBatoLLel GUrypHoi ckobkolt }. Kaxaoe
MMA COMPOBOXAAETCA ABOETOYNEM, MAPbI K/HOY/3HaYeHue
pa3AenAnTcA 3anAToM

Kerberos

CeTeBOM NPOTOKO/ ayTEHTUPUKALMK, KOTOPbIN Npea/iaraeT
MEeXaHW3M B3aMMHOW ayTEHTUPUKALMM KIMEHTA U cepBepa
nepeg ycTaHOB/IEHWMEM CBA3U MEXAY HUMMU, MPUYEM B
MPOTOKO/e Y4YTEH TOT PaKT, 4TO Ha4a/IbHbIN OOMeH
MHPopMaLmen Mexay KIMEeHTOM 1 CEpBEPOM MPOUCXOAUT B
He3alUULL,eHHOM cpeje, a nepegaBaeMble NakeTbl MOryT ObITb
nepexsayeHbl U MOAMPULMPOBAHDI

Linux

CemelrictBO Unix-nogo06HbIX OnepaumoHHbIX cucTem Ha H6ase
Aaapa Linux

Malware Bazaar

MpoekT canTa abuse.ch, yesbto koToporo AsnAeTca obmeH
obpasuamum BpegoHocHoro MO ¢ coobuiectBom
MHPopmaLMOoHHOM 6e30nacHOCTH, NOCTaBLLMKAMK
AHTUBUPYCHBIX NPOrpamMM U NOCTaBLUMKaMU MHPopMaLmm 06
yrposax

MDs5

128-OUTHbBIN aNFOPUTM XeLUMPOBaHWMA
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TepmuH

OnucaHue

NTFS

CTaHgapTHaA dainoBas cuctema 419 ceMencTBa
onepaumoHHbix cnctem Windows NT ¢pupmbl Microsoft. NTFS
noasep KMBaeT XpaHeHe MeTagaHHbIX

Powershell

YTuauta gaa 3anycka MHPpPaCcTPYKTypbl yNpaB/ieHUA
KOHbUrypaumen u aBTomatmsauum 3agad Microsoft.
NHudpacTpykTypa Powershell coctonT 13 060/104KM KOMaHAHOM
CTPOKM M CBA3AHHOIO A3bIKa CLieHapueB

SSDEEP

A/IrOPUTM HEYETKOrO XeLUMPOBAHUSA

TCP

OAWH 13 OCHOBHbIX MPOTOKO/I0B NepeAayn AaHHbIX MHTEPHETa.
MpeaHasHa4eH AaA ynpas/ieHns nepesgaden AaHHblX MUHTepHeTa.
MakeTbl B TCP Ha3biBatOTCA CerMmeHTamu. B cTeke npoToKo/10B8
TCP/IP BbINOAHAET GYHKLMM TPAHCMOPTHOrO YPOBHA MOAe/n
Osl

TLSH

BepOATHOCTHBIN a/IFOPUTM XeLLUMPOBAHUA

Ubuntu

AnctpnbyTnB GNU/Linux, ocHOBaHHbIM Ha Debian GNU/Linux

Unsigned

MoaudUKaTop LeN04UC/IEHHOrO TUMA AaHHbIX, KOTOPbIV
MOKa3blBaeT, YTO 3HAYEHMNE He MOXKET OblTb OTPUL,ATE/IbHBIM

uUTC

BceMupHOe KOOpAMHUPOBaHHOE BpeMs — CTaHAAPT, Mo
KOTOPOMY 00OLLLeCTBO pery/MpyeT Yacbl u Bpema. OT/n4aeTca
Ha Lie/10€ KO/IMYeCTBO CEeKYH/, OT aTOMHOrO BPEMEHU U Ha
APOOHOE KO/IMYECTBO CEKYHZ OT BCEeMUPHOro BpemeHu UT1

uuiD

CTaHAQpPT MAEHTUPUKALMK, NCMO/b3YEeMbI B CO34,aHUM
NMpOrpamMMHOro obecnevyeHus, CTaHAapTM3MPOBaHHbIM Open
Software Foundation (OSF) kak Yactb DCE - cpegpl
pacnpegen€HHbIX BblYMC/1eHuH. OCHOBHOe Ha3HadyeHne UUID -
3TO NO3BO/NTb pacnpesenéHHbIM CUCTEMAM YHUKA/IbHO
naeHTudnumMpoBaTb MHGOpmaLmio 6e3 LeHTpa KoopANHaLuu

VirusTotal

BecnsnaTtHana c1yk6a, OCyLLeCTBAAOLAA aHa/IU3
noA03puTe/IbHbIX PpainoB 1 ccoiiok (URL) Ha npeameT
BbISIB/IEHWS BUPYCOB, YEPBEM, TPDOAHOB U BCEBO3MOXKHbIX
BPEAO0HOCHBIX MPOrpaMm

Web-cepsep

Cepsep, npMHUMatoLmnin HTTP-3anpockl OT K/IMEHTOB, Yallie
BCero Beb6-6paysepos, u BbigatoLwmnin HTTP-oTBeTbI, KaK
npasu/ao, BMecTe ¢ HTML-cTpanuuein, usobpaxernuem, paniom,
MeAna-NoTOKOM WK APYTMMM AAHHBIMU

WHOIS

CeTeBOM NPOTOKO/ NMPUKAAAHOrO YPOBHA, 6a3MpyoLwmiica Ha
npotoko/se TCP. OcHOBHOE NpuUMeHeHue — rno/y4eHue
pPerncTpaLMOHHbIX A4aHHbIX O B/IAAe/1bLAX AOMEHHbIX UMEH, |P-
a/ApecoB M aBTOHOMHbIX CUCTEM

Windows

Fpynna ceMencTB KOMMEpPYECKMUX OnepaLMOHHbIX CUCTEM
Koprnopauuu Microsoft, OpueHTUPOBaHHbIX Ha ynpas/ieHne ¢
nomoubto rpadumyeckoro nHtepderica
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TepmuH OnucaHue

WMI MucTpymenTapuii ynpasaeHua Windows. OgHa 13 6a30Bblx
TEXHO/I0TWI A4/1A LeHTPa/IM30BaHHOIO YNPaB/I€HUA U C/1€XKEeHUA
3a paboTOM pas/INYHBIX YacTeN KOMMbIOTEPHOM
MHPaACTPYKTYPbI NOA ynpasaeHnem naatpopmsl Windows

1.4 Yc/108Hble 0603HAYEHUs
YcnoBHble 0603HavyeHusA, NMPUMEHSEMble B AOKYMEHTE, MpeACTaB/IeHbl B

Tabauye 3.

Tab/muya 3 - Yc/10BHble 0603Ha4YeHus

O6o3HayeHne Onucanue
MPOMUCHBIE BYKBbI AKpOHMMbI, a66peBHaTypel
«Times New Roman» HasBaHWA 4OKYMEHTOB, KOMaHg, KaTa/o0ros, ¢pan10B U T.4.
*KupHbIii WpndT Noanmcn Tabauu, pUCYHKOB, Ha3BaHUA pa3ae/os,

noApasAenos, MyHKTOB U NOAMNYHKTOB, Ha3BaHWE KHOMOK MEH0
MOAY/NA aAMUHUCTPUPOBaHUA porpammbl

O603Ha4YeHnA KHOMOK MeHIo, onepauuini Moay/a
a4 MUHUCTPUPOBAHUA NporpamMmsl

Times New Roman/Times New Mepeync/sieHne aibTepHATUBHbIX BAPUAHTOB, MYyTb MEHIO, MyTb
Roman daiinia

MHPopmauma, TpebyroLaa BHUMaHUA NO/1b30BaTe/1A

MpumeyaHue

9
LJd

MHdopmauma, cBA3aHHAA C BaXKHbIMU KOHOUIYypPaLMOHHBIMU
HacTpoMkamu n ocobeHHocTamn paboTtbl EDR

BaxxHO

9
LJd

PeKkomeHAaumMKY U NpeAno/NoXKeHUA, KOTOPble MOryT MOMOYb B
pabote c EDR

T

L
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2.1 HasHayeHue u apxumekmypa lpozpammel

RT Protect EDR - 310 cuctema /1A 0O6Hapy»KeHusA Le/neHanpaB/IeHHbIX aTaK Ha
KOHEeYHbIX ycTponcTBax. OHa obecneunBaeT ObICTpoe OOHapyKeHue BTOPXKEeHWUW,
3pdeKkTMBHOE aBTOMATU4eCKOe MNpPOTMBOAENCTBUE, HArAAHYIO BU3ya/M3auUIo
COObITUM M  MHUMAEHTOB, a Takxe cbop UMPPOBLIX YAMK U  TLLATE/IbHOE
pacciegoBaHue MHUMAEHTOB M MOMCK aHOMA/IbHOM aKTUBHOCTMU.

[porpamma reHepupyeT npeaynpexaeHusa 411 npoBeaeHna pacc/1e40BaHUM
COTPYAHMKaMM MHGOPMALMOHHOM 6e30nacHOCTM Ha OCHOBE AaHHbIX, MOCTYMMBLUMX
OT KOHEYHbIX cMcTeM (XOCTOB) B 3alLMLLIAEMON BbIYMC/IUTE/IBHOM ceTU. B pe3y/bTaTte
pacciegoBaHUA COTPYAHUK, MPOBOAALLMA SKCMEPTHYHO OLLEHKY COObITMA, MOXeT
onpege/uTb, ABAAETCA /M COObITUE HeCyWwMM Yrpo3sy WAW HeT, U MpeAnpUHATbL
COOTBETCTBYHOLLME ACUCTBUA.

«RT Protect EDR» uMmeeT K/IMeHT-CEpBEPHYIO apXUTEKTYPY.

KaneHntckasa 4vactb [lporpammbl  GyHKUMOHMpPYeT nog ynpasaeHuem OC
Windows Bepcuii 7, 8, 8.1, 10, 11, Windows Server 2008 v Bbie, OC Linux pas/siMyHbIx
Bepcui. KAMEeHT ycTaHaB/MBaeTCA Ha OTAe/IbHble YyCTpPOMCTBAa 3awumwaemon IT-
MHOPACTPYKTYpbl (4asee areHT).

CepBepHana 4acTb [porpaMmmbl GyHKUMOHUPYeET nog ynpasaeHnem OC Linux
Ubuntu 20.04.5 LTS Ha cepBepe npeanpuATUA-U3roToBUTENA. B Takom cayyae
3aKa3uMKy npeaocTaBAAeTCcA AOCTYNM K CepBepHOMY KOMMOHEHTY WU  ero

MHCTPYMEHTaM Kak ycayra.

rA MpumeyaHue
LJ [fporpamma MoOXeT MOCTaB/ATbCA B COCTaBe OTAE/IbHOro annapaTtHo-
nporpamMmmHoOro KOMI1/1eKCa, pa3Bopa4vnBaemoro Ha TEPpUTOPUN

3aKasyuKa.
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KaveHTckaa 4vactb [lporpammbl  He  COAEpMT B CBOEM COCTaBe
3aMMCTBOBAHHbIX KOMMOHEHTOB 6e3 NCXOAHOro Koaa. Bce KOMNOHEHTbI cObMpatoTCA
M3 UCXOAHOTO KOAa.

Mporpamma npegHasHaveHa gaa 06paboTku nHdopmauun, He ABAAIOLLENCA
CEeKpETHOMN.

PelleHne wumMeeT MexaHM3M CaMO3aWmUTbl OT BPEAOHOCHbBIX AeUCTBUI
(BbINO/HEHME NO/b30BATENAMM \ APYTMMM NMPUNOKEHUAMMU AEUCTBUI, KOTOPbIE MOTYT
HapyLWMTb paboTOCNOCOBHOCTL peLleHust) 3a CYeT:

—3aWmuTbl  COH6CTBEHHbIX  daiioB U aupekTopui  (NpegoTBpaLieHue
M3MeHeHUA U yaasneHus Gpai/ioB MpOrpammbl Ha JKECTKOM AUCKe);

—3aWwmMTbl  COOCTBEHHbIX  KOHOUrypauMOHHbIX  AdHHbIX B peecTpe
(NpesoTBpaALLEHUE U3MEHEHMA U YAA/IeHWA 3annCeit B CUCTEMHOM peecTpe);

— 3aWMTbl  COBCTBEHHbIX  npoueccoB  (NpeaoTBpalleHMe  U3MEHEHUS
MpOLLeCCOB B MAMATK);

— 3aWMTbl OT BHellHero ynpasseHus (6/10KMPOBKA MOMbITOK YyNpaB/eHUA
cny)kb6amMu NporpaMmebl U ee HAaCTPOMKAMM C Y/A,a/1IEHHOrO KOMMbIOTEpa).

[porpamma nmeeT MHOroyHKLMOHA/IbHbIM M0/1b30BaTe/IbCKUI MHTEPpdENC U
noApasymeBaeT Ha/inume C/1e4yoLWwmx posiel no/b3oBaTenA:

AAMMHUCTPATOP - BbINO/HAET YCTAHOBKY W KOPPEKTHYIH HaCTpPOWKY
Mporpammbl B COOTBETCTBMM C HACTOALLMM PYKOBOACTBOM, a TaKXKe OTBeYaeT 33
06HOB/I@HWE NPOrpamMMHbIX KOMMOHeHTOB EDR;

AHa/MTUK — MO/b30BaTe/lb, OTBETCTBEHHbIM 33 aHa/u3 MOCTYMNaroWwmx OT
Mporpammsbl AaHHbIX. AHA/ZIUTUK MPUHUMAET peLleHuA MO Aa/ibHeWLlel peakLmu Ha
OOHapyKeHHble yrpo3bl;

Onepatop NOMCKa Yrpo3 - BbINO/HAET MPOAKTUBHLIA MOUCK Yrpo3 B

3awmwaemon NMporpammon MHPpPaCTPYKTypE;

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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Mosb3oBaTe/b — COTPYAHMWK, BbINO/HAWOLWMKA paboTy Ha MNepCcOHa/IbHOM
KOMMblOTEpPE, HAa KOTOPOM YCTaHOB/E€H MOAY/b areHTa. [losb3oBaTesb He
B3aMMoOZencTByeT ¢ M3genmem HanpAMYyro, eMy AOCTYMHbl TO/IbKO OMOBELLEHUA B

06/1acTu yBegoM/1eHUsA naHenu 3a4a4 OC 0 COCTOAHMM 3aLLMLLLAEMON MALUUHBI.

2.2 PyHKYUOHA/bHbIE 803MOMHOCMU 8 Yacmu COB

Mporpamma obecneunBaeT cregyowme PyHKLMOHA/bHbIE BO3MOXHOCTU B
yactn COB:

—cbop wuHPopmauum o ceteBOM Tpaduke, npoxogAwem yepes
KOHTpo/iMpyemble y3/bl UC;

— cbop umHpopmaumm O COOLITUAX, PEerucTpUpyemMbiX B XKYpHasax ayAuTa
onepaunoHHoi cuctemsl (OC), npuraagHoro MNo;

— cb6op MHpopmaymm o Bbi3oBe PyHKUMIM M OOpaLLeHMM K pecypcamM CUCTEMbI;

— BbINO/IHEHME aHa/M3a COOPaHHbIX AAHHbIX O CeTeBOM TpaduKe B pexume,
6/M3KOM K peanbHOMY BPeMeHMU, 1 Mo pe3y/ibTaTaM aHaAm3a pukcauma nHopmauum
O AaTe M BpPeMeHW, pesy/bTaTe aHa/n3a, UAEHTUPUKATOpPE UCTOYHMKA AaHHbIX,
NMPOTOKO/1€, UCNO/1b3YEMOM £/19 NPOBEAEHUA BTOPXKEHUA;

— OBbHapy»KeHne BTOP*KEeHMA N0 OTHOLLEHMIO K KOHTpO/Mpyembim y3i1am UC B
pexume, 6/IM3KOM K pea/ibHOMY BPEMEHM, Ha YPOBHE OTAE/IbHbIX Y3/10B;

— aHa/M3 COOPaHHbIX AAHHBIX A1A OOHAPYXKEHUA KOMMbIOTEPHbIX BTOPXKEHUM
C UCMO/Ib30BAHNEM CUTHATYPHOrO U 3BPUCTUHECKUX METOA0B;

—aHaznM3 COBpaHHbIX AaHHBIX C  Le/blo OOHapy)KeHMA BTOPXEeHWH C
MCMO/Ib30BaHMEM 3BPUCTUYECKMX MEeTOA0B, OCHOBAHHbIX Ha METOAAX BbIAB/EHUA
aHOManui ceTeBOro Tpaduka M aHOMa/ MM B AeUCTBUMAX noab3oBatend WMC, Ha
334aHHOM ypPOBHEe 3BPUCTUYECKOro aHa/n3a;

— duKcaymAa dpaxkTa 0OHapyKEeHUA BTOPKEHUIM UM HapyLLeHWA 6e30nacHoCTH

B KYpHa/iax ayAmTa;
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— yBegomaeHne  agMuHucTpatopa  [lporpammbl 06  OBHapy»KeHHbIX
BTOPXEHUAX M HapylleHuAx 6e30MacHOCTM C MOMOLLbIO OTODBpParKeHMA KapTO4KM
CcObbITUA B KOHCO/IM YNPaB/IeHUS;

— OOHapy»KeHWe BTOPXKEHWM Ha OCHOBE aHa/sM3a C1ykebHoM uHdopmauumm
NMPOTOKO/10B CETEBOr0 YPOBHA, 6a30BOM 3Ta/IOHHOM MOAE/IM B3aUMOCBA3M OTKPbITbIX
cucTem;

— aBTOMATU3UPOBAHHOE 0OHOB/IEHME 6a3bl peLlaroLLnX NpaBu/;

— Hazm4me nHtepdenca agMMHUCTPUPOBAHUS;

— BO3MOXHOCTb YMNO/IHOMOYEHHbIM aAMUHUCTpaTOopaM (pPo/AM) ynpaBAsATb
peXUMOM BbINo/HeHUA PyHKLMIA He3onacHOCTH [TporpaMmbl;

— BO3MOXHOCTb YMNO/IHOMOYEHHbIM aAMUHMUCTPaTopaM (pPo/AM) ynpaB/sATb
AaHHbIMK [TpOrpamMmbl, UCNO/b3yeMbiMKU GYHKLMAMM Be30nacHOCTY;

— NnoaAepKKa onpegesieHHbIX posen ana lMporpammbl U MX accoumauma ¢
KOHKPETHbIMUW a4MUHUCTPATOPamMu U noab3oBatenamm UG

— yrpaB/ieHWe AaHHbiMU  PYHKUMIA He3onacHOCTM [lporpamMmbl B HacTu
YCTQHOB/IEHUA U KOHTPO/1A OFPAHUYEHUI HA 3TU AAHHbIE;

— TecTupoBaHue (camoTecTupoBaHue) yHKLMIM Be3onacHoCTu Nporpammbl;

— reHepauma 3anucen ayaurta As1a cObbiTUI, NOTEHLMA/IbHO MOABEPraemMbix
AyAnUTY;

— BO3MOXHOCTb YTeHMA MHGOpMaL MM U3 3anncel ayauTa;

— accoumauma Kaxaoro cobbiTna ayanTa ¢ ngeHtudukatopom cybbekTa, ero
MHULMMPOBABLLEro;

— OrpaHMyeHne A0CTyNa K YTEHUIO 3anncen ayanTa;

— NMOUCK, COPTUPOBKA, YNOPAAOYEHME AAHHbIX ayauTa.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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3.1 Obwue ceedeHus

Mporpamma nocTaB/aAeTCcA 3aKa3yMKy Ha OCHOBAHMU A0roBOpa O MOCTABKe,
3aK/IlOYEHHOr O MeXK Ay 3aKa34yMKoM U npaBoobiagaTtesnem.

CBegeHusas o nopAgke npegoctaBieHua [porpammbl, ee O6GHOB/EHUMU,
rapaHTUMHbIX 00A3aTe/bCTBaAX, M MNOPAAKE HaMpaB/eHWUA peKnamauui  oT
noTpebuTens onMcaHbl B 4OKyMeHTe «Popmyaap».

Mporpamma U AOKYMEHTaUMA Ha Hee XPaHATCA Ha cepBepe npeanpuATUsA-
U3roTOBUTEA.

MocTaBKa BO3MOXHa B ABYX BapuvaHTax.

I'Iporpamrvla noCTaB/1AE€TCA 3al-(a3‘-lMI-(y COr/1aCHO KOMMN/IEKTHOCTU NOCTABKMU.

3.2 KomnsekmHocme nocmasku
KOMN/AIEKTHOCTb MOCTaBKM A4/1A Kax40ro BapuaHTa npeacTaB/ieHa B Tabauue 4

nTabamues.

Ta6/u1ua 4 — KoMn/IeKTHOCTb NOCTaBKU (BapuaHT 1)

O603HaueHune HanmeHoBaHue Kon. MpumeuyaHue
-01 Cnctema obHapyKeHUs BTOPXKeHui MocTas/iseTcs no
«RT Protect EDR» Mogy/b areHTa cetu
! (nakert-
YCTQHOBLLMK)
Cucrema obHapyXeHUA BTOPXKEeHU AlocTyn K
«RT Protect EDR» MOZAY/IHO KaK
Moay/b a4MUHUCTPUPOBAHUA C 1 yeayra
KOHCO/IbtO Ha cepBepe™*
-0130 01 Cucrema obHapyXeHUA BTOPXKEeHU MocTaBAseTcs B
«RT Protect EDR» MeYaTHOM BUge
dopmynap 1 (dopmart A4)
-20 01 Cuctema obHapyKeHuA BTOPKeHUI 1 [NocTaBasaeTcAa no
«RT Protect EDR» ceTtu

KoMMN/eKT 3KCnyaTauMOHHbIX
AOKYMEHTOB COr/1aCHO BE€40MOCTU

24
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*He BXO4AUT B KOMII/IEKT MNOCTaBKMU.

npeanpuaTua-usrotosutens Mo.

Tab6/u1ua 5 - KOMn/IeKTHOCTb NOCTaBKM ( BAPUAHT 2 )

Pa3sopaunBaeTca

Ha cepBepe

O603HayeHue

HauvmeHoBaHue

Kon.

MpumeyaHue

«RT Protect EDR »

[TocTaBasaeTca no

AOKYMEHTOB COr/1aCHO B€40MOCTHU

24

Mogaynb areHTa cetn
(nakeT msi)
«RT Protect EDR» PasBopauusaetc
Mogay b agMMHUCTPUPOBAHUA C A1 Ha cepBepe
KOHCO/IbIO Ha cepBepe 1 NpeAnpusATUS
3aKa3uuKa
-0130 01 «RT Protect EDR» 1 MocTaBnsAeTcs B
Popmynap rneyaTHOM Buae
(dopmat A4)
-0120 01 «RT Protect EDR» 1 lMocTaBasAeTcA no
KomnaeKT sKcn/yaTauMoHHbIX cetu

3.2.1. llpoyedypsl u mepbl 6e3onacHocmMu hpu pachpocmpaHeHuu lMpozpammel K Mecmy
Hd3HavyeHus

Mpoueaypbl U Mepbl 6€30MacHOCTM MpU pacnpocTpaHeHun [porpammsl K

MeCTY Ha3HaYeHMA PEeLlatoT C/1eAYHOLLIMe 3a4a4M:

— obecneymBaoT MAEHTUPUKALMIO U LLeNOCTHOCTb lporpammbl BO BpeMms

rnepechbl/IKu;

— obecneyumBaroT

[porpammbi,

obHapyxeHue

HECAHKLMOHUPOBAHHbIX

MoguduKalmim

— NPenATCTBYIOT NOMNbITKaM NoAMeHbl [porpamMmbl OT UMeHU pa3paboTymKa.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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4.1 Obwjue ceedeHUA

[porpaMmma MMeeT K/AUEHT-CEPBEPHYIO apXUTEKTYPY.

KAneHTCKaA 4acTb CMCTeMbI — 3TO CUCTEMHbIN areHT NoBeAeH4YeCKOro aHam3a,
KOTOpbI paboTaeT Ha KOHEYHOM KOMMblOTepe mno/ab3oBaTens (endpoint) B
cneayrownx OC:

— Microsoft Windows 7 u Bbiwwe (pa3pAgHOCTb: 64-6uTa u 32-6uta);

— Microsoft Windows Server 2008 u BblLLE;

— Linux Ubuntu 18.04;

— Linux Ubuntu 20.04;

— Linux Ubuntu 22.04;

— Linux Ubuntu 24.04;

— Debian 11;

— Debian 12;

— Astra Linux SE 1.6;

— Astra Linux SE 1.7;

— Astra Linux 1.8;

— Red 0S 7.3;

— ALT Linux 10.

AreHT CMpOEeKTUpPOBaH TakMM 06pa3om, 4TOObl NMpMHMMaTb OT CepBepa
npaBu/aa aHa/M3a U Apyrylo MHPOpMALUIO, HEOOXOAMMYIO ANA BbIAB/AEHUA W
pearmpoBaHuA Ha Yrpo3bl.

AreHT BBOAUT OOBEKTHYIO MOAe/b U MHTepdenc B3auMogencTBuA C Hel no
CeTH, KOTOPbIM NpeaoCTaB/AAETCA B PpaCnopAXKeHWe cepBepa WM MnocpeacTBOM
KOTOPOro cepBep MOXeT MnepedaBaTb HA KOHEYHble KOMMbITEpPbl NpaBu/aa
noBeAEHYEeCKOro aHa/aM3a, CTaBUTb HA KOHTPO/Ib OMNpeae/sieHHble TOYKU CUCTEMBI,

3a4aBaTb pPeE€aKuutd Ha ornpeae/ieHHble CO6bITMFI, d TaKXe noay4atb CTAaTUCTUKRY
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CMCTEMHOM AKTUMBHOCTM KOHEYHOrO KOMMbioTepa, cobupatb, 0606waTtb u npwu
HeobX0AMMOCTU MpPeAoCTaB/AATb  AAMMHUCTPATOPY (QHAZIMTUKY) BO3MOXKHOCTb
AVHAMUYECKM ee OTC/IeXKMBATb.

TexHU4ecKH, K/AMEeHT npeacTaBaseT cobon nporpaMmMHOe CpeacTBO,
YyCTaHaB/IMBAaeMO€ Ha KOMMbIOTEPEe KOHEYHOrO Mo/1b30BaTe/A C Le/Ibl0 BbIAB/IEHMA U
60pbbbI € BpegoHOCHbIM MO 1 BO3MOXKHBIMKW aTakaMu Ha 3TOT KOMMbIOTEp.

B3anmogencreme ¢ ceppepom NpoOMCXOAUT MO MPOTOKOAY, 3aLUULLEHHOMY C

nomoubto SSL ¢ npyumeHeHuem wndpposanua FOCT.

4.2 Apxumekmypa azeHma Windows
ApXUTEKTypa areHTa CMcTembl MpegnoaaraeT Haimumne c1eayroLmnX OCHOBHbIX
GYHKUMOHA/IbHBIX KOMMOHEHTOB:
— ApakBep, paboTaloLw Mt B pexume Agpa CUCTeMbI;
— ApanBep KOHTpo/a USB;
— cy»6a, paboTaroLan B pexume no/ib3oBaTte/s;
— CUCTeMHbIV Tpeli (ONUUOHA/BHO).

CXemMaTM4yHO apXUTEKTypa areHTa NnpeAcTaB/ieHa Ha PUCYHKe 1.

[Hpaiiep
kourpois USB

CHCTeMHBII
Tpei

JpaiiBep
arexTa

s

Moty b 3amu Tel Monynb
Moy b KOHTp oIS aiios or YOpaBJICHU ST
1EJIOCTHOCTH TIpOrpamMm- JipaiiBepom
X} POBAIBIUIMKOB koHtposst USB

Moy

A e MCIIOMHEHHU S Moy

Mo ayib CIICHKEHMA 3a CKaHUPOBAHUS =
%= = KOMaH/, paboTe ¢
B3anmoieiicreus | coObITHAME M aHam3a
5 - IOy YEHHBIX MeTaIaHHBIMA
¢ cepeepom COB CHCTEMHBIX haiimoB

OT cepBepa arenta COB
Ky pHaTTOB COB
MoHnuroj MoHnutoj
Momnurop cetn P P «
peecrpa MPOLECCOB

PucyHok 1 - ApxutekTypa aredta Windows

Monutop

(aiioBoii
CHCTEMBI
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4.2.1. PyHKYUU cucmembl CO CMOPOHbI KAUEHMCKOU Yacmu
KAneHT ocywectB/A€T MOHUTOPUHI CUCTEMHOM QAKTUBHOCTU C  Le/bio
BblAB/IEHUA BPEAOHOCHOro0 TMoBeAeHUA COr/lacHO rMpaBuW/1aM MoBeAeHYeCKOro
aHa/N33a, MO/IyYEHHbBIM UM OT cepBepa. K/ivMeHT cobupaeT CTaTUCTUKY CUCTEMHOM

dKTUBHOCTU U NEPUOANYHECKHU OTMPAB/IAET €€ Ha CEPBEP.

4.3 Apxumekmypa dzeHmd Linux

AreHT Linux COCTOUT U3 Tpe€X KOMIMOHEHTOB:

1) Ucno/sHAemMbI  MOAy/b — CepBUC Ssystem, 3anycKaembli OT UMEHMU
cynepno/ib3oBatens npu 3arpyske OC, Ha3BaHWe CepBUCa U UCMO/HAEMOro ¢ansia
avd;

2) BPF-mogyam — Habop BPF-nporpamm, 3arpy:aemblii B Agpo OC no
UHULMATUBE CEPBUCA;

3) Mogay b Aapa, 3arpy»aetca B A4po OC Nno MHULMaTUBE CepBUCA.

CxeMaTM4YHO apXMTeKTypa areHTa Linux npeacras/ieHa Ha pUcCyHKe 2.

l

W cnonagaeMeiin
Moy avd

BPF-moxynu Monyns sapa

PUCyHOK 2 — ApxuTekTypa areHTa Linux

4.4 ApxumeKkmypa cepgepHoii yacmu
4.4.1. Obwue ceedeHuUsA

CepBepHan 4acTb CUCTeMbI BKItOYaeT B cebA cepep cbopa CTaTUCTUKK, web-

cepep ynpasaenua (backend), CYBA, B/, agMUHUCTpaTUBHBINM Moy b (frontend).
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CepBepHas 4acTb GyHKUMOHMPYeET nog ynpasaeHnem OC cemencTsa Linux.
ApXUTEKTypa CEepBEpPHOM YacTW CUCTEeMbl CXEMATMYHO MpeAcTaB/eHa Ha

pUCYHKe 3.

- cobbITuA - cobbITuA -

cobbITUA

NaHHbie cobbITUA

OT alreHTay

AN\HTTP REST AP

Beb- ¢p3MMBopK
— DJANGO APPLICATION (Admin
[ cemeen || ‘ )

|
1

cobbiTuA

HTTP REST API 4

bpaysep

=1 '

dainbl areHTa/KoHGUrypaLLmMm

PucyHok 3 — ApxuTteKktypa cepBepHoit YyacTu «RT Protect EDR»

4.4.2. PyHKYUU cuCMeMbl CO CMOPOHbLI cepaepHoll Yyacmu
CepBep npeAoCTaB/iA€T aAMUHWUCTPATOPY BO3MOMHOCTb PerncTpaumm
areHToB.
CepBep MpUHMMAET MOTOK COObITUI, OTMPaB/AAEMbIX €My areHTamu, U
CTPYKTYPUPYET MX C Lie/1bi0 NOC/1eAYIOLWEero aHamsa.
CepBep MMeeT agMMHUCTPaTMBHBIM mMoay/b (frontend) ans BM3yasbHOro
npeacTaB/neHnAa npoduaA areHTa, ero COCTOAHMA, CTAaTUCTUYECKUX AaHHbIX,
0BHapyKeHHbIX MHLMAEHTOB 6e30nacHOCTU U ApYroi nHGopmaL MK, KOTOpasa MOXKeT

6bITb NO/€3Ha AAMUHUCTPATOPY A/1A Hab/NtOAEHUA 33 areHTOM B AMHAMMUKe.
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BaxHo

AAMUHUCTPATUBHBIA MOAY/b cepBepa uMmeeT (GYHKUMM  yrnpaB/ieHus

9
LJd

areHTom — O/I0KMPOBKM CeTH, OTMPaBKM CKPUMTA Ha BbINO/HEHUE W
apyroe. MHTepdeicbl cepBepa No3Bo/AKT a4MUHUCTPATUBHOMY MOAY/IHO
nony4yatb  HeobxoauMmytd  MHbOpMaAUUIO AN ee  BWU3YaslbHOMO

npeactaB/1I€HNA U OTNPaB/IATb KOMaHAbl U AdHHbIE are€HTY.

PyKoBOACTBO aZgMMHUCTPATOpPA MO yCTaHOBKe M 3KkcnyaTaumu RT Protect EDR
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5.1 TpebosaHus K cpede PyHKYUOHUPOBAHUS

MporpaMmMa B KAIMEHTCKOM YacTu (areHT) paboTaeT Ha 32-X U 64-X pa3pAAHOK
naatpopme, HaunHaA ¢ Windows 7, Ha cepBepHbix BepcuAax Windows Server 2008 R2,
Windows Server 2012 R2, Windows Server 2016, Windows Server 2019, Windows
Server 2022, a TakKe Ha pa3/nyHbix Bepcmax OC Linux (Ubuntu 18.04, Ubuntu 20.04.5
LTS c agpom linux-5.15.0, Ubuntu 22.04, Ubuntu 24.04, Astra SE 1.6, Astra SE 1.7 _x86-
64, ALT Linux 10, Red OS 7.3, Debian GNU/Linux 11 (bullseye) [Linux 5.10.0-19-amd64
x86_64], Debian GNU/Linux 12).

NpumeyaHue

[] Ana OC Windows 7 smbo Windows Server 2008 R2 g0/1KHbl ObiTb
YyCTaHOB/IEHbI NakeTbl 06HOBNeHUI KB4474419 1 KB4490628.

Ha Bcex Bepcumax Windows ansa KOppeKTHOW paboTtbl areHTa EDR
TpebyeTcA Ha/MyMe YCTaHOB/EHHOro KomnoHeHtTa .Net Framework

BEPCUUA 4.5 NN BblLLE.

TpeboBaHMA K/AMEHTa K annapatype COBMagalT C COOTBETCTBYHOLLMMMU
TpeboBaHuAmu Windows u Linux. lono/sHuTenbHble TpeboBaHUA He NpeAbABAAIOTCA.

CepBepHasa 4actb [porpammbl paboTaeT Ha 64-x paspAgHON naatdopme
cemeiictBa Linux (Ubuntu 20.04.5 LTS). AnnapatHas niaTtdopma cepsepa
obecneynrBaeT BO3MOMHOCTb  BbINO/MHEHMA  GYHKUMOHA/NbHLIX  TpeboBaHuM,
npeabABAAEMbIX K CepBepy, C Y4€TOM TeXHO/IOTMM ero MOCTPOEeHUA, KpUTepueB
MPOU3BOAUTE/IBHOCTU U OTKa30yCTOMYMBOCTMU.

KAneHTCcKaa 4YacTb nporpammbl NpurogHa AnA  (QYHKUMOHMPOBAHMA Ha

annapaTtHbIX N1atGopmMax, yKazaHHbIX B Tabauue 6.
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Tab/uua 6 — lMporpammHo-annapaTHoe obecneyeHne u cpega GyHKLUOHUPOBAHUA
K/IMeHTa

XapaKTepucTuKu KauneHTCKasA YyacTb
OnepaymoHHana cuctema Windows/Linux
MuHUManbHbIE PexkomeHayemble
TpeboBaHuA TpeboBaHuA
Mpoueccop Mpoueccop 4acToTom 2 Intel CoreTM I3 Duo 3.1
My v BbIWe C GHz nav 3KkBMBaNEHTHbIN
noAAepKKOM (c noaaepskkoli SSE2)
MHCTPYKLUMM SSE2
OnepaTunBHaA namATb 1Ib 21b
KecTKnmn AnCK
(cB060AHOE NPOCTPAHCTBO) 100 Mb 2l

MwuHMMaibHble TpeboBaHUA AaA cepBepa, 00C/ay»KMBatoLWero 500 U 10000

areHToB C NepuoAOM XpaHeHUs cobbITUIA 30 gHeW, NpeAcTaB/ieHbl B Tabuue 7.

Tabauua 7 - TpeboBaHusA K cepeepy

XapaKrepucTuka KosunyecTBo areHTOB
500 10000%*
Mpoueccop 12 Agep C 4acToTOM He MmeHee 3 GHz | 104 AA4pa C 4acTOTOM He MeHee 3
GHz
OnepatuBHasn 3276 2906 b
NamMATb
MeCcTkuM Anck** SSD: 630 b SSD: 12600 b
(cBobOgHOE HDD: 2070 I'b HDD: 41400 B
MPOCTPAHCTBO)
MponycKkHaA 4 MbuT/c 80 MbuT/c
CNOCOBHOCTL
KaHasza

*Harpy3ska Ha »eCTKMM AUCK 3aBUCUT OT BPEMEHW XpaHeHWA COoObITWi U
pPacCUUTbIBAETCA UCXOAA U3 TOrO, YTO Ha 04HO CObbITME NpUXOAUTCA 4 KuaobalTa
AaHHbIX. Harpy3Kka Ha ceTeBOM KaHa/ pacCHMTbIBAETCA UCXOAA U3 TOMO, YTO B 1 CEKYHAY
OoTnpas/AeTca 0,5 KuaobalTa gaHHbIX Ha 1 cobbiTue. Mpu pacyete TpeboBaHWA K
cpeae GYHKLMOHMPOBAHMA CEPBEPHOM YacTh HeOBXOAMMO YUYMUTbIBATb, YTO CpegHee
KO/IMYeCTBO COObITUIA, MPUXOAALLMX OT areHTa B CEKYHAY AO/IKHO COCTaB/AATb He

6osee 1 cobbITUA.
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Bce pacyeTbl agna TpeboBaHMM annapaTHbIX N1aTGOpPM yKasaHbl € yyeTom EPS
paBHOro eguHuue. Takoe KO/M4eCcTBO COObITUIM B CEKyHAY AoCTUraeTca paboTtom
aHA/IMTUKOB B YacTWU CO3AaHWUA WUCK/IOYEHWA AnA nporpaMm u $aiios, ceTeBbliX
NCK/IIOYEHUIA N UCKIOYEHUIA AN UHAMKATOPOB aTakK, a TaKXKe C MOMOLLbIO HAaCTpOeK
npoduasa 6e3onacHoOCTH areHTa.

**[pn HEOOXOAMMOCTH 4,0 2000 AareHTOB MOKHO MCNO/b30BaTb TO/IbKO HDD.

CepBepHaa 4actb [lporpammbl nogaep»kusaet paboty B Opaysepax,

npeacTaB/ieHHbIX B Tabauue 8.

Tabaunua 8 — Cnnucok noaaeprkmBaembix 6paysepos

Ne Tun 6paysepa MuHumanbHas pekomeHayemas Bepcus
n/n
1 Google Chrome Bepcua He HMXe 92.0.4515.107
> Firefox Browser Bepcua He HMxe 83.0
NpumeyaHue

9

< porpamma coBmecTMMa ¢ gpyrmu Gpay3epamu, OA4HAKO KOPPEeKTHas
paboTa B HWUX He rapaHTupyetca. B cayvae obpalteHus K cepsepy

yrpaB/eHUA W3  HeroaAdep:kvMBaemoro 6Opaysepa peKomeHayeTcs

OTK/OYaTb 6/10KMPOBLLMK pekaambl (AdBlock).

Ba)xHO

9
LJd

Mepes YCTAaHOBKOM areHTOB HA KOHEYHbIX TOYKAxX 3allMLLIaEeMOM
KOpPMOpaTUBHOM MHPPACTPYKTypbl Heobxoanmo aobasutb IP-agpeca m
AOMEHHbleE  MMEHA  MUCNO/b3yeMblX B  3TOM  KOPNOPaTUBHOWM
MHopacTpykType VPN-cepBepoB M MPOKCU-CEPBEPOB B CMMUCOK CETEBbIX

MCKtOYEHUM (BbIOpaTh TUN AelcTBUA PaspewwnTsb (Bcerga)).
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5.2 YcmaHoeKa u yoasieHue

5.2.1. YcmaHoeka azenma Windows

CTPOKMU.

YCTaHOBLUMK MOAY/1A areHTa noA4eprKMBaeT YCTAHOBKY B peXXUMMe KOMaHAHOM

B c/iyqae Heo6X0AMMOCTM YCTAaHOBKA MOXKeET OblTb OCYLLEeCTB/IEHA BPYUHYHO C

NOMOLBbKO 3anyCcka Ha MUCNO/IHEHME YCTAHOBLUMKA Ha KOMMNbOTEPE, Ha KOTOPOM

HeobXOAMMO YCTaHOBWUTb MOAY/b areHTa. [na 3toro caegyet 3anucatb dain

YCTaQHOBLLMKA Ha HocuTe/Ib uHPpopmaumm (USB-HocuTens, CD/DVD).

9
LJd

NpumeyaHue

AreHT EDR nocne ycrtaHoBku peructpupyet ETW-nposarigep RT Protect
EDR (GUID: 76967044-F243-4ABA-9B87-33D19F23D050). /119 npocmMoTpa
)KypHasna  HeobxoguMmo  neperty B aupektoputo  MaHenb
ynpas/ieHua/AgMmuHucTpupoBaHue/llpocmoTp co6bITHii/}KypHabl

npuaoxeHun u cayxk6/RT Protect EDR.

YcmaHoseka AzeHma ¢ noMowblo UHCMan1amopd c paguveckum uHmepdelicom

MHCTanAALMOHHAA BepcMA areHTa rnpeAcTaB/eHa B BUAE COOCTBEHHOro

MHCTaANATOpA.

AN1A YCTAHOBKM HEO6XOAMMO BbINO/IHUTL C/1eAYIOLLIME Laru:

1) CKayaTb MHCTaANATOp nocaegHel Bepcun MO ¢ cepBepa npeanpuUATUA-

N3roToBUTENA.

2) 3anyCcTUTb MNPOLECcC YCTAHOBKU ABOMHbIM K/AUKOM MO WMHCTA/ANATOPY.

OTKPOETCA OKHO, MPeACTaB/€HHOE Ha PUCYHKeE 4.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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ﬁ! Yeranoswmk nporpammel Arent RT Protect EDR 2.0.101.2589 ke

AreHT RT Protect EDR

Pewerwe RT Protect EDR npegHasHayeHo ANA 3alWTel KOMNaHWA 0T BpeAgHOCHOrD
MporpamMMHOro oGeCrEYeHIA, BKMYAA MSEECTHRIE YTPO36l W Yrpossl "Hynesoro™ OHA.
Kpome toro, RT Protect EDR npegocTtasnseT cpeacTsa obHapyXeHUA, M3y4EHIA 1
MpOTMEOASACTENA BPEA0HOCHOA SKTMBHOCT ANA Gopbbl CO CNOXHBIMK YTPOSaMA 1
LieNESHaMPEBNEHHEIMK 3TaKaM1 Ha KOMMaHAW.

Ina yckopeHua YCTaHOBKM PEKOMEHAYETCA S3KPHITL BCE MNPOrPaMMB.

[na ycTaHoBKK NpOrpaMMe! SaMoNHMTE NONA GOPMB HUKE W HAXMWTE KHOMKY “YCTaHoBMTE .

ID knmeHTa | | [] Touka soccTaHoEneHMa

Cepeep | e ||443 |

CeeneHiA o cyllecTBYIOWEN YCTaHOBKE

Token: d53a"*

1D knnera: 8db5™"
Cepeep: 192.168.113.7:443
MNQ: He ycTanoBneHo

Omena YeranoBuTs

PucyHoOK 4 — OKHO ycTaHOBKM [porpammbl

3) 3ano/HuTb nose ID kaneHTa (He meHee 8 CMMBO/IOB) U agpec cepaepa.
B3anmogencTteme mexay ceppepom EDR 1 areHTOmM npoucxoauT no 443 nopTty, OH
yCTaHaB/IMBAETCA MO YMOAYAHWIO. [Tpn HEOOXOAMMOCTU MOXKHO HA3HA4YUTb APYyrou
NMOpT Npu YyCTaHOBKe areHTa. ID K/AneHTa MOXHO yBUAETb Ha CcepBepe ynpas/ieHUA B
pasaene /inyensua/UHpopmaymsa o AMLEH3UN.

4) Npu HeOHBXOAMMOCTU CO34aHMA TOUKM BOCCTAHOB/IEHUA C/1e4yeT NOCTaBUTb
$aXKOK B CTpOKe ToYKa BOCCTAaHOB/IEHUA.

5) HaxaTb KHOMKY YCTaHOBUTD, NOC/1€ Yero NoABUTCA OKHO MHAEKCMpoBaHue

¢aiinos (puc. 5).

T
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WMHaekcnposanmne Gainoe X

BomnonHaeTcA MHAEKCHMPOBaHWE CUCTEMHLDC Hafnos.

[aHHbBIA 3Tan yeTaHOBKW HE ABNAETCA 0GA3ATENEHBIM, HO NO3BONAET NOBLICKTE
NpPoWSBE0EMTENEHOCTE YCTAHSENWESEMOIA NPOrpaMMel B AaNEHESAWEM.

PekomMeHayeTCA QoXaTECA 33BEPLEHMA MHAEKCMPOBaHWA.

COBpatoTato 4513 1228 palinos

MponyciTs

=

PucyHok 5 - lNogTeepxaeHne yCTaHOBKU

NpumeyaHue

9
LJd

JTan MWHAEKCUMPOBAHMA MO3BO/AET  Y/y4lUMTb MNPOU3BOAUTE/IbBHOCTb
$arn0BOM CUCTEMbl, pEeKOMEHAYeTCA AO0XMAATbCA 3aBepLUEHUA 3TOro

STana npu yCtTaHOBKE areHTa.

6) Noc/1e OKOHYaHMA NPOoLLECCa YCTaHOBKM MOABUTCA MHPOPMALMOHHOE OKHO

(puc. 6).

Pewetme RT Protect EDR npegrasHaYeHo ANA SamThl KOMNaHWA 0T 5PEA0H0CHOro
MPOrpaMMHOro 0GECMEYEHA, BKMICYaA HIBECTHBIE YTPO36] M YTPossl "HyNesoro™ oHA.
Kpome Toro, RT Protect EDR npenocTasnAeT cpencTea o6HAPYKEHMA, H3YYSHHR 1

npo’ i0fi @K TMBHOCTM ANA Gopbis CO CoXHBIMK yrposamMi 1
Wnperciposanng  UEEHEMPABIEHHEIMM ATaKAMA HE KOMMTaHHA

Bomonn al [n ycraroskn| VIHGopMaLma X franosnms".

HakHeii 37an yer A npuHymal
NPOMSBORATENEHE

lansHocT™
o ¥CTaHOBKA MPOTPaMMEl YINEWHO 3ABEPWEHA,
Pexomenayetcr i IP-anpec cepeef

OBpaBoTaHo 451 I ¢

Token: 534

l | |P-anpec cepeepa: 192.168.113.7
| MO: He ycTaHoBNEHO

Ommetia YcraHosuts

e —

PucyHok 6 - lNpouecc yctaHOBKU

7) HaxkaTtb kHOMKy OK.

8) Nocse 3aBepLueHUs BCex Mpoueayp YCTAaHOBKM B MPaBOM Yr/ly 3KpaHa B

CUCTEMHOM Tpee NOABUTCA MKOHKA YCTAHOB/IEHHOIO areHTa (pVIC. 7)

PyKOBO,a,CTBO AAMUHUCTPATOPA NO YCTAHOBKE U 3KCN/yaTayum RT Protect EDR
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lNpumeyaHue

9
LJd

Mocne 3aBeplueHUA YCTAaHOBKM Ha aucke C B nanke Program Files
co3pgaeTca nanka PT-UHPopmaymoHHas 6e3onacHocTb\AreHT RT Protect

EDR\.

Arent yeegomnennid RT Protect EDR, sepowa 2.0.100.2213
Peskum. paboThl; Bepidiykalms

CeTh: HET MZONALWN | CEpEEP JOCTYNEH

AnanuTuka noaydeda: 01.02.2022 14:56

_ ey e e
ricwii cHer A~ [Eg €8 de PYC 01.02.2022 .,

PucyHOK 7 — UKOHKa ycTaHoB/1eHHoro areHta EDR

9) Mocne  nepBOHaya/IbHOM  YCTAHOBKM  areHTa ero  Heobxoaumo
Bepuduumnposatb. Onepauma AOCTyMHA TO/IbKO MO/1b30BaTE/NAM CUCTEMbI C PO/IbIO
«AgMuHUCTpaTop». locie BepuduKaumMm areHTa B Tpee noABUTCA coobLieHue,

npeAcCTaB/IeHHOE Ha pUCYHKe 8.

Arent ysegomnenuii RT Protect EDR, sepcua 2.0.100.2213
Pexxum paboTel: 3aumra

CeTb: HET U30NALWK | CEpEEp AOCTYNEH

Ananutuka nonydyesa: 01.02.2022 15:05

01.02.2022

15:05
rkwii cHer A [Gg €8 dx PYC L]

PucyHok 8 — AreHT BepuduumupoBaH

YcmaHoeKka dzeHma ¢ noMoujblo UHCMA//1mopd 8 pexume KOMaHOHOU cmpoKu
YCTaHOBKa areHTa ¢ NOMOLLBbKO UHCTA/I/IATOPA setup.exe ocywecTB/1AE€TCA
no/ib3oBaTte/ziem C NpaBamMu agMUHUCTPaTopa.

Tunu4yHble onepaunn n COOTBETCTBYHOLLME UM HOM6VlHaL|,l/IVI KOMaHAHBIX CTPOK:

T
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1) MepBOHaYa/IbHaA yCTAHOBKaA areHTa B silent-pexknme ¢ MHAEKCMPOBAHMEM
dannos:

Setup /noUl [server=192.168.77.77:5000 /customerld=12345678

2) NepBOHaya/ibHAA YCTaHOBKA areHTa B silent-pexkmMme ¢ nponyckom 3Tana
MHAEKCUPOBaHUA pan/ioB:

Setup /noUl [skipIndexing [server=192.168.77.77:5000 [customerld=12345678

AnA paspelleHus nepesarpysku (B c/1ydae HeobxogumocTn) 6e3 3anpoca
Nno/ib30BaTe/1A A40MNyCKAeTCA yKa3aTb napameTp /canReboot.

B mapametpe customerld ykasbiBaeTCcA AENCTBUTE/IbHbIA KOA, K/AWEHTa U3
INLEH3UM.

3) O6HOB/IEHNE YCTAHOB/IEHHOI O areHTa:

Setup [noUl Jupdate

KomaHga Setup [noUl [update, 3anywieHHas m3 KaTtazsora, B KOTOPOM
HaXOAUTCA YCTAHOBOYHbIM  daln  TeKylwero areHTa, Mno3Bo/AeT

nepesanycTuTb C1yKoOy.

4) OB6HOB/IEHME YCTAHOB/IEHHOMO areHTa C nepesarpy3Koii:
Setup /noUl [updatesafe /canReboot
5) O6HoB/eHMe endpoint-cepBepa:

Setup /noUl /update [server=192.168.77.77:5000

B napametpe [server ykasbiBaeTcAa endpoint cepBepa (gonyckaerca He
yKasbiBaTb HOMep nopTa). Ecim TpebyeTcs 06HOBUTL TO/IBKO MOPT, TO
BMecTO IP-agpeca cepBepa AonyckaeTcsa yKasbiBaTb cMMBOA * (npumep:

[server=*:5000).

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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6) O6HOB/IeHME UAEHTUDUKATOPA K/AMEHTa:

Setup /noUl [update [customerld=12345678

NHTepdelnc KOMaHAHOM CTPOKKU NPOrpamMMbl YCTAHOBKM areHTa:

— [noUl — 3anyck mporpammbl yCTaHOBKM 6e3 rokasa mno/b30BaTe/IbCKOro
nHTepdenca;

— [canReboot - paspelueHne nepesarpysku 6e3 3amnpoca K M0/1b30BaTe/I0
(ecm nepesarpyska TpebyeTca);

— [skipIndexing — nponyck 3Tana ycTaHOBKM, CBA3AHHOMO C MHA,EKCMPOBaHWEM
¢$ainnos;

— [update — pexx1m «0BHOB/IEHME Ha NeTy»;

— [updatesafe — pexkMm «06HOB/IEHUE C Nepe3arpy3Koi»;

— [server — ngeHTMdUKaLMA CepBEpPHON HacTy;

— [customerld — ngeHTUdUKATOP KAMEHTa (BblgaeTcsA BMeCTe C IMLLeH3MeN );

— [restore_point — co3gaHne TOYKM BOCCTAHOB/IEHMS;

— [no_driver — pexum «6e3 3awuTbi»;

—/no_proxy — pexum YCTaHOBKM areHTa, Nnpuv KOTOPOM He UCMO/b3YyHTCA
CUCTEMHble HAaCTPOMKM NMPOKCUMPOBAHMUA CeTeBOro Tpadmka npu B3aMMoOAencTBun C
cepBepowm;

— [tray=[<YpoBeHb>] — ynpaB/eHue 3HAYKOM U YBEA,0M/IEHUAMM B TPEe.

YPOBHM ynpaB/ieHUA yBe40M/€HUAMM B Tpee:

0 — HeT 3HayKa B Tpee, yBeA0M/I€HWNA He BbIBOAATCS;

1 — eCTb 3HAYOK, yBe,0M/IEHUA He BbIBOAATCA;

2 — eCTb 3HAYOK, MOKa3blBaTb TO/IbKO KPUTUYECKME YBEAOM/IeHUS;

3 — eCTb 3Ha4YOK, NOKa3blBaTb BCE YBEAOM/IEHUA.

Mpumep 3anmcu: [tray 0 — yCTaHOBKA areHTa 6e3 3Hayka B Tpee un 6e3 BbiBOAa

yBeA0M/IEHNN.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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5.2.2. YcmaHoeka azeHma Linux

YCTaHOBKa areHTa B OMnepauuoHHOM cucteme Linux nogaep)kvBaeTcA B
C/leAyHOLMX CUCTEMAX:

7) Astra SE 1.6 (noggaeprkuBaemble A4pa):

— 5.15.0-33- generic;

— 5.15.0-33- hardened,;

— 5.10.142-1-generic;

— 5.10.142-1- hardened;

— 5.4.0-110- generic;

— 5.4.0-110- hardened;

— 4.15.3.177-generic;

— 4.15.3.177- hardened;

— 4.15.3-1-generic.

8) Astra SE 1.7 (nogaep»uBaemble A4pa):

— 6.1.90-1-generic;

— 6.1.50-1-generic;

— 6.1.50-1-generic-1;

— 5.15.0-111-generic;

— 5.15.0-83-generic;

— 5.15.0-70-generic;

— 5.15.0-33-generic;

— 5.15.0-33-generic-1;

— 5.10.216-1-generic;

— 5.10.190-1-generic;

— 5.10.176-1-generic;

— 5.10.142-1-generic;

— 5.10.0-1057-generic;

— 5.10.0-1045-generic;

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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— 5.4.0-186-generic;
— 5.4.0-162-generic;
— 5.4.0-110-generic;
— 5.4.0-110-generic-1;
— 5.4.0-81-generic;

— 5.4.0-54-generic.
9) Debian 11 (nogaeprkuBaemble A4pa):
—5.10.0-34-amd64;
— 5.10.0-33-amd64;
—5.10.0-32-amd64;
— 5.10.0-31-amd64;
— 5.10.0-30-amd64;
— 5.10.0-29-amd64;
— 5.10.0-28-amd64;
—5.10.0-27-amd64;
—5.10.0-26-amd64;
—5.10.0-25-amd64;
— 5.10.0-23-amd64;
— 5.10.0-19-amd64;
— 5.10.0-11-amd64.
10) Debian 12(nogaepuBaemblie Agpa):
— 6.1.0-32-amd64;

— 6.1.0-31-amd64;

— 6.1.0-30-amd64;

— 6.1.0-29-amd64;

— 6.1.0-28-amd64;

— 6.1.0-27-amd64;

— 6.1.0-26-amd64;
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— 6.1.0-25-amd64;

— 6.1.0-23-amd64;

— 6.1.0-22-amd64;

— 6.1.0-21-amd64;

— 6.1.0-20-amd64;

— 6.1.0-18-amd64;

— 6.1.0-17-amd64;

— 6.1.0-16-amd64;

— 6.1.0-15-amd64;

— 6.1.0-14-amd64;

— 6.1.0-13-amd64;

— 6.1.0-12-amd64;

— 6.1.0-11-amd64;

— 6.1.0-10-amd64.
11) Ubuntu 18 (nogpeprkuBaemsble A4pa):
— 5.4.0-150-generic;
— 5.4.0-84-generic;
— 4.15.0-213-generic;
— 4.15.0-163-generic;
— 4.15.0-65-generic.
12) Ubuntu 20.04 (nogaep:kvBaemble A4pa):
— 5.15.0-134-generic;
— 5.15.0-131-generic;
— 5.15.0-130-generic;
— 5.15.0-127-generic;
— 5.15.0-126-generic;
— 5.15.0-125-generic;

— 5.15.0-124-generic;
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— 5.15.0-122-generic;
— 5.15.0-121-generic;
— 5.15.0-119-generic;
— 5.15.0-118-generic;
— 5.15.0-117-generic;
— 5.15.0-116-generic;
— 5.15.0-113-generic;
— 5.15.0-107-generic;
— 5.15.0-106-generic;
— 5.15.0-105-generic;
— 5.15.0-102-generic;
— 5.15.0-101-generic;
— 5.15.0-100-generic;
— 5.15.0-97-generic;
— 5.15.0-94-generic;
— 5.15.0-92-generic;
— 5.15.0-91-generic;
— 5.15.0-89-generic;
— 5.15.0-88-generic;
— 5.15.0-87-generic;
— 5.15.0-86-generic;
— 5.15.0-84-generic;
— 5.15.0-83-generic;
— 5.15.0-82-generic;
— 5.15.0-78-generic;
— 5.15.0-76-generic;
— 5.15.0-75-generic;

— 5.15.0-73-generic;
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— 5.15.0-72-generic;

— 5.15.0-71-generic;

— 5.15.0-70-generic;
— 5.15.0-69-generic;
— 5.15.0-67-generic;
— 5.4.0-208-generic;
— 5.4.0-205-generic;
— 5.4.0-204-generic;
— 5.4.0-202-generic;
— 5.4.0-200-generic;
— 5.4.0-198-generic;
— 5.4.0-196-generic;
— 5.4.0-195-generic;
— 5.4.0-193-generic;
— 5.4.0-192-generic;
— 5.4.0-190-generic;
— 5.4.0-189-generic;
— 5.4.0-187-generic;
— 5.4.0-186-generic;
— 5.4.0-182-generic;
— 5.4.0-181-generic;

— 5.4.0-177-generic;
— 5.4.0-176-generic;
— 5.4.0-174-generic;
— 5.4.0-173-generic;
— 5.4.0-172-generic;
— 5.4.0-171-generic;

— 5.4.0-170-generic;
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— 5.4.0-169-generic;
— 5.4.0-167-generic;
— 5.4.0-166-generic;
— 5.4.0-165-generic;
— 5.4.0-164-generic;
— 5.4.0-163-generic;
— 5.4.0-162-generic;
— 5.4.0-159-generic;
— 5.4.0-155-generic;
— 5.4.0-153-generic;
— 5.4.0-152-generic;
— 5.4.0-150-generic;
— 5.4.0-148-generic;
— 5.4.0-139-generic;
— 5.4.0-137-generic.
13) Ubuntu 22.04 (nogaepuBaemble Agpa):
— 5.15.0-25-generic;
— 5.15.0-56-generic;
— 5.15.0-60-generic;
— 5.15.0-71-generic;
— 5.15.0-73-generic;
— 5.15.0-75-generic;
— 5.15.0-76-generic;
— 5.15.0-78-generic;
— 5.15.0-79-generic;
— 5.15.0-82-generic;
— 5.15.0-83-generic;

— 5.15.0-84-generic;
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— 5.15.0-86-generic;
— 5.15.0-87-generic;
— 5.15.0-88-generic;
— 5.15.0-89-generic;
— 5.15.0-91-generic;
— 5.15.0-92-generic;
— 5.15.0-94-generic;
— 5.15.0-97-generic;
— 5.15.0-100-generic;
— 5.15.0-101-generic;
— 5.15.0-102-generic;
— 5.15.0-105-generic;
— 5.15.0-106-generic;
— 5.15.0-107-generic;
— 5.15.0-112-generic;
— 5.15.0-113-generic;
— 5.15.0-116-generic;
— 5.15.0-117-generic;
— 5.15.0-118-generic;
— 5.15.0-119-generic;
— 5.15.0-121-generic;
— 5.15.0-122-generic;
— 5.15.0-124-generic;
— 5.15.0-125-generic;
— 5.15.0-126-generic;
— 5.15.0-127-generic;
— 5.15.0-128-generic;

— 5.15.0-130-generic;
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— 5.15.0-131-generic;
— 5.15.0-133-generic;
— 5.15.0-134-generic;
— 5.19.0-41-generic;
— 5.19.0-42-generic;
— 5.19.0-43-generic;
— 5.19.0-45-generic;
— 5.19.0-46-generic;
— 5.19.0-50-generic;
— 6.2.0-25-generic;
— 6.2.0-26-generic;
— 6.2.0-31-generic;
— 6.2.0-32-generig;
— 6.2.0-33-generic;
— 6.2.0-34-generic;
— 6.2.0-35-generic;
— 6.2.0-36-generic;
— 6.2.0-37-generic;
— 6.2.0-39-generic;
— 6.5.0-14-generic;
— 6.5.0-15-generic;
— 6.5.0-17-generic;
— 6.5.0-18-generic;
— 6.5.0-21-generic;
— 6.5.0-25-generic;
— 6.5.0-26-generic;
— 6.5.0-27-generic;

— 6.5.0-28-generic;
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— 6.5.0-35-generic;
— 6.5.0-41-generic;
— 6.5.0-44-generic;
— 6.5.0-45-generic;
— 6.5.0-47-generic;
— 6.5.0-48-generic;
— 6.5.0-49-generic;
— 6.5.0-50-generic;
— 6.5.0-51-generic;
— 6.5.0-52-generic.
14) Ubuntu 24.04(nogaepxuBaemble Aapa):
— 6.8.0-31-generic;
— 6.8.0-35-generic;
— 6.8.0-36-generic;
— 6.8.0-38-generic;
— 6.8.0-39-generic;
— 6.8.0-40-generic;
— 6.8.0-41-generic;
— 6.8.0-44-generic;
— 6.8.0-45-generic;
— 6.8.0-47-generic;
— 6.8.0-48-generig;
— 6.8.0-49-generic;
— 6.8.0-50-generic;
— 6.8.0-51-generic;
— 6.8.0-52-generic;
— 6.8.0-53-generic;
— 6.8.0-54-generic;
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— 6.8.0-55-generic;

— 6.11.0-17-generic;

— 6.11.0-19-generic.

15) ALT Linux 10.

— 6.1.130-un-def-alt1;

— 6.1.129-un-def-alt1;

— 6.1.128-un-def-alt1;

— 6.1.127-un-def-alty;

— 6.1.124-un-def-alt1;

— 6.1.123-un-def-alt1;

— 6.1.121-un-def-alt1;

— 6.1.119-un-def-alty;

— 6.1.115-un-def-alt1;

— 6.1.113-un-def-alt1;

— 6.1.112-un-def-alt1;

— 6.1.111-un-def-alt1;

— 6.1.100-un-def-alt1;
— 5.10.234-std-def-alt1;
— 5.10.233-std-def-alt1;
— 5.10.231-std-def-alt1;
— 5.10.228-std-def-alt1;
— 5.10.227-std-def-alty1;
— 5.10.226-std-def-alty;
— 5.10.224-std-def-alt1;
— 5.10.223-std-def-alt1;
— 5.10.221-std-def-alt1;
— 5.10.213-std-def-alt1;
16) RedOs 7.3:
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— 6.1.128-2.el7.3.x86_64;
— 6.1.110-1.el7.3.x86_64;
— 6.1.94-1.el7.3.x86_64;
— 6.1.52-1.el7.3.x86_64;
— 6.1.44-1.el7.3.x86_64;
—6.1.38-2.el7.3.x86_64;
— 6.1.20-2.el7.3.x86_64;
— 5.15.178-1.el7.3.x86_64;
— 5.15.167-1.el7.3.x86_64;
— 5.15.161-1.el7.3.x86_64;
— 5.15.131-1.el7.3.x86_64;
— 5.15.125-1.el7.3.x86_64;
— 5.15.87-1.el7.3.x86_64;
— 5.15.78-2.el7.3.x86_64;
— 5.15.72-1.el7.3.x86_64;
— 5.15.35-5.el7.3.x86_64;
— 5.15.35-4.el7.3.x86_64;
— 5.15.35-1.el7.3.x86_64;
— 5.15.10-4.el7.x86_64;
— 5.15.10-3.el7.x86_64;
— 5.15.10-2.el7.x86_64;
— 5.15.10-1.el7.x86_64;
— 5.10.29-3.el7.x86_64;
—5.10.29-1.el7.x86_64;
— 5.10.24-3.el7.x86_64.
AnctpubytnB AreHta EDR nog Linux npeactaBsneH B BuAe C/AeAyHOLLUX
MaKeToB:

— deb-naker;
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— rpm-naker.
AreHT EDR B dopmaTe deb-nakeTa, paccynTaH Ha yCTAaHOBKY B c/1eayrowmx OC:
— Ubuntu 20.04;

— Ubuntu 22.04;

— Ubuntu 24.04;

— Debian GNU/Linux 11;

— Debian 12;

— AstraSE1.6 _x86-64;

— Astra SE1.7 _x86-64;

AreHT EDR B dopmaTe rpm-nakeTa, pacCYMTaH Ha YCTaHOBKY B c1eaytolmx OC:
—Red 0S 7.3;

— ALT Linux 10.

Obuwue ceedeHun

Ans paboTbl areHTa TpebytoTca cleaytolme nakeTbl (60/blUan YacTb U3 HUX
BXOAMT B cocTaB 6a3oBoi yactu OC):

1) libbrotli1 (>= 0.6.0);

2) libc6 (>= 2.22);

3) libcurl3-gnutls (>= 7.16.3);

4) libelf1 (>= 0.131);

5) libev4 (>= 1:4.04);

6) libgcc-s1 (>=3.0);

7) libjansson4 (>= 2.1);

8) libprocps8 (>= 2:3.3.16-1);

9) libsqlite3-o (>= 3.5.9);

10) libsslt.1 (>= 1.1.0);

11) libstdc++6 (>=7);

12) libuuid1 (>= 2.16);
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13) zlib1g (>= 1:1.1.4).

Mopsadok ycmaHosku
1) YCTQHOBUTb MaKeTbl M3 33aBUCUMMOCTEM, BbIMO/HWB B TepmuHaze B OC

(Ubuntu/ Debian/Astra) cregytoLiyto KomaHAy:

sudo apt install libbrotli1 libcurl3-gnutls libelf1\ libev4 libjansson4 libsqlites-
0 \libssl1.1 libuuid1 zlib1g

Ans 3HauuTenbHol 4Yactu OC (Debian, Ubuntu) goctatouHo BBecTu

komaHay sudo apt install libev4

2) NepelTn B AUPEKTOPUIO C PaCraKOBaHHbIM apXMBOM MWHCTAA/ATOPA,

Hanpumep, BblMO/IHUTb KOMaHA4Y:

cd 3arpysku
3) YctaHoBuTb deb-nakeT arenta EDR B OC (Ubuntu/Debian/Astra), BbinoiHuB

B TEPMUHA/IE C/1eA4YIOLLYIO KOMaHAY:

sudo dpkg -i avd 1.0.0_amd64.deb (noacTaBuTh TeKyLLy0 BEPCUIO areHTa)

Y1066l B OC Debian 3anyctutb YCTaHOBKY OT M0/b30BaTe/A, €ro
Heobxoaumo BHecTH B pana sudoers. [ogpobHaA MHCTPYKLMA HaXOAUTCA

MO CCbl/IKE.

4) ANA yCTAaHOBKM MakeToB U3 3aBucumocTeit B OC Red OS 7.3 B TepmuHasne

BbINO/IHUTb C/1e4YyHOWLME KOMaHAbl:
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sudo yum -y install jansson
sudo yum -y install libev
5) YcTaHOBUTHL rpm-nakeT areHta EDR B OC ReD OS 7.3, BbINO/HUB B

TepPMUHa/e C/1eAYHOLLYHO KOMAHAY:

sudo rpm —-U avd-1.3.0-redos.x86_64.rpm (noacTaBUTb TEKYLLYHO BEPCUIO

areHTa).

Mepeas Hacmpolika

YKasaTb B KOHurypaumoHHom daine [opt/avd/etc/avd.conf akTtyasnbHoe
3Ha4veHue as1Aa customerld, a Tak»ke agpec cepepa EDR - BmecTto localhost ykasaTtb
IP-agpec nan pomeHHoe nms cepsepa, Hanpumep:

customerld=9e391e34f921fage

http {

server=edr.rt-protect.ru

}

BmecTo MMeHn MOXKHO yKasaTb agpec cepsepa:
server=192.168.1.1
Mo yMO/4aHUIO B3aUMOAENCTBUE Mexay areHTom Linux u cepsepom EDR
OCYLLEeCTB/IAIETCA MO 443 MopTy.
[eHepauuAa TOKeHa BbIMO/IHAETCA areHTOM aBTOMAaTU4YeCKM MNpuU MepBOM
3anycKe, 04HAKO TOKEH MOXHO 334aTb MPUHYAUTE/IbHO, YKa3aB B KOHPUrypaLMOHHOM

¢daine ero 3HaveHue B popmare: token=...
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Y1066l B OC Ubuntu nam Debian OTKpbITb KOHPUrypaunoHHbIA daina ¢
npasamu root, Heobxogmumo BBecT KomaHay SUDO_ EDITOR=gedit
sudoedit /opt/avd/etc/avd.conf

Y106bl OTKpLITL B PegOC KOHPUrypaumoHHbi $pana ¢ npaBamu root,

Heob6xo0aMMO BBECTU KOMaHay sudo mc.

Mlocne HACTPOMKM KOHPUrypaumoHHoro danna HeobxoauMMO 3anycTuTb
CepBUC areHTa, BbINO/IHUB B TEPMUHA/E C/1eAYIOLLLYIO KOMaHAY:
sudo systemctl start avd
B ganbHenwem cepsuc bygeT cTapToBaTb aBTOMaTMYeCcku npu 3anycke OC.
[Mocne ycnewHoOM YCTAaHOBKM areHT MOABUTCA B CMMCKe BepuduKaumm Ha
cepsepe EDR.

Mocne yctaHoBku DEB-nakeTa B cucteme noAasuTCcA systemd-cepsuc avd.

U3meHeHUe napamempos KOH@uU2ypayuoHHO20 Palina hoc/e 3anycka cepsucd npu yKasaHuu
owu6bo4Hol uHPopmayuu

AnA n3MeHeHMA napamMeTpoB B KOHPUrypauumoHHOM dakae npu yxe
BK/IOYEHHOM CepBUCEe C/1eaYeT BbINMO/IHUTb C/1e4YIoLLne AeACTBUA:

1. OTKAIOYUTD 3aLLMUTY OT OCTAHOBKM CEPBUCA, BbIMO/IHMB C/1€AYIOLLLYIO KOMaHAY
B TEpMUHANE:

sudo /opt/avd/sbin/avd --password

2. OCTaHOBUTb CEPBUC, BbINO/IHMB KOMAHAY:

sudo systemctl stop avd

3.MonpaBuTb KOHGUrypaLUOHHbIN dais (4aHHOe AeCTBUE MOXKHO BbINO/HUTD
B OC Red OS, Hanpumep, BbINO/IHUB KOMaHAY:

sudo pluma /opt/avd/etc/avd.conf.

3. 3anycTuTb CEPBUC, BbINMO/IHMB KOMAHAY:

sudo systemctl start avd
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YcmaHoska azeHma e OC ALT Linux 10

1) OTKpbITb TEPMUHA/ U BbINO/IHUTD KOMAHAY SU —
2) YCTaHOBUTb NaKeTbl U3 3aBUCMMOCTEMN, BbINO/IHUB KOMaH/bl:

epm install libcurl.so.4
epm install libev.so.4
3) PacnakoBaTb apXxMB C MHCTA/IATOPOM B $ali/IOBOM MeEHeKepe U HaxaTb

MKM Ha rpm-nakeTe, noc/ae 4yero BbiIbpaTtb NyHKT OTKpbITL B YcTaHOBKa RPM;
4) YCTaHOBUTb rpm-NakKerT;

5) U3MeHWUTb C MOMOLLBID KOMaHAbl Mc (40/KHa 3amnyckatbcAa OT root)
KoHdurypaumoHHbeii dann [opt/avd/etc/avd.conf B TepmuHane, ykasas IP-agpec

cepsepa EDR BmecTo localhost;

6) 3anycTuTb CAy»KOy areHTa C MOMOLLbIO KOMaHabl systemctl start avd

(40/1’kHa 3amnyckaTbCsA OT root).

5.2.3. Touka eoccmaHosneHus OC, c030dHHAA npu yCMAHOBKe dzeHmd
lepes co3gaHMem TOYKM BOCCTAHOB/IEHMA TMPU  YCTAHOBKE areHTa
HeobxoaMmo ybeanTbca, 4To cy»Kba VSS BKAKOYEH], a 3a4aHHbIM 06beM AMCKOBOIO
MPOCTpPAHCTBA A/18 TO4Y€K BOCCTAHOB/EHMA A0CTAaTOYEH A/18 COXpaHEHUA BCEX

CYLLLECTBYHOLMX U CO343aBaEMOMN TOHYEK BOCCTAHOB/IEHUA.

=9 Npumeuyanue
L, Touka BoccTaHOB/eHWA — crieuuanbHasd QYHKUMA B OrepaLuOHHOI
cucteme Windows, KOTOpas Mo3BO/IAET COXPAHUTL TEKYLLME HACTPOMKM
KOMMbtoTepa. [1oc/1e BbINO/HEHWs STOM Ornepalum rno/ib30BaTe/ib CMOXKET

6e3 0coboro Tpysa BepHyTbCA K paboyemy COCTOAHUIO YCTPOMCTBA Noc/1e

noAB/1I€HNA HENO/1aA40K NN cbon B pa60Te CUCTEMDI.
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Ecam npu ycTaHOBKe areHTa bbla CO3AaHa TOYKA BOCCTAHOB/IEHWA, TO A/A
BOCCTAHOB/IEHUA COCTOAHUA CUCTEMbI B COCTOAHMWE, MpellecTBylolee yYCTaHOBKe
areHTa, c/se4yeT MpOU3BECTU Caeayoline AeicTBuA (B 3aBUCMMOCTUM OT BeEpCUM
Windows warm Moryt oT/M4aTbCA, NpUBeAeHa Noc/1e40BaTe/IbHOCTb AeUCTBUM AaA
Windows 10):

1) HaxkaTb NpaBOM KHOMKOW MbILIK Ha MeHto MycK 1 3aiTK B pasgen Cuctema.
OTKpbIBaeTcA OKHO MapameTpebl.

2) B ob6s1acT ConyTCTBYIOLWME MAPAMeTPbl OTKPbITb Pa3ze/ 3almTa CUCTEMBI.

3) B oTKpbIBLLIEMCA OKHe CBOMCTBA CUCTEMBI Ha¥KaTb KHOMKY BOCCTaHOBUTD.

4) B oTKpbiBLIEMCA OKHe BoccTaHOB/AeHMEe cucTeMbl MOCTaBUTb daar A/A
KHOMKM BblbOpa BbibpaTh Apyrylo TOYKYy BOCCTaHOB/AEHMA. OTKpPOETCA OKHO,

npeacraB/ieHHOE Ha pUCYHKe 9.

@ BoccTaHoBneHNE CHCTEMBI

BOCCTaHOBNEHNE KOMNBIOTEPa A0 NPebiAYUIero COCTORRUA .h

TeKylwmit yacosoit noAc: GMT+3:00

Aatawu Bpemu OnKcaH1e Tun
09.02.2023 15:10:03 AreHT RT Protect EDR 2.0.101.2546 YcTaroska

Pl'lcyHOK 9- TOYKa BOCCTAHOB/IEHUA CUCTEMDI

5) BbibpaTb TOYKY BOCCTAaHOB/IEHMSA, CO3A4aHHYIO NPY YCTAHOBKe areHTa EDR,
Bbl4e/IMB COOTBETCTBYIOLLLYIO CTPOYKY U3 CMUCKA. [10ABUTCA OKHO, NpeacTaB/ieHHOoe Ha

pUCyHKe 10.
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r? Boccranosnenne cucremel

HO,EJ,TBEPJK,I'J,EHME‘ TOUKK BOCCTaHOBNEHWA

" AE Ha KoMNbIoTEPE BOCCTAHABNWEAETCR COCTORHIE, KOTOPOE

Y - NpeAwecTsoBano cobsITuio, YKasaHHoMY B NPMBEAEHHOM HIDKE None
% 7 "Ormcanme”,
= Bpema: 09.02.2023 15:10:03 (GMT+3:00)

Onucarme: YcTanoska: AreHT RT Protect EDR 2.0,101.2546

Duca: NokaneHei anac (C:) (Cucrena)

Ecnu Bbl HEAGBHO MEHANK Naponb Windows, PEKOMEHILYEM BaM CO3AaTH
awck dipoca napona.

HToBbl MSMEHEHIA BCTYIMNK B CHITY, KOMMBKOTEP BYAET NepesarpyxeH.
Tpexxae YeM NPOACITHMTE, COXPAHMTE BCE OTKPLITHIE hafnbl 1
38KPOITTE BCE NPOrpatMsl.

< Hasan roToB0 OTHEHa

PucyHoK 10 - NMoAaTBep:KAEHME TOYKU BOCCTAHOB/IEHUSA

6) NoaTBEPAUTL AEMCTBUE, HAXKAB KHOMKY FOTOBO.

5.2.4. MOeHmudukayua azeHma

3anpochl OT areHTa, NOoCbl/IaemMble Ha CepBep, CoAepKaT B Te/se coobLeHuA
naeHTUdUKaTop areHTa. Kaxablii 3anpoc OT areHTa cogep»kuT napametp token. 31oT
napameTp nepegaerca Kak query-napameTtp URL. Ecam token He ByageT nepeaaH mnam
BepudMLMPOBAH CepBEpPOM, TO TaKOM 3anpoc byaeT OTK/IOHEH C OLLIMOKOM.

ToKeH npeacTaBaAeT cOOOM Cy4alHYHO CTPOKY C MPOM3BO/IbHbIM HAabopoMm
CMMBO/IOB. B llporpamme npegycmMoTpeHa peanm3aumna YHUKA/IbHOCTU TOKEHOB A/1A
areHToB, TO eCTb CYyLLeCTBOBaHME areHTOB C OA4MHAKOBbIMU TOKEHAMM HEBO3MOMKHO.

NpaeHTnduMKaTOp nNo3BOAAET CepBepy CBA3aTb areHTa C cobbitmem B Hase
AaHHbIX. [10 PaKTy, ugeHTUPUKATOP BbICTYMAET KaK nose B Tabauue cobbiTui, no
KOTOPOMY CTPOUTCA MHAEKC.

BmecTte naeHTMPUKATOP M TOKEH 0OpasytoT mapy, CXOXKYK C KOoHuenuuen
«/IOTVH U MApO/Ib», 0A4HAKO, 60/1ee CTPOryto, Tak Kak OAUHAKOBbIE «MApO/u» (TOKEHbI)
He AOMNYyCKAalTCA AarKe A/1A PasHblX «I10TMHOB» (MAEHTUUKATOPOB). MpU 3TOM
MAEHTUPUKATOP areHTa He AB/AETCA YYBCTBUTE/IbHOM UHPOpmaumen. Takum
06pasom, Bce Te/10 COOOLeHNA MOXKET ObITb NepesaHo ANA aHa/iM3a A0BEPEHHOMY

auvuy/TiporpaMmme, 1 3TO He pacKpOeT TOKEHOB A0CTyna.
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5.2.5. YOoasneHue azeHma Windows

YpaneHne areHTa C KOHEYHOM TOYKM MOXKHO MNPOM3BECTU C/1eAyHLUMM
cnocobamu:

1) C MOMOLLb0 MporpamMMbl  AeuHCTaAnATopa uninstall.exe, KoTopas
HaxoauTcA B AVPEKTOPUM Program Files/PT-uHdOpmaLmoHHasn
6e3onacHocTb/Agent RT Protect EDR;

2) WTaTHbIM CNocobom ypaneHus mporpamm yepes npuaoxkenve Windows
(MaHenb ynpaBneHUA/YCTaHOBKa U yaa/ieHWe Nporpamm);

3) B perkume KOMaHAHOM CTPOKM, HabpaB KOMaHAbl:

— Uninstall /noUl - 3anyck ypganenHusa [porpammbl  6e3  mnokKasa
No/1b30BaTe/IbCKOro nHTepdenica;

— Uninstall /noUl /canReboot - 3anyck yganenua Mporpammbl 6e3 nokasa
Nno/Ib30BaTe/IbCKOro WHTepderica u paspelleHvemM nepesarpy3ku 6e3 3anpoca K

Mo/1b30BaTE/to.

NpumeyaHue

9
LJd

AreHT YyCTaHaB/MBaeTCA MO YMO/IMAHUIO C BbIK/OYEHHOW Onuuen
Napo/IbHOM 3aLWMTbl OT yaaneHua. Ecamn ganHasa onumA 6bi1a BKAKOYEHA C
cepBepa, TO A4/1A YAa/leHUA areHTa HeobxoaMmo byaeT BBECTU TOKEH A/
yAaseHus, CO34aHHbliM B [Iporpamme aBTOMaTtmMyecku. TOKeH yaazneHuA
MOXHO YyBMAETb WM CKOMUPOBATb Ha CTpPaHWLE areHTa Ha cepBepe

yrpaB/ieHuA.

5.2.6. YOasneHue azeima Linux
Mepes ypanenvem MO areHTa Heo6XOAUMO NpeaBapUTE/IbLHO MpeAbABUTb
Mapo/ib, 334aHHbIM Ha cepBepe (eC/1M BK/AKOYEH PEXKUM 3aLLUTbI OT YAA/IEHUA).

BbIno/HAETCA 3TO C MOMOLLBIO KOMaHAbI:
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sudo /opt/avd/sbin/avd --password

Fae Bmecto password Heo6XxoaAMMO BBECTU NMapoO/ib 3aLLMUTbI OT yAa/IeHUA U
Ha)kaTb Enter. Ecim naposb He 6bin 3agaH, HeOOXOAMMO BBECTM MYyCTOW MapoO/b
(Enter).

Mpu ycnewHom npeabaAB/ieHUM NapOoaA OTCYTCTBYHOT Kakme-1Mbo coobLyeHus,
npyv owubKe npeabAB/IEHUA MapO/A, Hanpumep, e€CM OH HeBepeH, TOo byaer
BbIBE/,€HO B KOHCO/Ib COOTBETCTBYIOLLLee COObLLeHume.

[Toc/se TOro Kak napo/ib NnpeAbAB/EH YCMNELIHO, MOXHO BbINO/IHUTL YAa/1eHue
MO areHTa C UCNO/Ib30BaHMEM LUTATHbIX Mpoueayp, npegycmoTpeHHbix B OC.

Hanpumep, aAns yaanenus arenta (B OC Astra Linux) ¢ KOHEYHOW TOYKU MOYKHO
HabpaTb B TEepMMHA/E KOMaHAY:

sudo dpkg -r avd

Ana yaanenma areHta (B8 OC RED OS) ¢ KOHEYHOW TOYKM MOXKHO HabpaTb B
TEPMUWHa/e KOMaHAy:

«sudo rpm —e avd»

5.2.7. Obwue ceedeHUA U UHCMPYKYUs no ycmaHoske cepgepHol yacmu RT Protect EDR Ha
/I0KA/IbHOM cepeepe

MoapobHaa nHbopmaumna o6 yctaHOBKe M OOHOB/IEHUM CepBepa CoAgepKaTcA

B AIOKyMeHTe «MHCTPYKLMA No ycTaHoBKe cepBepa EDR».

5.3 Posu

Bcex nosb3oBaTesel, B3auMMOAEUCTBYOWMX C [IporpaMmmon, MOXKHO
pacnpeaenvTb No caeayrolmm GYyHKLMOHA/IbHBIM POAAM:

— QHA/IUTUK;

— afAMUHUCTPATOP;

— ornepaTop rnoucka yrpos (threat hunter).

AHa/IMTWK — COTPYAHUK OTAe/1a MHPOpMaLMOHHON H6e3onacHocTu (ganee UB)
nam LeHTpa obecneyenumsa 6e3onacHocTn (SOC-LEeHTP), KOTOPbIM BbINO/NHAET GYHKLMIO
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3KCMEepTHOM OLEHKM Yrpo3, BO3HMKAMOWMX B OTHOWeEHWW 3awumwaemon IT-
MHPPACTPYKTYpPbl. AHA/MTUK  ABAAETCA  MNO/b30BaTe/IeM  CepBEPHOM  HacTu
[porpammbl.

AHA/MTUK C MOMOLLBIO AOCTYNHOrO AAA Hero (QyHKUMOHana paccieayer
cobbITMA, KOTOPbIE MOTEHLMA/IbLHO MOTYT HAPYLLIMTbL paboTy 3aLmLLaeMblX YCTPOUCTB
WM 3alMLLAEMON CeTU B Lie/10M. ITO paboTa C MHUMAEHTAMM, PETPOCMNEeKTUBHbIN
aHanu3 cobbITnin, paboTa C NpaBuaaMu, peryMpyrowMmMmm MHANKALMIO aTak U T.4,.

B cnyyae o6GHapyXeHMA BpeAOHOCHOM MNpOrpamMmbl  WAM  aTakM  Ha
MHPPACTPYKTYpy 3awuiaemoro O6beKTa, aHa/MTUK  MOXKeT  OMepaTUBHO
OTpearMpoBaTb, M30/IMPOBAB 3aPa*KeHHbIM BPeAOHOCHbIM (al/10OM XOCT WU
3a6/10KMpOBaB AeNCTBME OMacHOM MpPOrpamMmbl, @ TaKKe WCMNO/b30BaTb Apyrue
AOCTYMHblE CnOCcobbl, 4TOOBI pelwnTb Npob1emy HapyLLeHUA 6e30MacHOCTM.

ALMUHUCTPATOP — YNO/IHOMOYEHHbIA COTPYAHUK OpraHM3aumm 3akasymnka uam
SOC-ueHTpa. A4MUHUCTPATOP YCTaHaB/IMBAET CEPBEPHbIM U areHTCKUMM MOoAy/ M, a
TaKXe HacTpausaeT [[porpammy B COOTBETCTBUM C HACTOALLMM AOKYMEHTOM A/1A ero
KOPPEKTHOM U MNO/NHOPYHKLMOHA/bHOM paboTsl.

B Kpyr TMNOBbIX 33434 a4 MUHUCTPATOPA BXOAMT:

— noAAepKaHne A4MUHUCTPUPYEMOM CUCTEMbl B pPaMKax BblOpaHHOM
NOAUTMKM Be30MacHOCTY;

— obecneyeHre AO/MKHOrO YPOBHA KOHOMAEHLMANBHOCTU U LEe/10CTHOCTU
AaHHbIX;

— NOArOTOBKA U COXPaHEHME pe3epBHbIX KOMUM AaHHbIX, UX Nepuogmn4eckasn
NMPOBEPKa U YHUHTOXKEHUE;

— CO34aHMe W noaAepKaHne B aKTYa/ZIbHOM COCTOAHMM MO/1b30BaTE/IbCKUX
YYETHbIX 3anuncem;

— OTBETCTBEHHOCTb 33 MHOOPMALMOHHYIO 6€30NacHOCTb B KOMMaHUW;

— OTC/1emBaHue uHbopmaumm 06 yA3BUMOCTAX CUCTEMbI U CBOEBPEMEHHOe

NPUHATUE MEDP;
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— nepuogmuyeckoe npakTuyecKkoe TeCTMpoBaHUe 3aLLULLLEHHOCTU CUCTEMDI;

— AOKYMEHTUPOBaHWe cBoen paboTbl;

— yCTpaHeHue Heno/aAo0kK B cucTeme.

B Kpyr TMNOBbIX 33434 aHa/IMTUKA BXOAAT:

— pearMpoBaHue Ha npeaynpexaeHua Nporpammbl;

— aHa/u3 npeagynpexaeHuii Nporpammbl;

— perucTpauma nHumaeHta UMb, npoBegeHue BHyTpeHHero paccie[0BaHus;

— npeaoTBpaLleHne passutma nHuuaeHTta Mb;

— ycTpaHeHue uHuuaeHTta Ub;

— BOCCTaAHOB/IeHUe 6e30MacHOCTM noc/ie nHumaeHta Ub;

— popmupoOBaHMe pekomeHaauMi no pesysibTaTtaM uHUmMgeHTa WMB no
NnoBbILLIEHMIO YpOBHA UB.

OnepaTtop nowucka yrpo3s (threat hunter) - cotpygHuk otgena Ub namn SOC-
LLeHTPa, KOTOPbIM C MOMOLLbIO 3aMPOCOB Ha CTPpaHuLe AKTUBHOCTb MOXET NPOBeCTU
MccAeAOBaHME  aKTMBHOCTM areHToB C  Uesblo  ObHapyeHusa aptedakTos
BPe4O0HOCHOM aKTUMBHOCTM W/ MPU3HAKOB HAMpaB/IeHHOM aTakW Ha 3allULLLAeMYHO
MHPPaCTPYKTYpy. Hanpumep, oOT4eTbl O BbIAB/AEHHbIX aTakax /1t060ro BeHAOpa
coZep:aT apTedaKkTbl, CBA3AHHbIE C 3TUMM aTakamu (UMeHa ¢alinoB, xelw, ip-
agpeca, AOMEHHble WMMEHA, HEKOTOopble creuuduyHbie AerCcTBUMA MpOLECcCoB).
MoNy4yeHHble AaHHble UCMO/b3YHTCA A/NA MNOMO/MHEeHUA 6asbl  MHAWMKATOPOB
KOMMpoMeTauum U MHAMKATOPOB aTak.

B TMNMOBOM Kpyr 3a4a4 onepaTtopa NOMCKa yrpo3 BXoAAT:

— MPOCMOTP M aHa/M3 aKTUMBHOCTU MpPOLECCOB, 3aperucTpUpoOBaHHbIX B
areHTCKOM ceTy;

— NPOCMOTP M aHa/In3 NPOU3oLLEALLINX UHLNAEHTOB.
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5.4 OcobeHHocmu pabomel [poz2pammel ¢ AHMUBUPYCHLIMU cpedcmeamu CMOPOHHUX
npoussodumerell

5.4.1. CpabameigaHUe aHMuBuUpYyCHbIX cpedcme npu pabome c eeb-npusomeHuem RT Protect EDR

CpabaTbiBaHMe aHTUBUPYCHBIX CpeAcTB npu paboTe ¢ Beb-npuaoxennem EDR
BO3HMKAET B TOM C/ly4ae, eC/IM B AaHHbIX, NO/y4aeMbix GpOHTEHAOM OT cepBepa (B
OCHOBHOM OHM NpuxoAAaT B dpopmaTte JSON) cogepkuTCA Kakasa-To MHbopmauums,
KOTOPYIO aHTMBUPYCHOE CpeaCTBO pacno3HaeT KaK MOTEHLMAZIbHO OMacHY. 3TO
MOXeT ObiTb Xxew, umA ¢aina, KOMaHgHas CTpoKa M T.4. (HUXKe Takue
MHPOPMALMOHHbIe PparMeHTbl Ha3blBaOTCA apTedakTamm).

CNMCOK 3KPaHOB MPW/IOXKEHUA, rae BblCOKAa BEpPOATHOCTb CpabaTtbiBaHMA
aHTUBUPYCHbIX CPeACTB:

— UHumaenTbl, MHumaenT (incidents, incident): BHYTpU MHUMAEHTOB MOryT
cogepKatbca apTedakTbl;

— (") noboi akpaH (edr/*): B onoBeLLeHUM O HOBOM UHLMAEHTE COAEPIKUTCA
nHbopmauma 06 nHumaeHTe (BCn/bIBaoLMeE HOTUPHKALMM B IPAaBOM BEPXHEM YrAy);

— AKTUBHOCTD (events): BHYTpU COBLITUIA MOTYT COAEPKaTbCA apTedaKTbl;

— OnoBeweHna  (user-messages): BHYTPWU  OMOBELLEHWUN  COAEPKUTCA
nHpopmauma 06 uHLMaeHTax;

— Mpoueccbl U moayam (modules): BHYTpU COObITUM MOryT COgeprKaTbCH
apTedaxTbl;

— Mpouecc (process): B MHPOpMALUM O Mpouecce MOryT COAEpPKATbCA
apTedaKTbl;

— XKypHan (users-actions): B cObGbITUAX XypHazsa MOryT cCOAepXKaTbCA
apTedakTbl (BHYTPY MHLMAEHTOB U TA);

— oT4et Tl-nnatdopmbl (ti): B oTHETE MOTYT COAEpKATbCA apTedaKTbI.

CrMCOK 3KPaHOB MPU/IOXKEHWUSA, r4e BEpOATHOCTb CpabaTbiBaHMA HMXKe:

— YaszeumocTtu (vuln): B MHPOpMaumu 06 yA3BUMOCTAX MOTYT COAEPKaTbCA
apTedaKTbl;

— Xpanuauuie (storage): daii/ibl MOryT onpeae/nATbCA KaK BpeAoHOCHbIE;
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— AreHTbl, AreHT (agents): 13-3a BUAKETa CKaHepa YA3BMMOCTEN Ha 3KpaHe
AreHrT;

— TepmuHan (terminal): BHyTpU KOMaH4 MOTyT CcOogep»KaTbCA apTedaKThbl;

—naBHas cTpanuuya (dashboard): B HekoTOpbiIx MecTax MoOryT ObITb
apTedakTbl (Hanpumep, ToN-10 MoAy/el);

— 3KpaHbl HAbopOB 1 3n1emeHTOoB (config-set, config-item): BHyTpu 3/1emeHTOB
HaboOpOB MOryT coAeprKaTbCA apTedaKTbl.

CMUCOK 3KPAHOB MPW/IOXKEHUA, FAe BEpPOATHOCTb CpabaTbiBaHUA MOMKHO
CYMTATb HY/1IEBOM:

— AgMmuHucTpupoBanue (administration);

— Mpodusb noabsosartens (user-profile);

— Fpynnbi (groups);

— Bepudukayus (verification);

— padurm (charts);

— AnctpubyTuenl (distributions);

— /luuensus (license);

— 3KpaHbl npodunetli (profile);

— 3KpaHbl MHOXeCTB npoduaei n Habopos (profiles, config-sets);

— 3KpaH cbpoca napos (reset-password).

I BaXHo

LbJ /AnA NO/MHOrO MCK/IOYEHWMA /IOXKHbIX CpabaTbiBaHUIA aHTUBUPYCHbIX
cpeacTB npu paborte ¢ Beb-npunoxkeHmem EDR yenecoobpasHo go06aBuThb

B MCK/ItOYEHMUA COOTBETCTBYIOLLMI AOMEH/agpec NONHOCTbIO: <host/ip>/*.

5.4.2. Ocob6eHHOCcMu 8bINo/IHeHUs delicmeaus 6/10KUPOBAHUA 019 AHMUBUPYCHbIX peweHul.
B HeKOTOpbIX C/ay4asax K 3a6/10KMPOBAHHOMY MOAY/KO Mpolecca MOXKeT
obpalaTbCA aHTUBUPYCHOE CpeacTBO. [aA TOro, 4tobbl 3TO Obl/I0O BO3MOXHO, B

Mporpamme npeayCcMOTPEHO BHYTPEHHEE UCK/IIYEHUE, KOTOPOe CO34aeT cobbiTue
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AnA nogobHoro obpawenua. To ectb, ecin cobbiTe HA0KMPOBAHMA BO3HUKAET B
KOHTEKCTe aHTUMBUPYCHOro mnpouecca (Takue npoueccbl OTMEYalTCA B CUCTEME
dnarom AVEngine), To 6/10KkMpytoLLLee geicTBUE NepeonpesesnaeTca Ha Npoao/mKaTth
Hab/ogeHne 1 KpUTUYHOCTbL CObbITUA cOpacbiBaeTCA Ha ypoBeHb UHPopmaLmsa, npu
3TOM B Npu4MHe cobbITMA yKasbiBaeTcA UckaOueHne gaa nporpamm. Takas /10ruKa

XapaKTepHa 417 BCeX aHA/IMTUYECKUX MPaBu/l, KpomMe pan/oBbIX UCKAHOHYEHUM.
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6.1 OKHO asmopu3ayuu u obujue ceedeHus

Mogay/nb ynpaB/neHuA, HaxOoAAWMMCA Ha cCepBepe, rnpegHasHayeH AAdA
c/1eAyroLmnx 3agauq:

— aAMUHUCTPUPOBAHME areHTOB, YCTaHOB/IeHHbIX HAa APM;

— NPOCMOTP COBBITUI M UHUUAEHTOB;

— pearMpoBaHue Ha onpege/ieHHble COObITUA U UHUMAEHTDI;

— OL,eHKa akTUBHOCTU Ha APM n T.4.

Bxog B lporpammy npou3BoaAMTCA U3 NoAgaepuBaemMon Bepcun bpaysepa,
A/1A OTKPbITUA OKHA aBTOpM3auMM HeobXoaMMO B CTPOKe Opay3epa BBeCTU UMSA
cepBepa uau ero ip-agpec. llocse BBOAA B CTPOKe HBpay3epa KOPPEKTHbIX AaHHbIX

OTKpOEeTCA OKHO aBTOpuM3aumm (puc. 11).

EDR LDAP

L1reect EDR

MNoxanyiicra, eeeguTe Baw norvH 1 napons
2 Ii'lorle

5 Mapons &

PucyHok 11 — OKHO aBTOpH13aLum

Bxoa nporpammy OCywlecTBAAeTCA MNO/b30BaTe/ieM, CO34aHHbIM B
Mporpamme wuan LDAP-nonb3osatenem. [logpobHaa uHopmauma o LDAP-
Mo/Ib30BaTe/NAX COAEPKUTCA B AOKYMEHTe «MHCTPYKLMA No paboTe B TEXHUYECKOM

agMuHKe». [To ymo4aHuto Bce LDAP-no/b30BaTe/IM CO34at0TCA C PO/Ib0 aHA/IMTUK.
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Mpu Bxoge B EDR no Bkaagke LDAP co3gaeTcAa no/sb3oBaTesb C MpePUKCOM
LDAP_unmA. N03xe MOXKHO nepeonpege/MTb N0/1b30BaTe/Il B TEXHUYECKON agMUHKeE,
npuBA3aB ero K rno/b3osate/to EDR.

[Mocne BBO4ad B OKHE aBTOpM3auMM Napoad MU /10rMHa agMUHUCTPATOpPA

OTKpbIBAaeTCA OCHOBHOE OKHO lMporpammsl (puc. 12).

PucyHok 12 — OcHOBHOe€ OKHO llporpammbl

Ec/v B TeyeHMe 12 4acoB NO/1b30BaTE/b BbINO/HUA 20 UK Bosee HeyaauHbIX
MOMbITOK BXOAA, TO €ro yyeTHaA 3anucb OypeT 3absnokupoBaHa. B atom cayvae
pa3b/10KMpOBaTb TaKOr o M0/1b30BaTe/IA CMOXKET TO/IbKO agMUHUCTpaTop (nogpobHee
CM. noapasgen 6.9.1).

®yHKUMM, AOCTYMHble B  UMHTepderice agMMHUCTPATUBHOIO  MOAYAA
ynpas/ieHUA:

— NPOCMOTP COOLITUIN U MHLIMAECHTOB;

— aAMUHUCTPUPOBAHME MALLMH, HAa KOTOPbIX YCTAHOB/IEH MOAY/b areHTa, U
Y4€THbIX 3anucelt no/b3oBaTe/en;

— HaCTPOMKa M MPOCMOTP NPaBwU/ AeTEKTUPOBAHUA;

— HaCTPOMKA U MPOCMOTP KOHPUrypaLMOHHbIX MApaMeTpOB;
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— HACTPOMKa U NPOCMOTpP npoduaent AHTULLIMDPa;

— HAaCTpOMKa U NpocMoTp npodwusiert 6€30nacHOCTM areHTa;

— HACTPOMKa 1 NpOCMOTp npoduaeit KOHTpoaa USB-yCTponcTs;

— MPOCMOTP AENCTBUMN NO/Ib30OBaTe/1el;

— NPOCMOTP napameTpos paboTbl [Iporpammbil.

B /eBOM 4acTU OCHOBHOro OKHa [lporpammbl (CM. pucC. 12) HaxoguTcA
BEPTUKA/IbHAA MaHe/b YNpaB/eHUA, AOCTYNHaA agMUHUCTPATOPY AAA BbIMNO/NHEHUA
Pa3/IM4HbIX HACTPOEK M MPOCMOTPA MHPOPMALMU MO pasaenam.

B nmpaBoM 4YacTM OKHa npeacTaBneHa MHbOpMaUMA BbIOPaHHOrO pasgena u
OCHOBHOW MHCTPYMEHTapui A41A paboTbl agMUHUCTPATOPA M aHA/IMTHKA.

B HW)KHEM 4YacTM CTpaHuubl HaxoAuTCA MHPOPMaLMA O TOBApHOM 3HaKe

™= RT
KOMMAHUN — IR NS

) 2022

B ueHTpe pAAOM C TOBapHbIM 3HAaKOM OTOOpa)kaeTcA TekyliaA BepcuA

[porpammbi:

1) Frontend -

2) Backend -
CnpaBa OT TeKyllel Bepcum lporpammMbl 0TOGpakaeTcA HaAMUCb O TOM, rae

«RT Protect EDR» pa3paboTaHa — Caenatio & Poccun |

6.2 'opu3oHMasbHAA ndHe/b ynpadse/ieHuA

B BepXxHen 4acTn OKHa HaXOAUTCA FOPU3OHTA/IbHAA NMaHe/ b yNpaB/1eHuUA.

BepTuKa/sbHaA M ropu30OHTa/IbHAA NaHe/ M ynpaB/eHuA ABAAOTCA 0bLWwmmm ana
BCeX CTpaHuL, 1 pa3genos [lporpammeil.

Mpu HaxaTuM KHOMKM CKPbITb/MOKa3aTb NaHe /b pa3Ae/oB (.) /1eBas rnaHe/ b
C pa3sgenamu lporpaMmbl CTaHOBUTCA CKPbITOW. /1A BO3BpaTa MepBOHAYa/IbHOrO

BMAAQ HEOOXO0AMMO NMOBTOPHO HaXKaTb Ha KHOMKY =

[pn HaxXatmn KHOMKM TemHasa Tema (E) OCHOBHO€ OKHO [Iporpammbl

MEHAETCA COOTBETCTBYOWUM o0b6paszom (6o/bluaa  4YacTb OKHA  [lporpammibl
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CTQHOBUTCA TEMHOM). /119 BO3BpaTa K NepBOHaYa/IbHOMY BUAY HEOOXOAUMO HaXKaTb
KHOMKy CBeT/1as Tema (E).

Ha I'OpVI3OHTa/'IbHOI\/J1 NnaHe/IM  TaKXe€ MOXET TMNPpUCYTCTBOBATb 3HAYOK

MHAMKALMKM O HEOBXOAMMOCTU NMPOBEPKU COCTOAHUA CcepBepa . B aTOoM cayyae
c/leqyeT MNpoBepuUTb MOACUCTEMY MOHMTOPMHIA COCTOAHUA CepBepa, Harnpumep,
Gatus, Zabbix v T.4. (ec/im Takaa nogcMcTeMa HaCTpOeHa Ha cepBepe) A4/ NOoyYeHUs

A,0MO/IHUTE/IbHOM MHPOpMALUM.

6.2.1. OH/1aliH-mepMuHan

Ha ropu3OHTasnbHOM  MaHe/M  AAMMHUCTPATOP  MOXeT  3anyCTuTb

TEPMUWHA/IbHYIO OH/IAMH-CECCUI0 C MOMOLLBIO KHOMKM . ®yHKUMOHaA live-ceccun
noBTOpAeT PYHKLUMOHA/N MHTEepnpeTaTopa KOMaHAHOM cTpokn Windows. Ha gaHHbIM
MOMEHT OH/IalH-TepMnHan paboTtaeT To/bKO B cpeae Windows.

B OHAalH-TepMMHAse MOXKHO BbINO/HATbL HaTMBHbIE KOMaHAbl RT Protect EDR.
CnNUCOK 3TUX KOMaHg oTobparkaeTcA npu Haxatuun /IKM Ha nose BBOAA KOMAHA,

OH/IaNH-TEpMMHAAA.

6.2.2. OnoseweHus

CrpaHuua OnoBeweHUA MO3BO/IAET NMPOCMOTPETb BaXKHYO MHOpMaLMmIo,
CBA3AHHYIO C 3aMLLIaEMON MHPPACTPYKTYPOM.

AnAa nepexoga Ha CTPaHULY HEODBXOAUMO HaxKaTb HAa KHOMKYy OmnoBeLLeHus
, KOTOpaA HaxoAMTCA cnpaBa OT KHOMOK TeMHaA Tema/CBeT/1aa Tema.

B BblgeNe€HHOM KpacHbIM UBETOM 06/1aCTM  MKOHKM  YKa3aHO 4MC/IO0
HernpOo4YMTaHHbIX ONMOBELLEHWI, NO/YHYEHHbIX NO/Ib30BaTE/IEM.

MHPopmauma 06 onosBeLeHUAX NPpUXOAUT B peXUMEe peasibHOro BpeMeHU U
TpebyeT coBepLUeHUA AeNCTBUIM CO CTOPOHbI MO/b30BaTe/1el [porpammsl.

AlaHHble 0 CcObbITMAX NMpeacTaB/aeHbl B Tab/AMYHOM BUAE Ha MPaBOM NaHeu

oTO6parkeHua MHPopMaL UK.
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B BepxHel 4YacTu, Hag Tabauuen, HaxoaAaTCcA Caeaylolmne 3/1eMeHTb
buabTpayum:

— MoKa3sbIiBaThb NoO;

— KpUTU4YHOCTD;

— CraTyc onoselyeHus;

— Tun onoBelyeHus.

Cnomoubio dpuibTpa NoKasbiBaTh MO 334aeTCA 3HA4YEHME YMC/1a ONOBELLEHUN,
oTobparkaembix Ha CTpaHuLe Tabauubi: 10, 20, 50, 100 UK 500 OMOBELLEHUN.

Ecaun KoanyecTBo 3anucen B Tab/mLe NpeBbILaeT yCTaHOB/IEHHOE KO/IMYECTBO
3anucer, oTobpa)kaemblXx Ha CTpaHuLe, B BEpPXHEW U HUKHEM 4YacTu Tabauubl
0TO6pasnTCA NarMHaTop, C MOMOLLbIO KOTOPOro MOXHO NepexoAmnTb MO CTPaHMLaM
3anuceit (puc. 13).

[MarMHaTtop ABAAETCA CKBO3HbIM MHCTPYMEHTOM A/ BCEro moay/

AAMUHUCTPUPOBAHUA, TO €CTb OTODparkaeTcA Ha /1tobom cTpaHuue ¢ duibTpamu.

KHonka nepexoa K O6nacTb, NoKasbiBatowas
nepBom cTpaHuue Hannyme Kak MMHUMYM eLle
crmcKka OZHOW CTPaHMLbI C 3aNMCcAMMN

|
-2 3 4 > »

o |
KHonkwn nepexoja Ha KHonka nepexoaa K

cNeayroLLyto CTpaHuLy nocnesHen crpaHuue
B/ieBo/BNpaso cnucka

PucyHok 13 - lNarnHaTop

C nomouwbto dubTpa KpUTUYHOCTB 3343eTCA YpOBEHb YrpoO3bl, KOTOPOMY
AO/KHbl  COOTBETCTBOBATb OTOOpa)kaemble B Tabauue onoBelweHuA. Bce
OMOBELLEeHNA MOXHO OTPU/IbTPOBATL MO C/1eAYHOLLMM YPOBHAM Yrpo3bil:

1) He 3agaHa - npu Bbibope PpuabTpa uHdopmauua B Tabamue nokasbiBaeTcA
BHE 3aBMCMMOCTM OT YPOBHA Yrpo3bl, YCTAHOB/IEHHOW A/1A COObITUA, O KOTOPOM

NpULL/IO ONoBELEHNE;
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2) Undopmauusa — npu Bbibope duabTpa B Tab/mue 0ToOpasAaTcA OnoBeLLeHus
A/1A cObbITU, onpegesieHHbIX Nporpammon Kak cobbiTuA ypoOBHA MHPOPMALUK, HE
MMeIOLLLEeN NMPU3HAKOB YrpO3bl;

3) Huskas — npwu Bbibope ¢uibTpa B Tabmue 0oTobpasATCcA onoBelLeHus a4/1
cobbiTui, onpeaeneHHbiX [porpammon Kak coObITMA Ma/siOBEpPOATHOrO YPOBHA
yrposbi;

4) CpeaHsas — npu Bbibope ¢pubTpa B Tabmue 0TobpasAaTcsa onoseLeHus 414
cobbITni, onpepgesieHHbIX [porpaMmMon Kak cobbiTuA cpegHeBEepOATHOrO YPOBHA
yrposbi;

5) Bbicokas — npu Bbibope ¢puabTpa B Tab/mLe 0ToOpasATCs OnoBeLLeHUs A/
cobbITHI, onpeaeneHHbix [IporpaMmmon Kak cobbITUA BEPOATHOIO YPOBHSA yrpO3bl;

6) KputnuHaa - npu Boibope ¢puabTpa B Tabmue oTobpassaTcsa onoseLeHms
ANA cobbITUI, onpeaeneHHbix MporpaMmMon Kak cobbiTuAa Hanbosee onacHble A/A
3awmwaemMmon IT-uHGpacTpyKTypbl UAK COOLITUA KpaHe BEPOATHOrO YPOBHA Yrpo3bl.

MNoapobHee 0 mMeTOgax M cnocobax pearMpoBaHWA Ha pas/IMyHble Yrpo3bl
MO>KHO Y3HaTb B AOKYMeHTe «PykoBOACTBO aHa/MTuKa RT Protect EDR».

C nowmowpio ¢uabtpa Cratyc onoBeweHua 3agaetca  GuabTpaumA
OMOBEeLL,eHMIM MO C1eAYOWMM CTaTyCcam:

1) He 3agaH - npu Bbibope ¢uabTpa B Tabauue 6yayT MNoOKasaHbl Kak
MPOYMUTAHHbIE, TAK U HEMPOYUTAHHbIE OMOBELLEHUS;

2) MpouuTaHHble — npu Bbibope du/bTpa B Tabamue 6yayT NOKasaHbl TO/bKO
NMPOYMTaHHbIE NMO/1b30BaTe/1IeM OMNMOBEeLLeHUS;

3) HenpouuTaHHbie — npu Boibope ¢uabTpa B Tabamue 6yayT NoKasaHbl TO/IbKO
Hernpo4YuTaHHbIE NO/1b30BATE/IEM OMOBELLEHUA.

C nomouwbio ¢uibTpa Tun onoseleHna 3a43eTcA puabTpaLma OnoBeLLeHUI
no c1eAyoWwmnm TUNnam:

1) Bce Tunbl — npu BbibOpe Ha cTpaHuue OyayT npeacTaB/eHbl BCE TUMbI

OrnoBeLLeHUN;
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2) UHUmMAEHT — npu Boibope dubTpa B Tab/mue 6yayT NOKasaHbl ONoOBeLL,eHUs
06 MHUMaeHTax;

3) MoTtepa c¢BA3M ¢ areHTom — npu Bbibope ¢uAbTpa B Tabauue OyayT
MOKa3saHbl COObITMA, KOTOpble YKa3blBAalOT Ha pa3pbiB CBA3M areHTa C MoAy/em
af,MUHUCTPUPOBAHMS;

4) UameHunnca coctas MO - npu Boibope duibTpa B Tab/mue ByayT nokasaHbl
areHTbl, HA KOTOPbIX 6bl1 U3MeHeH cocTaB MO (Ha areHTax ¢ BK/AOYEHHOU PYHKLUMeEH
OTC/IeKMBAHUA 30/10TOro 06pasa).

Huke cTpOoKM € duAbTpaMM HaXOAMUTCA CTPOKA C 3/1eMeHTaMM HaBurauum B

Tabamuax (cm. puc. 13). B 3TOM e CTpOKe HAXOAMUTCA 3/1eMEHT OTOBparkeHus

KO/MYecTBa BbiOpaHHbIX B Tab/Mue OmoBelleHWit —  ~, a TaKKe 3/1eMeHT
OTOOpaxKeHMA KOMYeCTBa HAMAEHHbBIX U MOKA3aHHbIX PEe3Y/IbTaTOB "=/ & iz e

Bce 371eMeHTbl 3TOM CTPOKM AYDAMPYIOTCA B HUMKHEN YacTu OKHa lNporpammel,
CHM3Y OT TabamLbl, A4nA yA006CTBa MPOCMOTPA M HaBUraLuu.

B Tab/mue c onoselLeHMAMM CoAepKaTca cieayroLme noa:

1) KHonKa Bbibopa 3/emeHTa Tabauubl (COAEPHKUT YEeKOOKC [/ U 31eMeHT
PacKpbITUA 40NO/HUTE/IbHOM MHOPMaLLMK O COBbITUKN * );

2) OTMETUTb KaK MpouYMTaHHOe (B LUAMKe COAEPMKMUTCA 3HAYOK £, B MOAAX
CTO0/16Ua COAEPKUTCA 3HAYOK *, NpM HaBeAEHUM HA KOTOPbIN OTOOpakaeTcA 3anuch
OTMETUTb KaK NPOYMTAHHOE);

3) Tum;

4) Ha3BaHue;

5) KpUTUYHOCTD;

6) Bpemsa peructpauum.

KHonka Bbibopa AB/AAETCA 3/1eMeHTOM, C MOMOLLbKO KOTOPOro No/b30BaTe b
Mporpammbl MOXeT BblIOpaTb OA4HY U/M HECKO/IbKO 3anucer B Tabauue n npuMeHuTb
COOTBETCTBYIOLLYHO OnepaLmio K BbIbpaHHbIM 3anmMcAM. Hanpumep, B OKHe NpoCcMOoTpa

OnoBeLeHnsA Takoii onepaumeii apadeTcA IENAaed. OTMeYeHHble No/b3oBaTe/eM
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3/1eMeHTbl MOC/Ie HAXaTUA KHOMKM MOMEYAKTCA KaK MpoYUTaHHble. CXOXKYHo
$YHKLMOHA/IbHOCTb MMeeT no/sie OTMETUTb KaK MpoYnTaHHoe. [py HaxKaTuu KHOMKM
® BbI6paHHOE OMoBeLLEHME MOMEYAETCA KaK MPOYUTAHHOE.

Monb3oBaTe/Ib MOXET OTMEeTUTb BCe OMOBELLEeHUA KaK MNpO4YMTaHHble C
nomoLLbto onepauun MpounTaTthb Bee.

OnoBellleHMA NPUXOAAT B peXUME peasbHOro BpeMeHWu. lpu nosAs/eHuu
HOBOrO OMOBELLLEeHUA B BEpPXHeW 4acTM OCHOBHOrO OKHa [porpammbl MosB/AeTCA

coobueHue (puc. 14).

PucyHoK 14 — Bcn/ibiBarowee OKHO € onoBseLyeHnem o cobbiTum

Mpu HaxkaTun /IKM Ha 3Ha4YOK > B CTPOKe OnoBeLL.eHMA OTKpbIBaeTcA 06/1acTb
AOMNO/IHUTENbHOM MHPOPpMaUuK. AOoNoAHUTEIbHAA MHPOPMALMA B 3aBUCMMOCTU OT
BbIOOpa Tmna onoselleHnsa byaet oTAny4aTbeA.

Ha3BaHue nHuMaeHTa No3BoAAeT ObICTPO NepenTu K cTpaHuue MHuMaeHT aas
COBepLUEHMA AOMO/NHUTE/IbHBIX AENCTBUM MO BbIOPAaHHOMY MHUMAEHTY. Takxe B
CTPOKe C Ha3BaHMEM HaXOAUTCA UAEHTUDUKALMOHHBIM HOMEP MHLMAEHTA.

B cTpoke OnucaHue (npu co3gaHum) oTobpaxkaeTca onvcaHne UHLUAEHTA, B
c/1y4ae ero OTCyTCTBMA N0/1€ OCTaHeTCA NMyCTbIM.

MmA areHTa B CTpPOKe C ornoBseLeHuAMM no Tunam UsmeHmaca coctas MO u
MoTepAa cBA3M C areHTOM AB/IAETCA aKTUBHOM CCbI/IKOM, MPU HAXaTUM MO KOTOPOW
/TIKM MOXHO 6bICTPO NepeinTn Ha cTpaHuLy AreHT (KOTOpas COOTBETCTBYET areHTy,

YKa3aHHOMY B OMOBELLEHUMN).
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6.2.3. MeHio «[los1b308amMenb»

Mpu HaxkaTum /IKM Ha uMeHU no/b3oBaTe s (10rMH) B MPaBOW BEPXHEN YacTu
OCHOBHOro OKHa [porpamMmbl OTKpPbIBaeTCA MeHIO0 paboTbl C Y4eTHOM 3anucbio, B
KOTOpPOM npeacTas/ieHbl nogmeHto Mpoduab 1 KHomka Bbixog, A/1A Bblxoga W3

Mporpammbl C TEKyLLLEro ycTporcTBa (puc. 15).

§ Mpogwnb

PucyHok 15 — MeHio «[losb30oBaTenb»

MogmeHrto NMpoduab pasgeneHo Ha gse MHPOpMaLMOHHble 06aacTu: NMpodpuab
n Ceccum 1 yCTPOMCTBA.

Mpoduab — No3BOAAET M3MEHATb NO/b30BaTeNtO UMA, GaMWUAUIO U aapec
3/1eKTPOHHOM MOYTbl ANA CBOEW YYeTHOM 3anucu, a TaKXKe M3MEHATb Mapo/b C
nomolpto KHonky EEEEE. Takke B Mpoduie Mo/b30BaTeNs MOXHO YBUAETb €ro
po/ib (34MMHUCTPATOP WU/IM QHA/IMTUK) U €ro ngeHTUduKaTop B Mporpamme. 3gech ke
HaCcTpamMBaeTCA BO3MOMHOCTb M0/y4aTb yBeAOM/1eHUA 00 MHLMAEHTAxX Ha MOYTY U
HacTpamBaTb ABYXPAKTOPHYI ayTeHTUdPMKauuo (Noc/ie BBOAa Napo/iA NpuU BXoAe B
YYETHYIO 3anucb Ha NoyTy ByAeT NpuMxoAuTb YUC/I0BOM KOA, KOTOPbIA He0H6Xx0AUMO
BBECTH). AYTEHTUPUKALMOHHBIN KOZ NMPUXOAUT HA 3/1EKTPOHHYHIO MOYTY, YKa3aHHYHO B
npodune.

ANA COXpaHeHWA U NPUMEHEHUA U3MEHEHHOM KOoHbUrypauum Heobxoammo
HaXaTb KHOMKY (Emm], [pu Ha)kaTnn KHOMKKM CMEHUTb Napo/b OTKPbIBAETCA OKHO A/1A

CMeHbl napoAs (puc. 16).
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CMeHUTL Naponb X

BaLu Texywumii napons
HoEkli Napons

MoETopHTE Naponk

TpeboEaHWR K Naponto

* Dal napob He A0MKEH COBMN3AATE C BALUMM MMEHEM WK APYToi
NepcoHanEHoR MHOOPMaLMEeR MK BTk CIMLIKOM NOXOXNM Ha
Hed

* Bal napoeab A0MKEH COASPHATE KaK MUHMMYM 12 CUMEO/IOE.

= Baw Napofb HE MOXET ObITh OAHMM U3 LUIMPOKO
PaCMPOCTPAHEHHBIX Naponei.

* Ball Napok He A0M¥EH COCTOATE TOMBKO U2 LGP,

PucyHoOK 16 — OKHO cmeHbI napoAs

BBegeHHbI Napo/ib A0/KeH COOTBETCTBOBATb TPeOOBaHUAM, YKAa3aHHbIM B
HUXHEM YacTu OKHa:

—Mapo/ib He AO/XKEH COBMagatb C MMEHeM M0/b30BaTeNd WU APYrou
nepcoHabHOM MHPOpMaLMer nam ObiTb C/IMLLIKOM MOXOXKMUM Ha Heé;

— MapO/Ib A0/IKEH COAEPKATb KAK MUHUMYM 12 CUMBO/10B;

— Napo/lb HE MOXKeT BbITb OAHUM U3 LUIMPOKO PacnpOCTPAHEHHbIX NApO/ew;

— MapO/Ib HE AO/IXKEH COCTOATb TO/IbKO U3 LUdp.

ANA CMeHbl MnaposA HeobxoaMMO BBECTM CTapblii WM HOBbIM Mapo/b C
NnoATBEPXKAEHMEM B COOTBETCTBYIOLLME MO/A U HAXKATb KHOMKY [EETR

Ceccun M yCTpPOMCTBaA — MO3BO/IAET y3HaBaTb MHPOPMALMIO O CECCUAX WU
YyCTPOMCTBAX, C KOTOPbIX OCYLLEeCTB/IA/ACA BXO4 B [lporpammy.

B 06aactm npocmoTpa peanv3oBaHa GyHKUMA BbIXOA4A U3 YYETHOM 3anmcu
TEKyLLLero no/b30BaTe/IA Ha BCeX YyCTPOMCTBAX, C KOTOPbIX OCYLLECTBAANCA BXOA B

AAMUHUCTPATMBHbLIK  MOAy/b  [lporpammbl.  [AA  BbIXOga CO BCeX YCTPOMUCTB

BRIFTH Ha BCEX YCTPOMCTEEX

HeOb6X0AMMO HaXKaTb KHOMKY

T

FIR
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6.3 lNasHaa cmpaHuya

Ha pucyHKe 12 npeacTas/ieH pasgen FnaBHaa cTpaHuLa MOAY/AA YNpaB/IeHUS.

Mpw OTKpbITUM pa3gena FnaBHaA CTpaHMLA HA MPaBOM NaHesn oTobpasuTcA
CTpPaHuLa CO C/1e4yoWUMmn MHGOPMaLMOHHbIMU 0bBacTAMMU:

— AreHrbl;

— UHpacTpyKTypa;

— UHUMAEHTDI;

— MNocnegHne o6HapyKeHHble NpoLEeccbl U MOAY/U;

— Tekywee 3Ha4yeHue EPS u cpeaHee 3a Hegento EPS;

— fAMHaMUKa UHLUAEHTOB;

— KpUTHMYHOCTb MHLMAEHTOB;

— fAMHAMMKA K/N04YEBbIX COBBITHIA;

— KpUTUYHOCTD K/tOUEBbIX COBBITHIA;

— Ton 10 npaBu/A B UHUMAEHTAX;

— Ton 10 TexHuk MITRE ATT&CK B MHUMAEHTAX;

— YAa3sumocTu.

B o06nacty npocmoTpa AreHTbl MOKa3blBaeTCA COCTOAHME  BCex
YCTAaHOB/IEHHbIX areHTOoB:

1) OBLLEee YNCN0 areHTOB;

2) KOAMYeCTBO aKTMBHBIX areHTOB;

3) Ko/nyecTBO areHToB, 0XnAatoLLMX BepudmKaLmio;

4) Ko/M4eCcTBO M30/1MPOBaHHbIX areHTOoB.

Mpy HaKaTMM Ha YUC/IOBble 3HA4YeHUA B 00641aCTM NpocmMoTpa AreHThl
npoucxoauT nepexoy B pasgen CNUMCOK areHToB, B KOTOPOM MOXHO M3Y4UTb
noapo6bHyo MHGOopmaLmo O BbIBpaHHOM KaTeropum areHToB.

B 06/1actv npocmoTpa UHUMAEHTBI MOKA3bIBAOTCA BCE 3aperncTpUpOBaHHbIe
B [lporpamme MWHUMAEHTbl U OTKPbITble MHLUUAEHTbl, MO KOTOPbIM OTCYTCTBYeT

peLueHue. [pu HaxKaTUM /1IeBO KHOMKOM Mbiluu (gaziee /IKM) No YUC/1I0BOMY 3HAYEHMIO
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BbIOpaHHON KaTeropmm UHLMAEHTOB NMPOUCXOAUT Nepexoy K pasaeny UHuMaeHTsbl, B
KOTOPOM rnpe/cTaB/ieHa 60/1ee nogpobHasa nHbopmMauma O 3aperucTpUpPOBaHHbIX B
Mporpamme uHuUAEHTax (CM. MYHKT 6.4.1).

B o6s1actu npocmoTpa Co6GbITUA a4MUHUCTPATOP MOXKET YBUAETb, CKO/IbKO
COBLITUI MPULLIIO OT BCEX BEPUPULMPOBAHHBIX U HE U30/IMPOBAHHbLIX AreHTOB B
nocnegHue 15 MUHYT, @ TaKXKe 3a Noc/ieAHU AeHb. TakXkKe 34eCb MOXKHO YBUAET,
KaKoe KO/IM4eCTBO MAKETOB C COBLITUAMM HAXOAMUTCA B OYepeaM Ha 3anucb B Hasy
AQHHBIX.

B ob6nactu npocmoTtpa MocnegHue o6Hapy:KeHHble Mpoueccbl U MOAyAU
MOKasblBalOTCA  MOC/eAHWEe  MpOorpammbl, OOHapyXeHHble B  3alluLiaeMOW
MHPPaCTPYKTYpe.

Mpu HaBegeHUWM yKasaTens MbIlM HA WMMA Mpouecca MofAB/AETCA

BCM/IbIBalOLLLEe OKHO C OMWCaHWeM MO/IHOro MnyTM A0 MecTa OOHapy»KeHus

npouecca/moayna (puc. 17).

\Device\HarddiskVolume3\Wi
ndows\SoftwareDistribution),
Download\InstalhAM_Delta_P

atch_1.373.1530.0.exe

PucyHoK 17 — MyTb A0 06Hapy:KeHHOro npouecca

MmA npouecca nam MoayAsa ABAASTCA aKTUBHOM CCbI/IKOM, NPU HAXKaTUM Ha Hee
MPOUCXOAUT Mepexod Ha CTPaHWLy aKTMBHOCTWM, HAa KOTOPOW MOKasaHbl cOObITUA,
CBA3aHHble C BbIBpaHHOM NpOrpaMmmon.

B obnactn Tekyuiee 3HaueHue EPS copepXuUTCA MHTEPAKTUBHbLIN rpaduk,
MOKAa3blBAKOLLMIA  3arpy>KEHHOCTb MOAY/IA  AAMUHUCTPUPOBaHMA. OTobpaxkaeTca

KO/IM4eCTBO COOBLITUIM 3@ CeKyHAY, MpUXoAALLee OT aKTUBHbIX areHToB. Ha rpaduke
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MMEITCA onpese/eHHble MHTepBasbl (5 CEK), OTMeYeHHble TOYKAMM, MPU HaBeAeHUU
Ha KOTOpble YKa3aTe/iA MbIKW MOAB/AETCA BCM/IbIBAlOWEe OKHO C oTobpaxkeHuem

TeKyLLLel AaTbl, BpeMeHU 1 KomnyecTsa cobbiTuit (puc. 18).

TEKYLLEE 3HAYEHWE EPS: 67 / 3

17.02.2023, 13:24:30

[l
(=)
T
T

PucyHok 18 — OTobparkeHue EPS Ha rpaduke c MHTepBasiom 5 ceK

B obnactu CpeaHee 3a Hegento EPS oTtobparkaerca rpadmk u cpegHee 3a
Heae /0 KO/IMYeCTBO COObITUM B CEKYHAY A/19 aKTUBHbBIX areHTOB.

Ha rpaduke mmetroTca onpepgeneHHble MHTepBasabl (1 AeHb), OTMEYEeHHble
TOYKaMM, MPU HAaBEAEHMM Ha KOTOPbIe yKa3aTe A Mblllu, NOABAAETCA BCM/IbIBaOLLee

OKHO C OTOOpakeHneMm TeKyLLel 4aTbl, BDEMEHU U KO/IMHYECTBa CObbITUM (pUC. 19).

CPEAHEE 3A HEAENMHD EPS: 46

02.09.2022 N
CoBbITHA : 4138991

PucyHok 19 - OTobparkeHune cpeaHero 3a Hegento EPS Ha rpaduke B uHTepBane 1

A€Hb

B obnactv fiMHaMuMKa MHUMAEHTOB OTOOparkatoTcA rpadumku, Ha KOTOPbIX
MOXHO NMpOCieAuTb AUHAMMUKY MOAB/EHUA WUHLMAEHTOB MO KPUTUHHOCTM 3a AEHb,
Hegento Mbo 3a mecaAu,

[padumK pasgeneH KOHTPO/IbHbIMU TOYKAaMM HA OTPE3KM C NePUOAUHHOCTBIO B

OAWH A€Hb, NPU HaBeAEHNUN YKA3aTe/1A MbILLM Ha OTPE30K NOAB/IAETCA BCr/IbIBaOLLee
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OKHO, MOKas3sblBalOLLee KO/MYeCTBO MHUMAEHTOB. [IMHAMWKY M3MEHEHMA UHLUAEHTOB
MO>HO MPOCMOTPETb 3a Nepuoy, AeHb, Hedena UaM MecAL.

B 0621acT KpUTUYHOCTb MHLUMAEHTOB a4MUHUCTPATOP MOXET NOCMOTPeThb B
BUAE AMarpaMM pacrnpege/ieHMe 3aperMcTpUpOBaHHbIX MHUMAEHTOB MO CTeneHu
KPUTUYHOCTM (C yKa3aHWeM KO/IMYECTBA), 3a AeHb/Heaent0/MecAL,.

B obnactn [uHamuKa KAO4YeBbIX COObITUIA OTODpaXkatoTcA rpaduku, Ha
KOTOPbIX MOXHO MNpOC/IeAUTb AMHAMMKY TMOAB/IEHUA K/YEBbIX COObITUI MO
KPUTUYHOCTM 33 AeHb, Hegent nnbo 3a mecAy. KatoyeBble cobbITUA 3aecb — 3TO
COObITUA C YpOBHEM KPUTUHHOCTU CpeaHAA WM Bbille UM COObITUA, y KOTOPbIX
Ha3Ha4eHo gerictBue BaokuposaThb.

B o06sactm KpUTUYHOCTb K/AKOYEBbIX COOBLITUM aAMUHUCTPATOP MOMKET
NMOCMOTPETb B BUAE AMarpamM pacnpege/ieHve 3apermcTpUpOBaHHbIX K/AHOYEBbIX
COObITMIA MO  CTemeHM  KPUTUMYHOCTM  (C  YKasaHMeM  KO/M4YecTBa), 3a
AeHb/Heaento/mecAl,.

3anncn KpPUTMHYHOCTU MHUMAEHTOB ABAAKOTCA aKTUMBHBIMM CCbl/IKAMM, NPU
HaXaTuM MO 3aNMCU WU LBETHOM KO/IOHKE /1€BOM KHOMKOM MbIWK MPOUCXOAUT
nepexod Ha cTpaHuuy MWHUMAEHTbl, rage MoKasaHbl 3anMcuM no  BblOpaHHOM
KPUTUYHOCTM.

B obsnactu Ton 10 mpaBuA B MHUMAEHTAX B BUAE KPYrOBOW Auarpammbl
MOKasaHbl AeCATb NpaBwu/, KOTOpble Hanbo/see 4acTo cpabaTbiBalOT NpU CO3A4aHUM
MHUMAEHTOB. HekoTopble npaBuaa MOryT COoAep»KaTb CCblI/IKM Ha Habopbl B Buae
3naukoB (PEOR) mam 3Haukm, 0603HauaroLMe yAaeHHble Habopbl, a TaKke Habopbl,
nonyueHHble ot Tl-naatdopmsl (1, @1,

MOHO M3MEeHUTb Nepuod, 3a KOTOPbIA YYMTbIBAKOTCA 3TU AMArpammbl,
M3MEHMB HAaCTPOMKM Ha AeHb/Heaena/Mecau.

MmMAa npaBuaa B CNMCKe MpaBW/ ABAAETCA aKTMBHOM CCbI/IKOW, €C/M 3TO He
BCTPOEHHOE MPaBu/10, MPU HAXKATUM MO CCbI/IKE MPOUCXOANT MEPEXO Ha CTPaHMLY C

npaBu/10M. an HaBE€AEHUN YKa3aTe/1A MbILLUN Ha NMPaBW/10 NOAB/IAETCA BCr/ibIBatoLlee
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OKHO C OTOOpa)KeHMeM WMeHW npaBu/ia M KaTteropuel npasuna (MHaUKaTOp
KoMnpomeTaumu, MHAMKaTOp aTak).

B o6nactu TOM 10 TEXHUK MITRE ATT&CK B MUHUMAEHTAX B BMge Kpyrosom
Amvarpammbl oTObparkaeTcA 10 OCHOBHbIX TexHMK MITRE, Ha KOTOpble cCbliaoTcA
MHUMUAEHTbI.

AnarpaMmmy MOXKHO OTODOpaxaTb 3a nepuogbl B AeHb/Heaento/Mecsau,. MimeHa
TEXHUK AB/IAKOTCA aKTUBHBbIMU CCbI/IKAMMU, NPU HAXKATUM MPOUCXOAUT NEpPexos Ha CauT
https://attack.mitre.org, Ha KOTOPOM MO>HO O3HAaKOMMUTbLCA C OMUCAHMEM AAHHOM
TEXHUKMU.

B 061acTn Ya3BMMocTH nokasaHa MHGOpMaLMA O NOC/IeAHUX UHLUMACHTAX C
TPEHAO0BbIMU YA3BUMOCTAMM, A TaKKe MHPOrpapuka C KOAM4eCTBOM MPOrpamm, B
KOTOPbIX COAEPXKaTCA U OTCYTCTBYIOT YA3BUMOCTU, KO/IMHECTBOM YA3BMMOCTEMN MO
CTEMNeHU KPUTUYHOCTM U KO/IMYECTBOM areHToB, B KOTOPbIX COAepXaTcad W

OTCYTCTBYHOT YA3BUMOCTHW.

6.4 Cobbimus

B cepBepHol yactu [Mporpammbl 0bpabaTtbiBaloTCcA COOBITUA aKTUBHOCTMU,
NMPOUCXOAALLEN HA KOHEYHbIX TOYKAX C YCTAHOB/IEHHbIMM HA HUX areHTamu. Bce
obpabaTbiBaembie COObITUA MOXHO Ppas3gemTb Ha Tpu OO/bLUMX KaTeropuwu:
obHapyeHuAa (B YCTOABLUEMCA MEXAYHApOAHOM TepmuHonormM — alerts),
nHbopmaumoHHble 0bHapyxkeHus (informational alerts) 1 TenemeTpus.

O6Hapy:keHua — 370 cobbiTuA, KoTopble EDR CO cpeagHen 1 Bbille CTENneHbro
BEPOATHOCTU (CpeAHAsA+ KPUTUYHOCTb COBLITUA) MAEHTUDULMPYET KaK OMACHbIE UAW
BpeaoHOCHble. Ha cTpaHuMuax ¢ oTobparkaemMbiMu COObITUAMM OOHApPYXKeHUs
MOMEYaTCA 3HaYKOM “* B nosnax OnucaHue uav HassaHue. Cuctema obHapy»KeHuA
M onoseleHnA B [porpamme oOxBaTbiBaeT COObITUA MHOMECTBAa KOMIMbIOTEPHbIX
nogcuctem: paii10BaA NoaCcMCcTeMa, ceTeBble CObbITMA, COObITUA, MponCXoaaLLme C

npoLeccamu, peecTpom U T.a4.
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https://attack.mitre.org/

NHdopmauoHHble 06HapyXeHUsA — 3TO COObITMA, UMEIOLLME HU3KUIN YPOBEHD
KPUTUYHOCTU, TO €CTb COObITUA, NpeACTaB/AoLLIME MA/ZIOBEPOATHYIO YrpO3y, HO Mpu
3TOM u3peaKa Tpebyrolume BHUMaHUA aHa/MTUKA MHPOPMaLMOHHOM 6e30mnacHOCTH.
Taknme cobbITUA B HEKOTOPbIX C/Ay4aAX MOryT MNpeAcTaB/ATb OMACHOCTb  A/A
3awmwaemon UT-MHPPACTPYKTYPbl UAM ABAATLCA MPU3HAKOM TOrO, YTO Ha areHTte
NpOAB/AETCA aKTMBHOCTb, CBA3aHHasA C pa3BUTMEM aTaku. MHPOpmaLMOHHbIe
ob6Hapy:keHua (informational alerts) He HacTO/bKO ABHO rOBOPAT HaM O TOM, YTO B
3alMLL,aeMON CUCTeME MPUCYTCTBYET BPEA0HOCHAA aKTUBHOCTb WM OOBEKT, HO B TO
e BpemA AO0CTaTOYHO BaKHbl, YTOObI Bblge/UTb UX B OTAE/bHYIO KaTeropuio
cobbITHi.

Tenemetpua — Bce cobbiTmA, pernctpupyemblie [IporpamMmmon, C ypOBHEM
KpuTHMiHOCTM MHPopmauma (cobbiTudA, KoTopble nepegaloTca aaa ob6paboTku B
CepBEPHYH0 4aCTb [PpOrpammbl OT KAUEHTCKOM HacTh).

Ana noboro cobbITmA nam rpynnel CO6bITMI B [IpOorpamme MoxeT 6bITb CO34aH
MHuMAeHT. B OCHOBHOM, MHLMAEHTbI Ha3HavyatoTcA [IporpaMmon aBTOMaTUYeCKU Ha

OCHOBEe OOHapyKeHUM.
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MpumeyaHue

npeaycMoTpeH ¢YHKUMOHA/A CO34aHMA  UHUMAEHTA BPY4YHYH, 4TO
MO3BO/IAET aHa/IMTUKAM MPOBOAUTL PETPOCMNEKTUBHbIE pacc/i1eA0BaHuUA,

KOHPUrypupysa MHLUMAEHTbI CAMOCTOATE/IbHO.

CobbITMA BCEX KAaTeropui MOXHO MpoCcmMoTpeTb B 061actn CobbiTnA. 3aech
cogeparca pasgensl MHUuMageHTbl M AKTMBHOCTb. Ha cTpaHuuax pasgenos
npeacTaB/eHa McHepnbiBawoWwaa MHPopmauma O CoObITUAX, AEeTEeKTUPYeMbiX Ha
areHTax n obpabaTtbiBaeMbIX Ha cepBepe, a TaKKe MHLUMAEHTaX, CBA3AHHbIX C 3TUMM

COBbITUAMM.
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MNoagpobHasa wHPoOpMauMA O pacciedoBaHUAX WU aHaiu3e  CobbITu,
obHapyuBaembix [lporpammon, COAep)KUTCA B AOKYMeHTe «PyKOBOACTBO

aHa/mTuka RT Protect EDR».

6.4.1. MHYyuOeHmol

Ha cTpanuue pasgena UHUMAeEHTbl copeputca uHbopmauua obo Bcex
3aperMcTpupoOBaHHbIX MHUMAEHTAX.

MHuMaeHTbl reHepupytoTca lporpaMmMon B aBTOMATUHECKOM peXume npu
ObHapyKeHuM cOObITUM, KOTOPbIE MOTYT KOCBEHHO W/IM ABHO MHTEPNpPETUPOBATHCA
KaK BpeAOHOCHble. B uMHUMAEHTbl nomnagatT BCe  COObITUA-OOHapyKeHus,
pery/ivpyemble MpaBulaMU  UHAUKAULWM, YCTAHOB/IEHHbIMM B [lporpamme no
YMO/IYaHUIO, a TAKXKe MpaBW/I1aMu, NpeAcTaB/eHHbIMKM B 06/1acT AHaAUTUKA (CM.
nogpasgen 6.6). Kpome aBTOMATMYECKOW reHepauuu WHUUAEHTOB B [lporpamme
npegycmoTtpeH GyHKUMOHan A406aBAeHUA COObITUI B UHLMAEHTbI B PYYHOM peXUME

(CM. NYHKT 6.4.2).

ra Ba)xHo

L J VMHuugeHt dopmupyetca Ha cTpaHuue WMHUMAEHTbI, €M ypoBeHb
KPUTUYHOCTU XOTA Bbl 04HOI0 M3 COOLITUIM 3TOrO MHLMAEHTA OL,EHNBAETCA

PaBHOM W/1M BbllLie YPOBHA KPUTUUYHOCTM CpeagHAS.

Ana npocmoTpa MHGOpMaLMU NO BCEM UHUMAEHTAM HeOobXOoAUMO yAaNUTb
HaCTPOMKKU PU/AbTPALMM, YCTAHOB/IEHHbIE MO YMO/IMAHUIO, HaXKaB KHOMKY C6poOcUTb
¢uAbLTPLI. [10C/1e M3MEeHEeHUA HAaCTPOeK Ha cTpaHuLe MHumMAeHTbI 6yAyT NOKasaHbl Bce

MHLMAEHTbI, 3aperncTpmpoBaHHble B [porpamme.
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Paboma c uHyudeHmamu

CTpaHuua pasgena UHUMAEHTbI NpeacTaB/ieHa Ha pUCyHKe 20. MHpopmauma
06 MHUMAEHTax Ha CTpaHuue pasgena npeactaBneHa B TabsuvHom Buge. o
YMO/MaHUO B Tabsmue oTobparkatoTcA BCE HE3aKpbITble UHLMAEHTbI, B TOM 4Yuc/ie

HAa3HA4Y€HHbIE HA TEKYLLETO NO/1b30BaTE/1A.

PuUcyHoK 20 — CtpaHuua «MHUUAEHTbI»

CBepxy TabauLbl C MHLMAEHTaMM B No/1e AMHaMUKa MHUMUAEHTOB COAEepKaTcA
rpaduKM, Ha KOTOPbIX MOXHO NPOC/eAUTb AMHAMUKY BOSHUKHOBEHUA MHUMUAEHTOB B

COOTBETCTBUM C BblIOpaHHbIMK dUbTpamu. YTobbl NOoKasaTb rpaduk, HeobxoaMMO

HaXKaTb KHOMKY

. Fpadmk moxeT ObITb NMpeacTaB/eH Kak B /IMHEMHOM, TaK U B
cTonbyaTtom Buge.

YT106bI NepektoUnTb 0OTOOparkeHune rpadmka, HeobxoAMMO BbIOpaTb OAMH U3
ABYX TUNOB rpaduKa B 06/1acty Tun rpadmka (/InHeriHbii uin CTtoabuaTblif).

B Tab/vue MHUMAEHTOB NpeacTaB/eHbl C1eaytoLLne Noaa:

1) KHonKa BbIbopa uHuMaeHTa (@);

2) KpUTUYHOCTD;

3) HasBaHwue;

4) Bpems peructpauuu;
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5) Bpemsa geiicTBus;
6) AreHTbl;
7) Kon-Bo cobbiTwif;
8) OTBETCTBEHHDIIA;
9) CraTyc.

B nosne c KHomKoW Bbl6Opa MHLUMAEHTOB COAEPXKUTCA KHOMKA PacKpbITHA

AOMO/IHUTE/IbHOW MHPOPMaLMU O COBBLITUAX, BK/OYEHHbIX B MHUMAEHT (7). Mpu

Haxkatum /JIKM Ha 3HauyoK °

CHM3Y OT CTPOKM WHUMAEHTA OTKpbIBAETCA
A0No/HUTEeNbHaA MHGOPMaLMOHHAA 06/1acTb, B KOTOPOM MO/b30BaTe/lb MOMKET
NMPOCMOTPEeTb AaHHble 06 MHUMAEHTe.

MHUMAEHTBI, KOTOopble Bbl/M CO34aHbl HA OCHOBE MPaBK/ U3 BHELLHero Habopa

(Habopa, co3gaHHoro Ha Tl-niatdopme), nomeyarTcsa B CTpoke MpaBuia 3Ha4YKOM

ET'. l'IpM HaBeAE€HUN YKa3aTe/1d MbIlLM Ha AdHHYHO WMKOHKY MNMOABUTCA OKHO C

BCN/ibiIBarOWNUM COO6U.I,€HVI€M, npeacTtaB/IEHHbIM Ha PUCYHKeE 21.

Brewruli Habop

YcnewHo CUHXPOHM3NPOBaH

MocnegHas cn HXPOHW3aUMA:

T

PucyHoK 21 — BcnabiBarowee coobueHue ¢ vHpopmaumen o BHeWHeM Habope

B nosne pgononHuTenbHon uHdopmaumm 06 UHUMAEHTEe B CTpOoKe TeXHUKM

MITRE npegacTaB/ieHbl TEXHUMKU, KOTOPble MOKPbIBAET AaHHOE NMpaBu/1o.

T1012 L:Ir) :35‘_,|H-

HasBaHWe TexHWKH, Hanpumep, /) ABNAETCA aKTUBHOM
CCbI/IKOW, MPU Ha*KaTum MO KOTOPOU /1IEBOM KHOMKOMW MbILLM MPOUCXOAUT Nepexoy, Ha

cTpaHuyy canTa https://attack.mitre.org/techniques ¢ nosHbIM onucaHvem 3TOW
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https://attack.mitre.org/techniques

TeXHUKU. [lpM HaBegeHWM YyKasaTe/id MbIlUM Ha Ha3BaHUE TEXHWUKU MOAB/AETCA
BCI/1bIBAOLL,€€ OKHO C KPaTKMM OMMUCaHMEM TEXHUKMU.

B nosne KpuTuyHOCTb MOKasbiBaeTcA MHGOPMALMA O CTEMEHU KPUTUYHOCTU
MHUMAEHTa. Bcero mnpegycMOTpeHO nNATb YpPOBHENW KPUTUHHOCTU: MUHPopmaums
(HaMMeHee KpUTWYHBIA YpOBEHb WHUMAeHTa), Huskui, CpegHuii, BbICOKMIA,
KpuTnuHbiii (Hanbos1ee KpUTUYHDBIN YPOBEHb UHLMAEHTA).

B none HasBaHue Tabauubl UHUMAEHTBI HAaxXOAMTCA UMA, NMPUCBOEHHOE
WHUMAEHTY U ero Homep. MHUMAEHTbl, KOTOpble M0/1b30BaTe/In CO3A4al0T BPYUHYHO,
MOMEYATCA 3HAYKOM . 3HAYOK OTOBparkaeTca pA4OM C HazBaHWeM. [1pu HaxKaTum
J/IKM Ha UMeHU MHLMAEHTA MPOUCXOAUT Nepexoq Ha cTpaHuly UHUMAEHT.

ﬂ,/’lﬂ M3MEHEHMA Ha3BaHMA MHUMAEHTA B MNoO/ie HasBaHue cfpaBa OT UMEHU

MHUMAEHTA COAEPKUTCA KHOMKa PegakTupoBathb (- ). KHomKa 6yaeT oTobparkatbcsa
TO/IbKO AN1A MHUMAEHTA, Y KOTOPOrO Ha3HAa4yeH OTBETCTBEHHbIM 33 ero pelleHue
no/sib3oBaTtesib. [lpM  HaXXaTMM KHOMKM OTKpbiBaeTcA OKHO PegakTupoBaHue
WHUMAeHTa. /19 U3MEHEHUA UMEHU UHLMAEHTA HeOHBX0AMMO BBECTU NMPOU3BO/IbHOE
MMA B CTPOKe HasBaHMue, noc/ie Yyero HaxaTb KHOMKY COXpaHUTb A/1A 3aBepLUeHUA
ornepauuu.

B none Bpemsa peructpaymm otobparkaetcAa MHPOPMAUMA O BpEMEHU
perucTpaumuu UHUMAEHTA.

B nose Bpemsa genctBua otobparkaetca MHGoOpmaLma O BpeMeHU, B TeYeHue
KOTOPOro NpouCXoAu/1 UHLUAEHT.

STO BpeMA pacCYMUTbIBALTCA, KaK pa3HuLLa MeXAY BpeMeHeM, KOorga Hava0Cb
nepsoe cobbiTME MHUMAEHTA, U BPEMEHEM, KOr4a 3aKOHYMA0Ch Noc/iegHee cobbiTue
WMHUMAEHTA.

B nosne AreHTbl oTobparkaetca nHdopmauma O rpynne, B KOTOPYHO BXOAMUT
areHT, A/719 KOTOPOro CO34aH MHUMAEHT U UMA areHTa. [1pu HaXaTun Ha UMEHU rpynbl

W/ Ha3BaHMM areHTa NPOMUCXOAMUT Nepexos K ctpaHuuam Fpynna v AreHr.
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B nose Koa-Bo cobbiTnin oTobparkaetca MHpopmauma 0 KoandecTse CobbITHi,
BXOAALMX B UHLMAEHT.

B nose OTBETCTBEHHbIM HAXOAMUTCA KHOMKa U3meHuTb (© ), C MOMOLLbBIO
KOTOPOM MOXXHO U3MEHUTb N0/1b30BaTe/1f, OTBETCTBEHHOrO 3a pelleHne nHLMaeHTa.
Mpy HaxaTuM KHOMKM U3MEHUTb OTKpbIBaeTCA OKHO Bblbop oTBeTCTBEHHOro no

WHUMAEHTY (puc. 22).

BEIGOD OTEBETCTEEHHOMND MO WHUAAEHTY

Coxpassims

PucyHOK 22 - Bbibop nosb3oBaTe/ns, OTBETCTBEHHOIrO 3a pelleHne HLMAEHTa

B cnyyae, ecim OTBETCTBEHHbIM 33 MHUMAEHT Yy)Ke Obln Ha3HayeH, TO A/A
BbIGOpa HOBOro NO/1b30BaTe/1, OTBETCTBEHHOI O 33 MHUUAEHT, HEOOXOAMMO B CTPOKE
OTBeTCTBEHHbIN YAa/UTb TEKyLLEero no/b30BaTe A, HaXKaB B Hel KHOMKy ~ . fanee
BbIOpaTb M0O/b30BaTeNA M3 CNWUCKA, HaxaB /IKM Ha nycTyr0 CTPOKYy nosA
OTBEeTCTBEHHbIM, UM BBECTM B HeEW C K/AaBMATYypbl MMA HOBOro no/b30BaTe/iA,
OTBETCTBEHHOrO 33 WHUMAEHT. [,/A 3aBeplleHuMAa mnpoueaypbl  Ha3Ha4YeHuA
OTBETCTBEHHOrO Mo/1b30BaTe/IA C/1eAyeT HaXKaTb KHOMKY [ cogean: §

B nosne Cratyc otobpaxkaeTca nHpopmauma o TeKyLem cTaTyce MHuuaeHTa. B
3aBUCMMOCTM OT TeKyllero craTyca MHUMageHTa B nosae OyayT oTobparkaTbcA
pa3/In4Hble KHOMKK, C MOMOLLbIO KOTOPbIX MOXXHO M3MEHUTb HEKOTOPbIE NapameTpbl

MHLUMAEHTA:
1) 3aKpbITb MHUMAEHT — = (aKTUBHa Npu cTaTyce HazHayeH 1av HoBbliit);

2) HasHauuTb WM OTKPbITb MHLMAEHT MOBTOPHO — BV (aKTMBHa npu cTaTyce

HoBbliili 1 3aKpbIT);
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AN1A 3aKPbITUA MHUMAEHTA HEOBXOAMMO HAXKATb KHOMKY 3aKPbITb MHLMUAEHT (

) M B OTKPbIBLUEMCA OKHEe 3aKpbiTUe MHUMUAEHTA (PWC. 23) HaKaTb KHOMKY
COXpaHUTb. 3aKpbITb UHLMAEHT MOXKHO, AaXKe eC/n A/1A UHLMAEHTA He HasHaueH

OTBETCTBEHHbIN.

3akpbiThe MHUMAeHTOB (1) X

KommenTapuii

[3akpeiTie MHUMAeHTE]

s

PUCYHOK 23 — 3aKkpbiTUEe UHLUAEHTOB

MO yMO/M4aHWIO B OKHe 3aKpbiTMe MHUMAEHTa B nose KommeHTtapui ctout
3anuMcb [3akpbiTMe WMHUMAEHTA], €e MOXHO W3MEHWUTb Ha MPOU3BO/IbHBbIN
KOMMEHTapui UM COXPaHUTb CTaTyC MHUMAEHTA 6e3 KommeHTapua. MHpopmaums,
YKa3aHHaA nosb3oBaTesem B nose KommeHTapuM, OTOOpasuTCcA Ha CTpaHuue
MHUMAEHT.

AnAa TOro, 4TOo6bLI HA3HAYUTb OTBETCTBEHHOrO MO/b30BaTe/aA MO HOBOMY
WMHUMAEHTY, HeobXxOAMMO Ha)KaTb KHOMKY HasHauuTb WHUMAEHT (ﬁ) m B
OTKpbIBLLEMCA OKHe Ha3HayeHne MHUMAEHTOB B no/sie OTBETCTBEHHbIM BbliOpaTb
No/Ib30BaTe/1, OTBETCTBEHHOrO 32 pPEeLleHne MHLUMAEHTA, MOC/1e Yero HaxKaTb KHOMKY
CoXpaHUTDb.

Kpome Ha3HayeHWs OTBETCTBEHHOrO B OKHe HasHauyeHue WHUMAEHTa
NO/Ib30BaTe/Ib MOXeT BBECTU MPOU3BO/IbHbIM KOMMeEHTapuit B nosne KommeHTapuid,
COXPaHWUTb CTaTyC MHUMAEHTa 6e3 KOMMEHTapuA WM OCTaBUTb KOMMEHTapuM Mo
ymon4aHuo. MHPopmaumsa, ykasaHHaA nosb3oBaTesem B nose KommeHTapui,

0TOOpasunTca Ha cTpaHuue MHUMAEHT.
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A/NA TNOBTOPHOrO OTKPbITUA MUHUMAEHTA HEeOBXOAMMO HaxKaTb KHOMKY

HasHauutb uHUMAEHT (OTKpbITb noBTopHo) (B), noc/ie yero B OTKpbIBLIEMCA OKHe
HasHaueHMe MHUMAEHTOB Ha)KaTb KHOMKY COXPaHUTb, U3MEHUB W/IM COXPAHMB
TEKyLLLero no/ib30BaTe/If B KA4eCTBE OTBETCTBEHHOIO 33 peLLeHUe UHLUAEHTA.

NPy NOBTOPHOM Ha3Ha4Y€HUM MOKHO, KaK M MpU 1060 A4pyroi CMeHe CTaTyca,
£,063aBUTb KOMMEHTApUii, KOTOPbLIM O0TOOpasuTca Ha cTpaHuue MHuugeHT. lMocae
3aBepLUeHMs onepauMu Mo MOBTOPHOMY OTKPbITUIO MHUMAEHTA B HUMKHEW 4acTu
CTPaHULbl MOABUTCA BCM/IbIBAOLLEE OKHO C COOBLLEHUEM.

Ana GUAbTpaUMM MHLMAEHTOB MO TEM WM UHBIM MPU3HAKAM HA CTpaHULe
UHLMAEHTBI COAeprKaTcA Cleaytowme GuabTpbI:

1) MokasbiBaThb NO;

2) Mpynna;

3) AreHT;

4) KpUTHYHOCTD;

5) OTBETCTBEHHDIIA;

6) Co3aaTenn;

7) Mepuog peructpayuu;

8) Craryg;

9) Npasuo;

10) MITRE;

11) Mo/HOE MMA UCMO/IHAEMOro MoAy/ A npouecca.

MpuHUMN paboTbl C PUAbTPAMK HE OTAMYAETCA OT paboTbl ¢ PpuAbTpaMu B
pa3gene AKTUBHOCTb.

B nosne ¢uabtpos Mpasuno, MITRE, NMoaHOe MMA UCNO/NHAEMOro MoAyAs
npouecca, MNoAAEP)KMBAETCA aBTOMOACTaB/leHWe cumBosoB wildcard (*) ans
GW/IbTPOB MO arperMpoBaHHbIM MOAAM.

Ana o¢uabTpaumm B none ¢uabtpa MpaBuao, cleayeT NUCaTb Ha3BaHWe

npasmaa 6e3 paclundpoBKu.
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Mpumep:

MaliciousDomain B chrome.exe - npaBwio ¢  pacwmndpoBKOM
(MaliciousDomain — npaBui0, o KOTOpomMy ByAyT PUALTPOBATLCA UHLMAEHTbI).

®unbTp Mepuog permcTpauumn B CpaBHeHun ¢ duabTpom Meprog perncrTpauumn
(Ha cepBepe) coAepKUT O4HO AOMO/MHUTE/IbHOE 3HayeHne Bcé Bpems, npu Boibope
KOTOPOro MOKa3sbIBalOTCA BCe KOrga-aMbo 3apernctpupoBaHHble B [lporpamme
MHUMAEHTBI.

B nose ¢puabtpa CtaTtyc BO3MOXKHO BbiOpaTh C/eayrolmne BapmMaHTbl CTaTyca
MHUMAEHTA M3 BCM/IbIBAOLLLErO CMMUCKA:

1) HoBbil;

2) HasHauew;

3) 3aKpbIT.

B none ¢uabtpa OTBeTCTBEHHbIM 3343éTcA PuIbTpauMA MHUUAEHTOB MO
Nno/1b30BaTe /10, OTBETCTBEHHOMY 33 pelueHue uHumaeHTa. Copoc 3HaveHur GuabTpoB

~ - _—
CApOCMTE OHALTPE

OCYLLEeCTB/IAETCA C MOMOLLLbIO KHOMKM

Ana copTUpoBKM B nosAx KputuyHoctb, Bpema peructpaumm mn CraTtyc
Tab/mubl € MHUMAEHTAMM WCMO/Ab3YKOTCA KHOMKM CMELUAHHOW COPTUPOBKKM |,
COPTMPOBKM M0 BO3pacTaHuio T 1M COPTUPOBKM MO YEbIBAHMIO ~ .

B HMXKHEN YacTu cTpaHuLbl UHLMAEGHTDI COAEPXKATCA KHOMKKU A/1A BbINO/IHEHUSA
c/1leAyoLmMx onepaumi:

— Ha3Ha4YUTb OTBETCTBEHHOr O 3a MHLUUAEHTI;

— 3aKpbITb BbIOpaHHbIE MHLMAEHTDI;

— YAa/UTb BbIOpaHHble UHLMAEHTDI.

YT0bObl Ha3HaYUTb OTBETCTBEHHOrO, HEOHBXOAMMO BbIMO/MHUTL CAeayloLime
AENCTBUA:

1) BbibpaTb OAMH UM HECKO/IBKO MHLMAEHTOB C MOMOLLbIO KHOMKU BbI6OPa,

OTMETUB UX PAaXKKamu;
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2) HaxkaTb KHOMKY HasHauuTb MHUMAEHTbI, OTKPOETCA OKHO Ha3HaueHue
WMHLMAEHTOB;

3) B OTKpbIBLIEMCA OKHE BbIOpAaTb OTBETCTBEHHOrO M HAMATb KHOMKY
CoxXpaHUTb.

YT006bI 3aKPbITb UHLMAEHTbI, HEOOXOAMMO BbINO/HUTL C/IeAYIOLMe AeUCTBUA:

1) BbIOpaTb OA4MH UM HECKO/IBKO MHLMAEHTOB C MOMOLLBbIO KHOMKK BbIGOpa,
OTMeTMB UX PAarKKamu;

2) HaxkaTb KHOMKY 3aKpbiTb BblGpPaHHbIE, OTKPOETCA OKHO 3aKpbiTHe
MHLIMAEHTOB;

3) B OTKpbIBLUEMCA OKHE BBECTWM MPOU3BO/IbHBLIA KOMMEHTApUI U HaxaTb
KHOMKYy OTnpaBuThb.

3aKpbiBaTb MHUMAEHTbI MOXHO AaKe Torga, Korga A8 3TUX UHUMAEHTOB He
Ha3Ha4YeHbl OTBETCTBEHHbIE 33 X peLLeHne COTPYAHUKN.

ANA yaaneHnAa MHUMAEHTOB He0OXOAUMO BbINO/IHUTDL C/1eAytoLLne AeUCTBUA:

1) BbIOGpaTb O4MH U/IM HECKO/IBKO MHLMAEHTOB C MOMOLLBIO KHOMKK BbI6OP3,
OTMETUB NX PAAXKKaMMU;

2) HaxkaTb KHOMKY YAaautb BblbpaHHble, OTKPOETCA OKHO YaaneHue
MHUMAEHTOB (pUC. 24);

3) HaxkaTtb kKHOMKy HauaTtb yaaneHue;

4) fanee HeobX0AMMO MNOATBEPAUTb YyAaZeHUE B OTKPbIBLUEMCA OKHe

MoAaTBepKAeHUE AEUCTBUSA, HAXKAB KHOMKY BbINO/NIHUTD.
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Y¥paneHwe nHUWAEHTOB (4) X

s MalicigusDomain e msedge.exe (#25118)
* NMaliciousDomain & msedge.exe (#27591)
® (CaTepol MHAWMKATOP KoMnpomeTaluy hh (#27578)

* MaliciousDomain e msedge.exe (#27572)

Y¥oaneHne (He HauaTo)

PucyHoK 24 - I'pynnoBoe yga/seHue MHUUAEHTOB

B npouecce rpynnoBoro ygasneHuA WHUUAEHTOB MMeEEeTCA BO3MOXKHOCTb
npepBaTb OMepauMio  YAANEHUA, Ha)KaB MO WKOHKe . Ypanenue

MHLUMAEHTOB NpepBeTCA Ha TOM MHLUMAEHTE, KOTOPbIM HE OTMEYEH 3HAYKOM B
CMUCKe yaanAaemMblX UHLMAEHTOB.
5) [A1A 3aBepLUeHUA onepaumu yAaneHUs cleayeT HaxaTb KHOMKY 3aKpbITb.
AAMUHUCTPATOPY  AOCTYMHAa  BO3MOXHOCTb  CO34aHMA  OTYETOB MO

MHUMAEHTaM, 0OTObpa)kaembiM Ha cTpaHuLe. YTobbl coxpaHuTb oT4eT B popmarte pdf,

eMy HeOBXOAMMO HaKaTb 3Ha4oK

B BEPXHEM YacTu CTPaHMLbl C UHUUAEHTAMMU.
OT4eT cogepKUT MHPOPMALUIO, COOTBETCTBYIOLL YO YCTAHOB/IEHHBIM HA CTPaHuLLe

MHumaeHTbl duabTpam.

MHyuoenm
MKU3HEHHbIM LMKA KaXa0ro MHUMAEHTA NogpasyMeBaeT NpoXoXaeHue Tpex
CTagum:
— HOBbIN UHUMUAEHT;
— Ha3HayeHHbIN B paborTy;

— 3aKPbITbIM UHUMAEHT.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR

i
P
Bepcus 1.0.28 om 09 utoHs 2025 rotect 83




Ecm nHUMAeHT He npeacTassAeT 6o/blue LEeHHOCTU A/A Aad/ibHenLen
paboTbl, ero MOXHO yAanuTb. A8 3TOr0 UCMNO/b3yeTCA KHOMKA YAAUTD

MHUMAEHT B 061acTn UHdopmaumsa 06 MHumugeHTe.

B 3aBucMmMoOCTM OT (CTatyca MHUMAEHTA Yy CTpaHuubl  UHUMAEHT
GYHKLMOHA/IbHOCTD MOXET pasanyaTtbcA. [AA HOBOrO M 3aKpbITOro MHUMAEHTa
HeAOCTyNHa OYHKUMA peAaKTUPOBAHUA MWHUMAEHTA). YTOObl OTpeAakTUpOBATb
MHUMAEHT, HeOHBXOAMMO Ha3HAYUTL NO/Ib30BATE/IA, OTBETCTBEHHOI O 32 €ro peLleHue.

lNepexog Ha cTpaHuuy UHUMAEHT BbIiNO/IHAETCA Npu Ha)katum /IKM Ha nmeHu
WMHUMAeHTa. A8 MHUMAEHTA, Y KOTOPOrO Ha3HayeH OTBETCTBEHHbIM 3@ ero pelueHue
no/b30BaTe/lb, GYHKLMA peAaKTUPOBaHMA akTMBHA. CTpaHuua MHUMAEHT pa3geneHa
Ha ciegyowme obaacTu:

1) UHpopmauma 06 MHUMAEHTE;

2) KommeHTapuy;

3) Aono/HuTenbHaA MHGpopmaLus;

4) O6HapyKeHus.

B o6nactu UHPopmauua o6 MHUMAEHTE MO/b30BaTE/lb MOXKET Ha3HauYUTb
MHUMAEHT Ha TOrO WM MHOMO aHA/IMTUKA A/A Ad/bHelWwen paboTbl WK BbINO/HUTD
ApYyrue AencTBuA:

— PeAaKTUPOBaTb UHLMUAEHT,

— 3aKPbITb MHUUAEHT;

— OTKPbITb UHLUUAEHT MOBTOPHO;

— YAQ/NTb UHUMAEHT,

— COXpaHuTb oT4yeT 06 mHuMaeHTe B Pairin popmaTa pdf Ha KomnbroTeEp, C

POF
KOTOPOro OCYLLLeCTB/IEH AOCTYN B MOAY/1b aAMUHUCTPUPOBaHMA (KHOMKa )
B 061actv UHpopmauua 06 MHUMAEHTE OTOOparkatoTCA C/ieaytoLLme AaHHble:

— Ha3BaHMe UHUUAEHTQ;
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— KPUTUYHOCTb MHLUMAECHTQ;

— OTBETCTBEHHbIN 33 pelleHne UHLUAEHTQ;

— CTaTyC MHUMAEHTQ;

— @reHT, Ha KOTOPOM NMPOU30LW/N COOBbITUA UHUUAEHTA;
— BpeMsA perucTpauumn MHUUAEHT];

— BpeMA AeNCTBUA MHLMAECHTA;

— onucaHue.

PeaaKTMpOBaTb MOXHO C/eAytoLMe NapaMeTpbl:
— Ha3BaHWUe;

— OTBETCTBEHHbIN;

— KPUTUYHOCTb;

— onmcaHue.

=9 MpumeyaHue
l". Onepauuu pegakTMPOBAHUA UMEHU UHUMAEHTA, KPUTUYHOCTU, ONUCAHMA,
a TaKXe UCKAYeHne cobbiTui 13 MHUMNAEHTA CTAHOBATCA AOCTYNHbIMU

noc/1€ Ha3Ha4eHUA OTBETCTBEHHOIO 3a MHLUMNAEHT.

MMocne 3aBeplUeHUA peAaKTUPOBAHMA HEOOXOAMMO  Ha)KaTb  KHOIMKY
CoXpaHUTb U3SMEHEHMUS.

B o06snactmh KommeHTapuu no/b30BaTe/lb MOXET YKa3aTb MPOU3BO/IbHbIN
KOMMEHTapui. TakKe KOMMEHTapMM YKa3blBalOTCA aBTOMATUYeCKM MpuU nepesose
WMHUMAEHTA U3 OA4HOrO CTaTyca B 4PYron, HaNnpumMep, Npy Ha3Ha4YeHUU UAU 3aKPbITUM
WMHUMAEHTA.

Ana po6aBneHNA HOBOMO KOMMEHTapua c/egyeT HaxKaTb KHoOnKy CosaaTtb

KOMMEHTapUH, NOC/1e Yero OTKpbIBaeTcsA OKHO CO34aTb KOMMeHTapumii (puc. 25).
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CozpaTb KOMMeEHTapuid X

TekcT KOMMEHTapUA *

PucyHOK 25 - OKHO BBOAQ KOMMEHTapus

Ana gobaBneHMA KOMMEHTapuA K UMHUMAEHTY HeOOBXO0AMMO BBECTUM B OKHE
TEKCT KOMMEHTapuA M HaxKaTb KHOMKy COXpaHUTb, MoOC/1e 4Yero KOMMEHTapui
no/sb3oBaTens byaeT 4ob6aBseH Ha CTPAHULLY MHUMAEHTA.

B obnractn flonosnHuTtenbHasa nHbopmauuma npeacrasieHa MHGopmaumsa no
MHUMAEHTY C YyTOYHEHMEM MapaMeTpOB, XAPAKTEPU3YHOLWMX MHUMAEHT, TaKUX Kak
KOMaHAHasA CTPOKa, MpaBw/ia, goMeHbl, daiabl. B ctpoke CobbiTMA yKasbiBaeTcA
obuee 4nc10 cobbITUM, BXOAALLMX B MHUMAEHT. YNC/I0 ABAAEGTCA CCbI/IKOM, KOTOpaA
NMo3BO/IAET NepenTu Ha CTPaHULy AKTUBHOCTb C NpeAyCTaHOB/IEHHbIMU HACTPOMKaMMU
dnabTPOB M cooTBETCTBYOWMM DSL-3anpocom.

MHPopmauma O cobbiTMAX, KOTOpble OblM BHECEHbl B MHUUAEHT MpU ero
perucTpauuu, npeactas/ieHa Takke B 061actv O6bHapy:KeHus B Tab/M4HOM BUge.

Mepexoa no cTpaHuuam B Tabsmue oCyLLecTBAAETCA C MOMOLLLbIO MarMHaTopa
(CM. pUCYHOK 13).

B BepxHel 4actu obnactu OB6HapyeHuAa oTobparkaetca uHpopmauuma ob
oblwem KonnyectBe cobbITU B MHUMAEHTE M uabTp MoKasbiBaTb NO (MOXKHO
3a/,aBaTb C/1IeAyHOLLMEe 3HAYEHUs: 10, 20, 50, 100).

B Tabsaunue c obHapyxeHuAMM MHbOPMaUMA pacnpegeneHa no c/1e4yowmm
noaAMm:

1) Peructpauus Ha cepBepe;

2) Perncrpauus Ha areHTe;
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3) Fpynna/Ums areHTa;

4) OnucaHue;

5) Mpouecc;

6) UHpopmayus.

Peructpauma Ha cepeepe — COAepPXUT MHPOPMALMIO O rode, Mmecaue, AHe U
TOYHOM BPEMEHU perucTpaumm obHapy»eHuA Ha cepeepe no ctaHgapty UTC.

Pernctpaumna Ha areHTe — Cogep>XuT MHPOpMALMIO O roge, mecAle, AHe U
TOYHOM BpEMEHU peruncTpaummM ObHapy>KeHuA Ha areHTe, TO eCTb MO TeKylemy
BPEeMeHU, KOTOpPOe YCTaHOB/1I€HO Ha MalUWHe C areHTOM.

pynna/msa areHTta — B nose oTo6parkatoTCA rpynna, B KOTOPOM HaXxoAMUTCA
areHT, M Has3BaHWe areHTa, MMeHa rpynrnbl U areHTa C/Ay»KaT rMnepccbi/Ikon A/A
rnepexosa K COOTBETCTBYHOLLUM CTPaHUL,aMm.

OnucaHne — COAEpXMUT KpaTKOe onucaHue cobbiTMA, KOTOpOoe CUCTEMOM

ornpeAeneHo KaK oOOHapy)eHue WM  TesnemeTpudA, CobbiTMe-0OHapyKeHue

NoMeyaeTca 3Haukom L.

Mpouecc - coaepMT MMA npouecca, AeWCTBUA KOTOPOro npuBenn K
obHapyeHuto lporpammon, UmMA npouecca OTobpa)kaeTcA B BUAE CCbIKU ANA
nepexo4a K ctpanuue Mpouecchbl (CM. NYHKT 6.4.3).

B nose UHpopmauusa nokasaHbl cegytoLme gaHHble N0 OOHAPYKEHMIO:

— KputnuHocTtb/fleicTBuE;

— MITRE;

— MpaBuno.

KpuTtuuHocTtb/AeicTBue — nokasbiBaeT YpOBEHb Yrpo3bl, KOTOPasA UCXOAUT OT
obHapy)KeHHOro  cobbitma ana  3awmwaemon  UT-UHPpacTpykTypbl, A4A
aBTOMAaTMYECKMX OBHapy»KeHul 3TO CpeaHUI, BbICOKUMA U KPUTUYECKUM YPOBEHD, a
TaKKe B no/se oTobpaxkaeTca gencTBue, NpeanpuUHATOE B CBA3M C OOHapy»KeHnem

cobblTnAa.  lporpammolt  npeaycMoOTpeHbl  TpU  AeUCTBUA:  6/10KMPOBaThb,
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AETEeKTUPOBaTb U MPOAO/MIKeHMe HabaaeHuA. B nociegHem cayyae nose octaHeTcA
MyCTbIM.

MITRE - B nosne otobparkaeTcA uaeHTUPUKATOpP TexHuKku aTtaku MITRE
ATT&CK, KOTOpbIM COOTBETCTBYeT COObITUIO, A00aBAEHHOMY B  WMHUUAEHT
(MgeHTUdMKATOp Ha3HAYAETCA OMLUUOHA/IBHO).

MpaBu/o - B nos1e 0TOOpaxkaeTcA HaMMeHOBaHMeE NpaBKaa, B COOTBETCTBUM C
KOTOpPbIM COBbITUE Bb1N10 A406aBAEHO B UHLMAEHT.

B nose MHPopmMaumsa TakkKe HaXoAWUTCA KHOMKa /lokHoe cpabaTtbiBaHue ().
HaxaB Ha KHOMKyY, N0/1b30BaTe/Ib MOXET CO34aTb UCK/AOYEHMe aaa paiiia C NTOMOLLbIO
MacTepa UCK/Io4eHnin. Co3aaTb UCKAKOYEHME C MOMOLLBIO MacTepa MOXHO He A/A
BCEX MHLMAEHTOB.

Obwmn BMA OKHA NpU CO34AHUM UCKAOYEHMA C MOMOLLbIO MacTepa

UCKAOYEeHUIM a1a ¢panna npeacTaB/ieH Ha PUCYHKe 26.

\"13ETE|J CO24aHWA NCKNKOYEHNA X

Tyn UCKAKYEHWA

WcknkoueHWa ana dalinos

Xew

cec4406bd22864b89c062783053b6a2c3c7TAFdIf41ffade465b22567d9

Wwma daina
\Device\Harddiskvolumel\Users\user\AppData\Local\Programs

\Opera\93.8.4585.37\opera. exe
s

Tun CO343B3EMOTD MCKNHOMYEHWA

Xew =

Habop

Iskl_for_file (HE PEJAKTMPOBATEL M HE YANATE)

PUcyHOK 26 — OKHO MacTepa co34aHusA UCKAOUEHUI

B gaHHOM OKHe noasa Tun uckao4venus, Xew, Uma dpainina yctaHaBAMBAKOTCA

aBTOMaTU4YeCKM U3 BbIOpaHHOro obHapy»KeHuA, TpebyeTca onpeae/MTb TO/bKO TUM

T
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C03/,aBAeMOro UCK/IKOYEHUA: UCK/IKOUYEHUE MO XeLU-CYMMe U/IM UCKAOYEHUE MO MMEHM
daitna. TakKe MOXKHO yKa3aTb HAbop, B KOTOPbIV C/1egyeT A406aBUTb UCK/IOYEHME.
ANA ganbHeNWero co34aHuA UCKAIYeHUs TpebyeTca HaxKaTb KHOMKY Aanee,

rnoc/ie 4ero Npomu3onAeET nepexos K okHy 4,06aBUTb UCKAIOUEHMe (pUc. 27).

[oBaBuTh UCKAKOUEHWE X

Tun xew-cymme:

SHA-256

887518d78682084Fa6ddfcob2d2c14954972feedelba

[lelicTeme

PaspewnTe

KommeHTapuii

~

PucyHok 27 - OKHO g06aB/ieHUA UCKAIOYEHUSA

Xel-CcymMa 3ano/HAETCA aBTOMAaTUYeCKM U3 npegblayliero okHa. Ytobbl
3aBepwuTb gobaBseHne WUCKAOYEeHUs, TpebyeTcA TO/IbKO onpeaenTb AencTBue
(Pa3spewmTb/B/IOKUPOBATD) M HAXKATb MO KHOMKe ,06aBUTD.

Mpu HaxaTuun /IKM Ha 3Ha4YOK 7 B CTPOKE pAAOM C KHOMKOM Bbibopa cobbiTus,
£A,006aBNEHHOrO B  MHUWMAEHT, OTKPbIBAeTCA AOMNO/HWUTE/bHAaA wHPopmauua o
BbIOpaHHOM Ob6Hapy»keHun. OBHapYKeHUA MOXHO COPTUPOBATb MO KPUTUHYHOCTH,
npu BbiIbOpe onpegeneHHON KPUTUYHOCTU ByayT OTOOparkaTbCA BCe COObITUA He HUXKe

3TOM KPUTUHHOCTMU.

6.4.2. AKmueHOCMb
CTpaHuua pasgena AKTMBHOCTb COAEPKUT MHDOPMaLMIO NO BCeM COObITUAM,
NMOCTYNAKLWMM OT areHToB Ha cepsep [lporpammbl. OCHOBHOE (YyHKLMOHA/IbHOE
Ha3Ha4yeHue pasge/a AKTUBHOCTb — 3TO NPOBeeHNe aHa/IMTUKOM PeTPOCNEKTUBHOIO

aHaau3a cobbITUM ¢ nOMOLWbHO MHCTPYMEHTOB U 3/1€MEHTOB, NpPeACTaB/IEHHbIX B
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pa3gene. Takol aHa/M3 MoxeT OblTb 0COOEHHO No/e3eH Npu NPOAaKTUBHOM MOUCKe

yrpo3 (nogpo6Ho cm. B 4OKyMeHTe «PyKoBOACTBO aHanTuKa RT Protect EDR»).

O6wasn uHpopmayus

CTpaHuua pasgesna AKTMBHOCTb TPV HACTPOMKaxXx MO  YMO/YAHUIO

npeacTaB/ieHa Ha pUcyHke 28.

AKTVBHOCTE

PucyHOK 28 — AKTUBHOCTb

B BepxHel 4YacTM CTpaHuubl MoO/b30BaTenAM [lporpaMmbl MOXKeT ObITb
nokasaHa 06/1acTb € gMarpaMmamMm, Ha KOTOPbIX B rpaduyeckom BUAe npesacTaB/ieHbl

TUMbl U NMOATUIDI COObITUN B COOTBETCTBUU C HAaCTPOEHHbIMAN B AaHHbIﬁ MOMEHT

duabTpamu. YTo6bl NOKa3aTb rpadmKkm, HEOH6XOAMMO HaXKaTb KHOMKY
paduku pacnpegeneHva COObITUIA MOMHO MPOCMATPMBATL B KPYroBbIX

AMArpaMmMax, a TakXe /IMHEMHOM M CTO0164aToM Buae. [A1A NepeK/toHeHUA Mexay

AuHamuka / Pacnpegenequne

3TMMM BUAAMM UCMO/Ib3YeTCA COMeTaHUe KHOMOK (puc. 29).
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TPAGUKIA PACTIPEAENEHWA COBBITAIA Tun rpagmka:  Pacnpegenerve  [unammka | A

NeTournky cobbmai MoaTunsl coBbmui
Peectp: 3anuce 2HaueHus kKnwua (10169) - 23.2%
Cucrema: WMI (7896) - 18.0%

Peectp (11669) - 26.6% m Mpouecce:: 3arpyzka obpaza (5183) - 11.8%

) -
Qaiine (10544) - 24.1% m m @aine: CozaaHve Hoeoro daiina (2277) - 5.2%
Mpouecce! (8117) - 18.5% m @afnel 3anuce haina (2036) - 4.6%
811

Cwcrema (7900) - 18.0% m 8.1 Thic m Qainbl YreHue daiina (1994) - 4.5%

C 3288) - 7.5% == - -
« eTh EQS; ; 9;- 1855 = (19%) = m Qaine: Yaanesue daiina (1860) - 4.2%
ypHans! -eJdom * m KypHane: CoBbitue sxypHana (1258) - 2.9%
Brizoebl (1036) - 2.4% m \\ m Mpoueces:: 3asepwenye npouecca (1125) - 2.6%
Ceccnm (14) - < 0.1% m v ...I‘& m Mpoueces: Ctapt npouecca (1220) - 2.8%

m Buizoebr: RPC (remote procedure call) (1036) - 2.4%

Ton 5 npoyeccos: svchost.exe (11263) - 26.5% svchoest.exe (5731) - 13.5% swchost.exe (3212) - 7.5% .exe (2650) - 6.2% backgroundTaskHost.exe (1130) - 27%
Ton 5 DLL svchost.exe: -d11 (5706) - 13.4% AppXDeploymentServer.dll (1448) - 3.4% dosvc.dll (1233) - 2.9% XDeploymentServer.dll (925) - 2.2% dnsrslvr.dll (814) - 1.9%
Ton 5 ¢aiinos: tzres.dll (1058) - 2.5% CoordService.sbd.tmp (240) - 0.6% todosqlite.db-shm (214) - 0.5% todosglite.db-wal (214) - 0.5% data.safe.tmp (206) - 0.5%

PucyHoK 29 — Fpadumku pacnpeageneHns cobbiTuit

Huxke rpadukoB nonv3osaTtesns EDR moxeT npocmoTpeTb Ton 5 Hanboiee
4acTO BCTPEYAKOLLMXCA MpOoLeccoB B 3awuwaemolr uHOpaCcTpykType, TOon §
AVHAMMUYECKM 3arpyxaembix bubamnoTek B xocT-npouecce svchost.exe, a Takxke Ton 5
darnos.

MHdopmauma 0 cOBbITUAX HA CTpaHULEe AKTUBHOCTb Mpe/cCTaB/ieHa B BUAeE
Tab/mLbl, KOTOPaA BKAOYAET B CebA c/ieayroLme noas:

1) KHonka Bbibopa (7 );

2) Peructpauus Ha cepBepe;

3) Peructpaums Ha areHTe;

4) Tpynna/Ums areHTa;

5) OnucaHue;

6) Mpouecc;

7) UHpopmanyms.

/15 NPOCMOTPA CTPAHUL, C COBBITUAMM UCMO/b3YETCA NMarMHATOP B BEPXHEN U
HUMKHEI YacTU Tab/mLbl C 1€BOV CTOPOHBI (CM. pHUC. 13).

Mo ueHTpy Tab/uubl BBEPXY M BHU3Y HAXOAMUTCA CTPOKA, MOKA3bIBAKOLLASA
KO/IMYECTBO BbIGPAHHbIX COBLITUI == 73" - = 5aiss L0 | B BepXHeM M HUXKHEN YacTu

Tab/MLbI C MPaBOM CTOPOHbI HAXOAUTCA CTPOKA, NOKa3bIBatoLWas obLLee KO/AMYeCTBO

T
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HalAEeHHbIX COBbITUI (B COOTBETCTBMU C dUAbTpaLMel N0 BpEMEHU) U MOPALKOBbIN

HOMep OTObparkaemblx COBbITUI "=

MakcumanbHo B Tabamue oTobparkaeTca 10 000 cobbITUM. [1py HaBegEeHUM Ha

Ana yMeHblweHua yucna
PE3YNLTATOR YTOUHUTE
napameTpsl GUALTPaLMM

PucyHoK 30 - lNoackaska B Tabanue cobbiTuin

Kaxkgoe cobbiTne copepmt B cebe CBOAHYHO MHbOpMauuUio, COOpaHHyto B

BUAE KapTOYKM cobbITHA (puUC. 31).

Bpemn peructpauyn Ha cepaepe
Bpemn peructpauyn Ha arente
Tun coburmun

MoaTn cobeirna

b (ypoBens ) cob
Arent
YHUKanbHbIH MAEeHTUUKATOP areHTa
Mnargopma
MonHOE MMA MCNOAHAEMOTO MOAYNA Npoyecca
WpeHTnudmKaTop npouecca Ha areHTCKob cucTeme
MaeHTMGMKATOp POAMTENLCKOO NPOLECCA Ha ATEHTCKON CHCTEME
YHUKanbHbIH MEHTHMKATOP Npoyecca
KomaHgHan cTpoka npouecca
CunnTeTuueckoe cobuiThe
Aomen (paBouan rpynna) NoNL30BaTeNs, 3aNYCTUBIIErO NPOLECT
MmsA nonbzoBaTens, 3anycTBIIErO NROWECE
Homep ceccuu, B KOTOPOii paBoTaeT Npouece Ha areHTCKoM cucTeme
AeiicTaue, cBAZaHHOE ¢ COBLITUEM
[ Gaiine ]

Monnoe umn daiina

11.11.2022, 13:35:00

11.11.2022, 13:35:12
Daiinel

Cosgaw HoBiA Gaiin

[ Vesbopuaua

AreHT pe-ub

a8a15980f87e01

Linux

fusr/lib/firefox/firefox

30481

2320
B3BFSFOE-SDCB-4C51-9B6F-506FOEQ101ET
[usr/lib/firefox/firefox

Het

pc-ub

user

0

Mpogomxenne Hatmoaenna

/homejuser/.cache/mozillaffirefox/Ifuspawg.default-release
1627288282121 /cache2/entries/28306A37EC 1BE327960B7046E961AB0043DD8337

PucyHoK 31 — KapTouka cobbiTui

KapTouka cobbiTna oTKpbiBaeTCA Npu HaxaTtuun /IKM Ha BbIGpaHHOM cObbITUM.

B 3aBMCMMOCTU OT UCTOYHUKA OOHAPYKEHHOM aKTUBHOCTM KapTo4Ka cobbiTuii ByaeT

OT/IMHYATbCA U COAEpPKaTb B cebe pas/myHbii Habop nosnen. K kapToukam cobbitui

npukpenasetca JSON-0O6BbeKT, KOTOPbIM OTKPbIBAETCA MPU HAXKATUM KHOMKM (ison)
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Cnpasa OT KapTO4KK cobbITHA. [TogpobHaa nHGopmauma 0 MOAE/IM AAHHbIX COObITUI
HaxoAMTCA B AlOKYMeHTe «PykoBoacTBO aHasiMTuKa RT Protect EDR».

AnA BO3BpaTa K MEpBOHAYa/IbHOMY BUAY KapTOYKM COObITUM Heobxoaumo
Ha*KaTb KHOMKY

AaHHble COBbITUM MOryT WCNO/Ab30BAaTbCA aAHA/IMTUKOM AAA  aHa/n3a
WMHUMAEHTOB WM PETPOCMEKTUBHOrO aHa/M3a, CO34QHWUA MPaBW/I MHAMKALMK U

A, ETEKTUPOBAHUA, MpeA0TBPALLEHUA NOC/IeACTBUI aTaK U yrpo3 4/1A 3awmaemoi IT-

MHPpPaCTPYKTypbl. Mpu HaxaTun kKHonku ~ { ¢1eBa oT Ko/imyecTBa 3/1eMeHTOB B JSON-
obbeKTe CTpyKTypa ObbeKTa CBepHeTcA M nog cobbiTvem OTOOpasmUTCA TO/ABKO
KO/IM4ECTBO 3/1eMEHTOB A4/1A cooTBeTCTBYIoWero JSSON-06beKTa 1 KHOMKA pacKkpbITUA
ero cTpyktypbl © {-- -},

HekoTopble no/A B KApTOUKe COObITUA COAEPKAT MMNepCCbl/IKU ANA Nepexosa
K pas/inyHbIM pasaesiam lporpammbl. [pu HaxkaTtun /IKM Ha UMeHU areHTa uin UMeHu
rpynmnbl B CTPOKE AreHT OCYyLLeCTB/IAeTCA Nepexoy Ha CTPaHULLY areHTa Uau rpynnbl.

B ctpokax lMosaHoe umA ucnosHAemoro moayaa npouecca, lNoaHoe umA
daiina, MosaHOe UMA UCNONHAEMOro MoayAA-uHULMaTopa onepauyum, MosaHoe nmsA
¢danna obpasa cnpasa OT UMeHU daraa A MOAYAA COAEPKUTCA KHOMKA 3arpysKu
darna B dannosoe xpaHuauwie -=. [py HaBegeHUMM KypCOpa MbILIM HA KHOMKY

NOABUTCA BCM/bIBalOLLEE OKHO C coobuwieHnem 3arpysutb ¢aia B ¢aiioBoe

XpaHuauwe (puc. 32).

3arpy=vTe $aiin e painoeoe

APaHHUAnLLE

PucyHok 32 - CoobueHue o 3arpyske daisa B painoBoe XpaHuaumLLe

Ecam areHT, Ha KOTOPOM MPOUCXOAMAO0 COBbITUE, OTODpaxKaeMoe B KapTO4Ke

cobbITHA, B AaHHbI MOMEHT He aKTUBEH, KHOMKA 3arpy3Ku NnpuobpeTéT Buy, . Mpwu
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HaBeAEHUN KYPCOpPa MbILLUM Ha KHOMKY NOABUTCA BCM/IbIBAOLW€€ OKHO C COO6LL|,€HM€M

3arpyska ¢aiizia HeBO3MOXKHa, TaK KaK areHT He aKTUBEH (puc. 33).

3arpy=ka ¢daiina

HEBOZMOMHAE, TAK K3K aredT
He aKTHEEH

PucyHok 33 - CoobLueHure 0 ToM, YTO 3arpy3Ka ¢aiiZia HeBO3MOXHaA

Ecam areHT, Ha KOTOpPOM npoun3oLw/1o CO6blTI/Ie, dKTUBEH U CCbl/IKa Ha

CKa4vmBaHue c|>a|7ma AOCTYMHA, TO NMPU Ha*XaTUN KHOMKU o OoTnpaB/1IA€TCA 3anpocC Ha

3arpysKy $ania, nocse yero gpana 3arpy*KaeTca B XpaHU/uLLLe.

Mpu HaxaTumn /IKM Ha 3Ha4YeHun MaeHTUPUKATOpPOB npouecca B Tabavue u
KapTO4YKax COBbITUIM OCYLLEeCTBAAECTCA Nepexos Ha cTpaHuyy Mpoueccol. MoapobHan
MHPOpMaLMA O CTPaHULLe PAacCMATPMBAETCA B NOANYHKTE 6.4.3.

Mpu Haxkatum /IKM Ha 3Ha4yeHUAX pas/IMyHbIX MpoBepAemMbiX OOBEKTOB B
CTPOKAX KapTOYKM COObITMA wuanm  cTobuax Tabsvubl COObITUI  MOABAAETCA
BCM/IbIBAOLLLEE OKHO C MHOpMaLMel o npoBepke Ha Tl-naatdpopme ob6beKkTa (puUc.
34):

—ip-aapeg;

— UMA AOMEHQ;

— xew ¢panna.

B BepxHel 4acTu KapTO4YKM C KpaTKMM oT4yeToM Tl-naatdopmbl cogeprraTca
nHpopmauma o nposepsaeMom aptedakTte. [lanee careayeT KpaTKUIM OTYET O TOM,
Korga ob6bekT Obln 0OHapyKeH, M o6lWuii BbiBOA 00 OnacHOCTM/6e30macHOCTU
obbekTa (Hanpumep, EEEEEEN). OxHo cogepuT KHOMKy Mepeiitn K oTuery.
O6HOB/1€HME faHHbIX MO 0OBEKTY NPOUCXOAUT aBTOMATUYECKM.

AnAa 6onee rnyboKkoro aHam3a He0bXoAMMO NepenTh Ha CTPaHULLY C OTHETOM

Tl-nnatdopmbl, HaxaB Ha KHOMKy MepenTu K oTyery.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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IP-appec: Jannbe T-naarhopmbl

* Bnepewle obHapyxeH: 18.11.2021, 09:41:30

[Nepeidm™ k oTveTy

PucyHoK 34 — KapTouka nipopmaumm o nposepke o6bekta Ha Tl-nnatdpopme
MpoBepAemble OOBEKTbI B  33aBUCMMOCTM OT  COAEp)KaHuA  oTveTa
OTOOpPaXKarTCA Ha CTpaHuLe AKTUBHOCTb B Pa3/IMMHOM LBEeTOBOM ramme. OO6BbeKTbI,
kKoTopble Tl-nnatdpopma onpegendaeT kKak 6e3onacHble, 0TMEYaTCA 3€/1€HbIM LIBETOM
(-—) BpegoHOCHbIE 06BEKTbl OTMEeYarTCH KPaCHbIM LiBETOM ( ..... : :—--e-”)

O6'bel-(TbI, A1A KOTOPbIX npouecc aHa/inm3a BbINO/IHAETCA B HACTOALWLEE BPEMA,

0T06pa).|<a|.o-|-c;:| CUHUM Ll,BeTOM (.'LE:-.'"E?.'E-.':"E:—L-ll"-e'e—.'.'.'--'-E.':'E:"e-:-:i.'e-_-"';f:""il-e:’F)'

O6bekTbl, AAA KOTOpbiXx MHPopmauua Ha Tl-nnatpopme OTCYyTCTBYET WAM He
npoBepsA/sacb, OTMe4varTca cepbiM  LBeTom ( ).  KapTouka ans

BPeAOHOCHOr0 06bEKTa NoKasaHa Ha pUCYHKe 35.

Domen: Aantbie T-nrargopMil

Mepeiimi k oTueTy

PucyHok 35 - KapTouka Tl-nnatdopmbl 11 BpegOHOCHOrO 06beKTa

Kaptouka Tl-nnatdpopmbl gna  obbekTa, WHPOpmauUMA MO  KOTOpPOMY

OTCYTCTBYET, NpeACTaB/IeHa Ha pUCYHKe 36.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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IP-appec: Basibie THumrgoput

s Brepeble 0OHapyxeH:

(7) HewzeecTHuI#

Mepetitu Kk oTHeTY

PucyHoK 36 — Kaptouka Tl-nnatdopmbl gna oTcyTcTBYIOWero B 6ase obbekTa

ANA /NOKa/bHbIX ip-agpecoB W AOMEHOB nposepka Ha Tl-nnaTtdopme He

BbINo/HAETCA (pUC. 37).

IP-appec nokansHOR 20HBI

PucyHok 37 — KapTouka Tl-nnat¢gopmbl Ans 10KaAbHOrO ip-agpeca
Mpu otcyTcTBUM B 6ase TI-naatdopmbl nHPopmaLumm o BbiIGpaHHOM apTedakTe

nun HEeAOCTYNHOCTU I'I/'laT(I)Oprl NoO/1Ib30BaTE/O BbIBOAUTCA COO6LLI,€HVI€,

npeAcCTaB/IeHHOE Ha pUCYHKe 38.

Jomen:

MHbopMaLma o6 oGbekTe OTCYTCTEYET MNW 2aIDYXaEETCA

PucyHok 38 — Undbopmauusa Tl-nnatbopmbl HegOCTyNHa

B ctonbue UHbopmauyma Tabamubl ¢ COObITUAMM HA CTpaHULe AKTUBHOCTb
MOKa3blBaeTCA COOTBETCTBYHOWAA MHPOpMaLua:

1) KpuTn4HOCTbL OT ypoBHA MHpopmauus 40 ypoBHA KputuuHas,

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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2) Aeictere (nNo ymonyaHuto aelictBue [pogoskaTbe HabawgeHue He
MOMeYaeTcss KakMM-IMBO 3HAKOM), Apyrue AEeUCTBUA MOMEYAOTCA 3HAKaMu

(aeTektTupoBaTb) u - (6/10KMpPOBaTH);

3) Uma npaBuna (oTobparkaeTcAa e CobbiTMe BXOAMT B MHUMUAEHT),
AB/IAETCA CCbI/IKOW A4/1A Mepexoa Ha CTPaHuLLy;

4) UHumaeHT (oTobparkaeTcA UMA MHUMAEHTA, €M COObITUE Ha CTpaHuLe
AKTUBHOCTb BXOAMT B 3TOT WHUWAEHT), UMA WHUMAEHTA AB/AAETCA CCbIIKOU W

No3BO/IAET NepenTn Ha CTpaHuLy UHUMAEHT;

5) KHomKa /loxHoe cpabaTtbiBaHue (- — MacTep UCK/I4YeHui). C MOMOLLbIO
MacTepa WMCK/AYEHUM MOXHO B aBTOMATUM3MPOBAHHOM pexume ObICTpO CO34aTb

daiinoBble, NpOrpamMMHble U/ CeTEBblE UCK/IIOHEHUA.

dusempayusa cobbimulii

MporpaMmma perncTpupyeT MHOMKECTBO COObITUIA, MOCTYNAOLMX OT areHToB.
ANA yMeHbLUeHMA KoAnYecTBa oTobpaxkaembix cobbiTul B Tabauue ¢ nHpopmauuen
06 QaKTMBHOCTM HEOOXOAUMO WM3MEHUTb napameTpbl  ¢uabTpaumn. CucTema
bunbTpauum B npeactaBieHun Mo yMONYAHUIO COCTOUT U3 C/1eAYHOLLMX MO/EN:

1) MokasbiBaThb NO;

2) Fpynna;

3) UCTOUYHUK cObbITHS;

4) Mepuopg peructpauum (Ha cepeepe);

5) MNoagTun cobbITUS;

6) 3anpoc Ha s3bike DSL.

7) AreHr;

8) Naardpopma;

9) KputnuHocTb (He meHee);

10) AeicTBuUe, CBA3AHHOE C COBbITUEM.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR tect
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[focie  Ha)KaTMA KHOMKKM  Cremémsms gce  yCTaHOB/IEHHbIE  MapaMeTpbl
duabTpaymm cbpacbiBaroTCA.

MokasbiBaTb N0 — PUABLTP YCTaAHaB/AMBAET KO/IMHECTBO COObITUI, KOTOpbIE
OTOOpaxKarTcA Ha cTpaHuLe B Tabauue. Bo3MOXKHO BbiIbpaTb oTOHOpaXkeHue no 10, 20,
50, 100 U1 500 COOBITHI. [10 YMOAHAHUIO Ha CTPaHML,e AKTUBHOCTb OTODparkaeTca 50
nocaegHux cobbITUM.

Mpynna — ¢$uabTp No3Bo/AET COPTUPOBATL COOLITUA MO BbIOpaHHOM rpynne
areHToB.

UcTOYHMK cobbITMA — GuabTp nNO3BOAAET COPTUPOBATb COObITMA MO
C/1IeAYOLWLMM UCTOYHMKAM:

1) CeTb;

2) daiinbl;

3) PeecTp;

4) KypHanbl;

5) Mpouecchy;

6) Ceccuy;

7) 3awuTa Painos;

8) Cucrema;

9) Bbi30BbI;

10) KoHTpo/b USB;

11) CTaTUCTUKA.

Pagom ¢ o0603HayeHMeM WCTOYHMKA COobbITUA codepuTca uudposoe
3Ha4yeHne, COOTBETCTBYIOLWEee TUNy cobbITnA t, KOTOpOE MOXKHO MCNO/b30BaTb MpPU
cocrtas/sieHnn DSL-3anpocos.

Mepuos peructpauumn (Ha cepBepe) - 3343eTCA MNapaMeTp, KOTOPbIit
YyKa3blBaeT Ha WHTEpBa/n BpeMeHU A/nA pernctpauum cobbituin. B Tabauue
OTOOpaxKarTCA TO/NBKO Te CObbITMA, KOTOPble MPOUCXOAU/MN B AAHHOM WHTEpBa/e

BpemMeHu. [lOCTYrNHO 3agaHne napameTpa M3 CMCKa WA C MOMOLLLbHO KaZleHAaps.
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ANA 3a4aHuA napameTpa U3 CnmMcka HeobXoaUMO YCTaHOBUTL d1ar CMMUCOK,
KaK MOKa3aHo Ha puUcyHKe 39. /lasnee BblbpaTb U3 OTKPbIBLUEroCA CMMCKA OAHO M3
C1eAyOLMX 3HAYEHUM:

1) He 3agaH;

2) 15 MUHYT;

3) 14a¢;

4) 8 Yacos;

5) 1 AeHb;

6) 1 Heaens;

7) 1 Mmecsau;

8) 3 mecaua.

Mepwog pervcTpayuu (Ha cepeepe) ©Q Crucox Kanengape

——

1 AeHE =

PucyHok 39 — Beibop nepuoga peructpaumnmn cobbiTusa U3 CnUcKa

ANA 3a4aHKA napameTpa U3 KaZieHaapa c1egyeT ycTaHoBUTb ¢paar KaneHaapb,
KaK MNOKa3aHo Ha pUCyHKe 40. [lasnee Heob6xoaMmo HaxkaTtb /IKM Ha nycToe nose BBOAaA
M YCTaHOBUTb B OTKPbIBLUEMCA Ka/zieHaape rog, Mecal U AaTy A/8 Ha4va/IbHOro u

KOHEYHOro 3Ha4YeHumn BpeéMeHHOro MHTEpBa/ia, Noc/€ 4Yero HaxaTb KHOMKY Bbl6paTb

(puc. 41).

MNepwog pervcTpauwum (Ha cepeepe) Crnucok @) Kanenpape

=

PUcyHOK 40 - Bbi6op neproga peructpayum cobbiTus B KaZieHaape
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PucyHok 41 - Kanengapb gna Bbibopa nepuoga peructpanmm cobbiTmi

3HayeHue BbIGPaHHOro BpeMeHHOro MHTepBasia 0TobpasuTca B nose Mepuog
peructpauuu (Ha cepBepe).

AN OYUCTKM YCTAHOB/IEHHOIO MWHTEpBa/sa HEObBXOAUMO HAXKATb KHOMKY
OuuncTuTsb.

MoaTun cobbiTua — GUALTP NO3BOAAET COPTUPOBATL COBLITUA NO NOATUNY, A/1A
KaXK40ro Tuna cobbITuiA onpeaesieHbl CBOU NogTunbl. K npumepy, 418 cobbiTuA TMNa
CeTb OnpegeneHbl C1eayoLme noATUNbI COObITUI:

1) UcxogAiee noAKAOHEHNE;

2) BxogAllee nogKAOHEHUE;

3) OTnpaBska;

4) Npuem;

5) DNS-3anpoc;

6) DNS-oTBeT;

7) Bxogsawmi DNS-3anpog;

8) Ucxoaawmii DNS-oTBeT;

9) SSL HELLO;

10) OTKpbITHE /I0Ka/IbHOrO NopTa Ha npuem (LISTEN);

11) CeTb: OB6Hapy:KeHue: cpabaTbiBaHWUE CETEBOIO UCK/IIOHYEHUS.

12) OB6Hapy:KeHue: cpabaTbiBaHUE MHAUMKATOPA KOMNPOMETALMY;

13) Apyrve obHapyxeHus.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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NpumeuyaHue

9
LJd

3HayeHMA NOATUMNOB He YHMKa/bHbl, MO3TOMY, €C/IM B 3arnpoce ykas3aTb
st:0, T0 370 6ygeT 03Ha4aTb M noaTMn CeTb: UcxoaALLEe NOAK/NIOYEHUE, U
®aibl: Co3gaH HOBbIM paa 1M NoaTUMbI APYrMX TUMNOB CObbITUMIA. AaA
TOYHOCTM 3anpoca HeobXOAMMO YKasbiBaTb euie U Tun cobbitua (t).
Hanpumep, DSL-3anpoc t:0 AND st:6 nokaxkeTt cobbiTna ceTn, CBA3aHHbIE

¢ SSL HELLO-3anpocamwu.

3anpoc Ha a3bike DSL — duibTpyeT COObITUA B COOTBETCTBUM C BBEAEHHbBIM B

nose GuaAbTpa 3anpoCoM.

= Mpumeyanue
L B HeroTOpbIX Ciyyasx 3anpoc MOXKeT BbiTb cocTaB/ieH HeadPEKTUBHO,

Torga lNporpamma npeaynpexgaet o6 3TOM no/b3oBaTe/IA ¢ NOMOLLbIO

3HaYKa Hag cTtpokoi BBoga ( ). Mpy HaBegeHUU Kypcopa MbIM HA
3HAYOK MOABUTCA MpeAYyNnpeXAAtOLLMNA TEKCT O XKe/NaTe/lbHOM KOPpPeKLmu

3anpoca.

B npaBoW 4acTn CTPOKKU GUAbTPA HaA, KHOMKOM E=3 coZepraTca npumepbl

DSL-3anpocos (puc. 42).

PyKOBO,a,CTBO AAMUHUCTPATOPA NO YCTAHOBKE U 3KCN/yaTayum RT Protect EDR [] E
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app:*dns.exe - HasBaHue npouecca "dns.exe"

act:1 - npeanpwusToe gedctene “Pazpewens”

SND svriid - npeanprHATOE AedcTEMe "JanpeweHo” v KpuTHuHoCoTs "KpuTudHaa

r_p:[3@ TC 98] AND r_ip:217.85.12.8 - yaaneHHud nopt ¢ Houepos oT 80 ao 90 u ypanensuld IP-aapec 217.65.12.8
t:@ AND size:»=188 - cCeTesole coBbITUA, ¥ KOTOpEIX pasmep cocBwedua Sonswe 100 GaFT

act:l - cobuimvn, He uMerowwe cTatyc "Pazpeweno”

PucyHok 42 — lMpumepbl DSL-3anpocos

AobasneHue cobbimuli 8 uHYyUOEeHM
Ha cTpaHuue pa3gena AKTMBHOCTb NM0/1b30BaTe/lb MOXeT A06aBUTb O4HO UK
HECKO/IbKO COObITUM B MHUMAEHT. 1A 3TOro c/iegyeT Bbl4eMTb X G/1aXKKOM B /1€BOM

yactu Tabamubl & ganee B HMMKHEM 4YacTM  CTPaHMLUbl HaxaTb  KHOMKY

u
. Ecam tpebyetca pob6aBuTb cOObITME B HOBbIM MHUMAEHT, TO U3

CMUCKA OnepaLmii, OTKPbIBLUEroCA Npu HaxaTuM KHOMKK ,06aBUTb B MHLMAEHT (pUC.

43), Heo6Xx0aMMO BbIGpaTh onepaumto HoBblii.

CYLLECTEYHD LMK

AOBaBUTE B HHUMWAEHT ™

PucyHOK 43 - CNMCOK onepauymii ¢ COBbITUAMU Ha CTPaHULE «AKTUBHOCTb»

B pe3y/ibTaTe BbINO/NHEHUA OnepaLmmn OTKPOETCA OKHO fo6aBaeHue cobbiTuit
B HOBbIA MHUMAEHT (pUC. 44), B KOTOPOM C/leAyeT 3ano/HWUTb noas HasBaHue,
OnucaHne u BbIOpaTb OTBETCTBEHHOrO 33 pelleHuMe UWHUMAEHTa B noje
OTBeTCTBEHHbIA. [10 YMO/YAHMIO OTBETCTBEHHbIM 33 pelleHWe MHUMAEHTa

Ha3Ha4aeTcA No/1b30BaTe/ b, 400aBAAOLWMI COObITUE B HOBbIM UHLUAEHT.

T
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Mona HasBaHue 1 OnucaHue He AB/AIOTCA 06A3aTe/IbHbIMU AaA A06aBaAeHUA

COObITMA B HOBbIN UHLMAEHT.

[NobasneHne cobbiThii (1) B HOBbIW MHUMAEHT x

MaseaHne

OTeeTCTREHHBIA *

pe (A) b1

MepedT K MHUMAEHTY JNobaents
y

PucyHoK 44 - flo6aBaeHne cobbiTUI1 B HOBbIM MHLUAEHT

B HMXKHEM 4YacTM OKHa HaxoauTcA daaxkok leperTU K MHUMAEHTY, Mpu
YCTaHOBKE KOTOPOro NpoMCcXoAuT aBTOMATUYECKUIN Nepexo, Ha cTpaHuyy UHumaeHT

nocse go6asneHna uHUMAeHTa. [1A 3aBepLueHmA onepauumn g4o6asaeHna cobbiTuA B

HOBbI MHUMAEHT HEOOXOAMMO HaXKaTb KHOMKY . Ecam TpebyeTtca gob6aButhb
COObITME B CyLLECTBYIOLMI UHUMAEHT, TO U3 CMMCKA OnepaLmii, OTKPbIBLUEroca npu
HaXaTum KHOMKM  [lo6aBUTb B MUHUMAEHT, cC/edyeT BblbpaTb onepauuio
CywecTByOLWMI. B pe3y/ibTaTe BbINO/HEHMA ONepaLumn OTKpOeTCA OKHO flobaB/eHune
CO6bITUI1 B MHLMAEHT (pUC. 45), B KOTOPOM B nosie UHUMUAEHT HeobX0AMMO BblbpaTh

CYLLeCTBYIOLMA UHLUAEHT.
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JoGaenenre cOBLITMA B MHLUMASHT x

MepefTh € ML EHT) Jlo6aEMTL

PucyHok 45 - lo6aBaeHue cobbITUA B CyLLECTBYIOLMUA MHLUUAEHT

B HWMKHElM 4YaCTU OKHa, TaKXKe Kak U B OKkHe flo6aBieHne cobbiTUil B HOBbIM

WHLUMAEHT, HaxoauTca ¢1axkoK MeperTu K MHUMAEHTY, Npu YCTAaHOBKE KOTOPOro

MOC/1e HAXKaTuA KHOMKM NMPOUCXOAUT aBTOMATUYECKUIN Mepexoy, Ha CTPaHULy
MHUMAEHT 419 BbIOpaHHOrO MHUMAEHTa. Ecn dpaaxkok NMepernTn K UHLMAEHTY B OKHax
Ao6aBseHne cobbiTUi1 B HOBbIA MHUMAEHT 1 [lo6aB/seHne cobbITUIA B UHLMAEHT He
yCTaHaB/MBaTb M HaxKaTb KHOMKY Ao6aButb, TO OyaeT BbINO/HEHA BblOpaHHasA

onepauus. Mosb3oBaTe/Ib NPU 3TOM OCTAHETCA Ha CTPaHMLEe AKTUBHOCTb.

Mepexodvel kK Opy2um cmpaHuyam us mabauysbl ¢ cobbimuamu

B Tabanue cobbITnii MOXHO NepenTu Ha gpyrue cTpanuubl. [pu HaxaTum /IKM
Ha MMeHW rpynrbl areHTa B cT0416ue Fpynna/MmA areHTa oCyL,ecTB/AAETCA Nepexos Ha
cTpaHuyy Fpynna B pasgen Hactpowka Fpynnbl. [MogpobHasa nHdopmauma o6 sTtom
pasgesnie paccmaTpuBaeTcA B NyHKTe 6.5.3. [pu Haxkatum /IKM Ha MMeHu areHTa B
cTon6ue Tpynna/MUmsa areHTa OCyLLEeCTB/AETCA Mepexod Ha CTpaHuuy AreHT B
pa3gene HacTtpouka areHTta. [lpu Haxkatum /IKM Ha mmeHu npouecca B ctoabue

Mpouecc B KapToUKe COBLITUA OCYLLECTBAAETCA Nepexos Ha cTpaHuly Mpoueccol (Cm.

MYHKT 6.4.3).

6.4.3. lposepka c nomowbto Tl-nnamgopmel
Tl-nnaTpopma conocTaBAAET U aHA/IM3UPYET AaHHble KOMIMbIOTEPHbIX YrPO3 U3

HECKO/IbKMX UCTOYHUKOB B PEXMME pea/IbHOr0 BPeMeHU A/1A NOAAEPHKM 3aLUTHbIX

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
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Aenctsun NMporpammbl. Ha gaHHbIM MOMeEHT B [Iporpamme npegycMoTpeHa npoBepKa
cneayrowmx aptedakTos:

— XeLwy;

— rn06anbHbIN ip-agpec;

— rno06anbHOe NMA AOMEHa;

[fpoBepKa BbIMNO/HAETCA B HECKO/IbKUX UCTOYHMKAX, B 3aBUCMMOCTU OT TUMA
aptedakTa, HAabOp NCTOYHMKOB, B COOTBETCTBMM C KOTOPbIMU MPOBEPAETCA apTedaKT,
MOXET OT/IMYaTbCA:

1) BHewwHune uctovHmkm (Hanpumep, MalwareBazaar);

2) VirusTotal;

3) 3aK/I0YEHUE AaHA/ITUKA;

4) YARA;

5) 10G

6) Public Tl;

7) Whois.

BepaukTbl TI-naatgopmbl paBHO3HAYHbI C  aHa/MTUKOM cepeepa EDR.
Hanpumep, ecin BepgukT Tl no onpegenéHHomy xewy OyaeT OTMeEYeH Kak
BPeAOoHOCHbIN, a Ha cepBepe EDR TOT ke xew byageT oTMedeH Kak 6e3onacHbli, TO
byaeT co3gaH nHUMAEHT. To e camoe npousonaeT U B 0bpaTHOM C/yyae, Korga
cepeep EDR oTmevaeT aptedakT Kak BpegoOHOCHbIM, a Tl-naatdopma Kak
6esonacHbin. Ecam npasBuna Tl-naatdopmbl v npaBuna cepsepa EDR 6yayt
AybnvpoBatb aApyr Apyra, TO B cayvae OOHapyXeHuA BpPefoHOCHOW aKTMBHOCTU
CO343AYyTCA ABa He3aBUCUMbIX UHUMAeHTa. CTpaHuubl oTtyeTta Tl-naatdopmel
OTKPbIBAOTCA Ha BKAagKe O6wasa uHPopmaumua, KOTOpPaA COAEPKUT CBOAHbIE
AaHHbIE 13 BCeX AOCTYMHbIX A4/1A BbIOpaHHOro aptedakrta MCTOYHMKOB.

B BepxHel 4acTu CTpaHuLbl OT4eTa OTOOpaxkaeTcA HaMMEeHOBaHUE 1 3HaYeHne
aptedakTa u BepauKT Tl-naatdopmbl. Ha neBor naHeamn oT4yeTa OTOOpaKatoTCA

BK/1agKM C HAaUMEHOBAHUAMU UCTOYHUKOB AaHHbIX, OT KOTOPbIX Obln Nno/y4eHbl
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CBeAeHUA A7 BbIHECEHHOro BepAMKTa. Ha npaBoi maHenn oTyeTa oTobOparkaeTcs
MHPpopmaumnAa o BbIbpaHHOM apTedakTe. MHPopmaumAa npeacTaBseHa B Tab/MYHOM
BuAe. Moaa Tabauubl cogepkaT C1eAyroLme AaHHble:

1) BepauKT (6e30nacHbIii/BpegoHOCHbIN);

2) Bpems obHapykeHua (Korga aptedakT obHapyKeH BrepBsble);

3) Bpems 3arpy3ku ¢alisa Ha cepBep;

4) Pasmep daiina (onyuoHanbHO);

5) XeLw, paccyMTaHHbIiM No aaroputmy SHA-256 (OnuuoHabHO);

6) XeLl, paccuyuTaHHbIi no asaroputmy SHA-1 (onuMoHanbHO);

7) XeLl, paccyMTaHHbIM Mo aaroputmy MD5 (OnuMoHa/bHO);

8) XeLw, paccuuTaHHbIl No aaropuTtmy TLSH (onuuoHanbHO);

9) XeLl, paccyuTaHHbIl no aaroputmy Imphash (onumoHasbHO);

10) XeLw, pacCYUTaHHbIN No aaroputmy SSDEEP (onyuoHanbHo);

11) O6Hapy»KeHHble MmeHa (OMNUMOHA/IbHO).

N7 TaKUX AaHHBIX, KaK 3HAYeHMA XeLl-CYMM 1 OOHapYyKeHHbIX UMeH, A0CTYMHa
dyHKuMA KonmpoBaHua B bBydep obmeHa. AnAa konupoBaHua B bydep obmeHa
HeobX0AMMO HaxaTb KHOMKy CkonuposaTb B 6ydep obmeHa () B cTpoke ¢

BbIOPAHHbIM 3HAYEHMEM XeLL-CYMMbl UM OOHAPYKEHHBIMW UMEHAMM.

CnpaBa oT Tab/mLbl C AAHHBIMM HAXOAMUTCA KHOMKA = . TIpy Ha*KaTUM KHOMKK

dopmat otyeTa meHseTcA Ha JSON-dopmar (puc. 46).
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r9RT DB (SHA-ZE] 2425 eibe e e b A S P 025 e 0B 6 26 e
L1t T1 Dl (SHA-256): 2eu23cuben a0 2de0sencb RS 3025 260 me 9B 2635 42009

OCHOEHER MHOOPMALWA

BHewHKMe MCTONHMKN

[Aantbie Tl-nnatgopmbi

VirusTota:

15.07.2021, 16:20:52

ENEPBLIE OBHAPYXKEH

Public T

RST Cloud

PucyHoK 46 — OT4yéTt B JSON

/lobown 3n1emeHT nam 610K 3n1emeHToB B popmaTte JSON MOXKHO CKONMMPOBATb,

Ha)KaB KHOMKY e, AnAa BO3BpaTa K pe3yabTaTtam oTdyeta B ¢dopmate HTML

Heo6Xx0AMMO HaxaTb /IKM Ha 3Ha4oK -,

6.4.4. Mpoyeccol

B lNporpamme cogep>utca AOCTYMNHbIM AN MOHUMAHUA U 3PPEKTUBHBIN B
paccieA0BaHUM MHCTPYMEHTAPUI 4/1A aHa/IM3a NoBeAeHMA NPOrpamMmM, 3anyCcKaemMblxX
Ha MaLLMHEe areHTa, KOTOPbIM NO3BO/IAET HalUTK MHPOPMaLMIO O 3anycke, paboTte nau
OCTAaHOBKE TOM /M MHOM MPOrpaMmbl B CMCTeMe areHTa. Ha cTpanuue lMpouecch
No/Ib30BaTe/Ib MOXeT Y3HaTb 06LLY0 MHPOPMALMIO O 3anyCKaeMblX MPOrpamMmax:

— KaKue goYepHue npoLecchl 3anyCcTua poguTe/IbCKuii NpoLece;

— C Kakumu dpainamum npouecc cBAsaH (Kakue daibl co34aBasn, YNTas, B Kakue
BHOCU/l USMEHEHUA);

— KaKue K/I04M peecTpa npoLecc co34aBasl U B KakMe BHOCK/T U3SMEHEHMUS;

— C KakMMM ceTeBbIMM CcoeauHeHuAMM u bubanotekamm DLL npouecc
B3aMMO/ENCTBOBA/;

— KaKu1e TOYKM aBTO3anyckKa bblan co3aaHbl NPoL,eccom;

— pacnpoCTPaHEHHOCTb MPOLLecca B areHTCKOM CeTU U T.4,.
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O6was uHpopmayus

Ha cTtpaHuyy Mpoueccbl nepexos OCyLLeCTB/AETCA MO CCbl/IKaM U3 PasHbIX
nosen Ttabauy ¢ cobbITUAMM Ha CTpaHMLUAx pas3genoB UHUMAEHTbl 1 AKTUBHOCTb.
Yawe Bcero ccbl/Ka npegcTasB/ieHa HasBaHMEM rpouecca WAM  3HavyeHuem
YHMBEPCa/IbHOTO YHUKa/sbHOrO uaeHTudukatopa (UUID). Ccbiiku B [porpamme
OTOOpaXKalTCA CMHMM LUBETOM, A/1A nepexoga Heobxogumo HaxaTtb /IKM Ha
BbIOPAHHYIO CCbI/IKY. EC/IM HaXKkaTb Ha CCbIIKY nmepexoda K CTpaHuLue npouecca, TO
No/Ib30BaTe/Il0 CTAHOBUTCA AOCTYNHa MHGOPMaumMAa O BbIBPAHHOM npouecce U ero
AepeBo, B rpadpuyeckoMm BMAE TMOKa3bIBAlOWEE OTHOLUEHUE POAUTE/IbCKUX U
A04epHUX npoueccoB (pUc. 47).

B BepxHel 4actm cTpaHuubl lNpoueccsl nocepeauvHe npeacTaB/l1€HO UMSA
npouecca u ero ugeHtnéduratop (PID), ganee pAgom C uMeHeM OTOBparkaeTcs
coctoanne npouecca (EEEE)[==epuen ) B npaBoM 4YacTM Ha 3TOM e CTPOKe
pacnoaaratoTCA Ha3BaHWe rpynnbl U UMA areHTa, Ha KOTOPOM AaHHbIM npouecc bbi
3anywieH. HasBaHMA rpynnbl M areHTa OTOOpaxkatoTCcA B BUAE TMMEPCCbIIOK ANA

BbICTpOro nepexoga K ctpaHuuam Fpynna v AreHr.
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Mpouecc [ sanymen ] ® WORK

[ /  FullTrusthotifi..
[ (12938

AdobeCollabSync..  AdabeCo|
11316) 5104) /

Bpems crapra / 32Bepuetns
Vma nonk3osaTens (SID)
SHA-256

Lludposas noanuce

©narw ucronHAEMOrD MoAYAR

MoBegenyeckne npnsakn

PacnpocTpanentocts

PucyHoK 47 - Undopmaimsa o npouecce

B ueHTpanbHOM YacTu HaxoauTca 061acTb 0TOOpaXkeHnA gepesa npouecca, B
KOTOPOWM MOXHO OTC/1eAMUTb BCHO LLeNOYKy COObITUM NpoLecca, Kak NpeaLlecTBYOLLLMX
€ro BO3HWKHOBEHMIO, TaK U NOC/1eAYIOLWMX, €C/IM TaKOBble UMEIOTCA.

B BepxHel 4acTn 06/1acTV 0TOOpaXkeHnAa gepeBa npoLecca HaXoOAUTCA KHOMKa
M3MeHUTb OpMEHTaUMI0 AepeBa ‘T1, ¢ MOMOLLbLIO KOTOPOI MO/b30BaTe/lb MOMET
CMEHUTb TOPU30HTa/ZIbHOE OTOOpakeHue gepeBa npouecca Ha BepTUKA/bHOE W
HaobopoT.

PAAOM C KHOMKOM WM3MEHEeHWA OpMEeHTaLMM aepeBa HAXOAMTCA KHOMKa
UsmeHnTb pasmep o6snacTu aepeBa --. [loc/ie HaxaTWUA KHOMKM 064acTb
OTOOpaxKeHuA gepeBa NpoLeCcCcoB YBE/IMYUTCA UAU YMEHBLUMTCA COOTBETCTBEHHO.

AAMUHUCTPATOp MOXeT 334aBaTb BPEMEHHbIM WMHTepBa/s OTOOparkeHuA
AepeBa npoueccoB, BblOpaB MHTEpBasn M3 CNMCKA WM 334aB ero C MOMOLbLO
KazeHpaapA.

MMpocMOTp AepeBa NpoLeccoB B C/y4ae OTOOparKeHMA MHOXKeCTBa BETOK

POAUTENBCKUX U AOYEPHUX NpOoLEeCcCOB OCyWEeCTB/AETCA C MNOMOLWbIKO KHOIMKU

T

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR [] grotect

Bepcus 1.0.28 om 09 utoHs 2025




nepemMelleHns 06beKTOB (3Ha4YOK pykM). AN MepemMelleHus gepeBa MpoLecca
HeobX0AMMO HABEeCTM HA Hero Kypcop Mol (Npu HaBegeHWUM Ha 06/1acTb
oTObparkeHuA gepeBa NPOLECCOB KypCOp MbilUM MeEHAET CBOe OoTobparkeHue Ha
3HAYOK PYKM) U, 3axkaB /IKM, nepemecTuTb n306paxkeHue gepesa. [pu HaBegeHUU
Kypcopa MbILLIKX Ha UMA npoL,ecca No/b30BaTe /10 NMOKa3blBaeTCA KOMaHAHaA CTPOKa
3TOro npokuecca.

ANA yMeHbLUeHUA/yBeInYeHnA MacluTaba oTobpakeHmaA gepeBa npoLeccos C
NMOMOLLbIO KO/1leCa MPOKPYTKU MbILUN YBE/IMYUTb UAU YMEHbLUMTb MacliTab, 3axas

knasuwy Ctrl.

= Mpumeyanue
I.‘. Ec/av KoAn4ecTBO A04EepHMX NPOLLECCOB A/1A BbIOpaHHOroO poAUTE/IbCKOrO

npouecca npesbillaeT 0To6pa>Kaerv|oe no yMO/HaHUKO YMC/10 nNpoueccos,

ke

TO B BEpPXHEM MPaBOM YI/ly OKHA NOAB/AETCA KHOMKa ~ , NO3BO/IAOLLLAA

£A06aBUTb B 06/1aCTb OTOOparkeHMA OCTaBLUMECA AOYepHMEe Mpouecchbl.
PAAOM C KHOMKOW 3arpy3kM HaxoamTcAd MHPOPMALMOHHAA CTPOKa, B

KOTOpPOM MOKa3biBaeTcA obliee KO/AMYECTBO BbIBOAMMBIX B 06/1aCTb

— - -
2 oL}
-

)-

oTobpaxeHus npoueccos (-

CHu3y oT 061acTn oTObparkeHMA agepeBa NPOLECCOB HaxoamTca 0b6aacTb ¢
nogpo6bHoi uHbopmaumenn o0 Bblge/I€HHOM B AQHHbIA MOMEHT POAUTE/IbCKOM UM
A04epHeM npouecce.

Ansa BeiBOgA MHbOpMaLmumn 06 onpeaesieHHOM npouecce He0b6XoAMMO HaXaTb
JIKM Ha 3Hauok @ no4, Ha3BaHMeM 3TOro npouecca, noc/aie 4yero OoT BbIOPAHHOrO

pPOAMUTE/NIbCKOTrO Tmpouecca OyayT TMOKasaHbl €ro go4YepHue MpoLuecchbl. 3HauoK

M3MEHUTCA Ha ©, a cHu3y 06aacTn gepesa npoueccos oTtobpasutcAa Tabaumua c

BK/agKamu. YToObl BO3BpaTUTb AEpeBO B UCXOAHOE COCTOAHME, TO eCTb ybpaTb
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A04epHMe Npouecchl BbIBpaHHOro npouecca, HeobxoAnmo HaxaTtb /IKM Ha 3Ha4OoK @
ele pas.
BkaagKku, KOTOpble BK/IKOYAKOT MHOXKECTBO 3/IEMEHTOB, MOTYT MOArpy»KaTb

MHCI)OpMaU,MI-O B T€4€HNE HEKOTOpPOro Bpe€mMeHHu, B 3TOT MOMEHT pAAOM C MMEHEM

BK/I3A4KM OTODOPasuUTCA MUraloWwmii 3Ha4YOoK (k npumepy, ). Mocne
3aBepLUeHUs 3arpy3ku UMHPOpMaLuM PAAOM C Ha3BaHMEM BK/IAAKM OTOOpasuTcA
KO/IMYECTBO 3/1IEMEHTOB, Ha KOTOPbIE TaK W/IM MHAYe MOB/IMA/ MPOLECC, BbIOPaHHBbI
paHee (K npumepy, Peecrp (154)),

B Tabauue oTobpaxkatoTca caeayrolme BRAALKHM:

1) Undopmauus;

2) ®aiinbl;

3) CeTb;

4) Peectp;

5) Mpouecchy;

6) 3arpyskeHHble DLL/SO (g/1s npouecca %SYSTEM? BMecTO 3arpy»KeHHbix DLL
ByAYT YKa3aHbl 3arpy>KeHHble MOAY/M AAPaA);

7) TOYKM aBTO3anycKa;

8) PacnpocTpaHeHHOCT;

9) CobbITHe CcTapTa;

10) Mpasuna/MITRE.

B HUXKHel YacTu cTpaHuLbl Mpouecc HaxoAATCA KHOMKKU onepavumit:

1) Bce cobeiTka npouscca ,
)

2) Knrousekle cofemua npoueccs (1) .
)

BOCCTAHOEMTE D3iasl

3) ;
3aeepluMThL Npouecc ™
gy Emmass]
Bce cobbiTa npouecca — MNpU  HAXaTUM  KHOMKKM  Bce cobeimia npolecca

NMPOUCXOAUT Nepexoy, K CTpaHuL,e AKTUBHOCTb, HA KOTOPOM OyayT npeAcTaB/eHbl BCe
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AOYepHMe Mnpoueccbl  BblIOpaHHOrO  poaMTenbCKoro npouecca. [ogpobHyro
MHPOpMaLUto 0 paboTe Ha CTpaHULLe AKTUBHOCTb MOKHO Y3HATb B MYHKTE 6.4.2.
KatoueBbie cobbiTuA npouecca - npu HaXkaTuu KHOMKM
Knioueseie coBemis MpoLecca (1) npoucxoAMT nepexod Ha CTpaHuly AKTUBHOCTb, Ha
KOTOPOW OTOBPAKATCA BaskHble COObITUA (MHAMKATOPbI, UM COBBLITUA C YPOBHEM
KPUTUYHOCTM OT YpPOBHA Hu3Kas v Bbille), CBA3aHHble C npoueccom. lpu 3Tom
oTobparkaemble COObITUA A0/KHbI NOAYMHATLCA 10rMKe DSL-3anpoca, yKkazaHHOro B

cTpoKe 3anpoc Ha sa3bike DSL (puc. 48).

AKTMBHOCTb CBPOCHT BUALTDLI
MokazkigaTs Mo rpynna VICTOUHMK COBITUA

10 s He exibpana & Bee
Mepiioa perucTpaLyu (Ha cepeepe) O Crvcox Kanewaaps Mogmin cobeimua

=] Bee =

TONR ANA OTOBPEXEHUR TIONR ANA QUALTPELMI

He BbIGpaHH @ He Buibpans! v
3anpoc Ha Akike DSL

uuid:Bdb667ba-dbsf-01d7-0700-000000000000 AND (svrt1 TO *] OR (surt:0 AND (rul* OR act0)) /

PerncTpauna Wa cepaepe  Perucrpauns wa arewte  Tpynna / Mma arenta Onncanme Mpouecc Kputiumocrs Beiicrane Wnumaent
> 17.11.2021, 11:26:89 17.11.2021, 11:46:03 ® Gr Vsl / Peseg) /i, CO3/aH HOBBI KNHOU services.exe (688) Huas
Ag_forlla /w8164 \REGISTRY\MACHINE\SYSTEM\ControlSet00 T\Services\ipsve

PucyHok 48 — KatoueBble cobbITuA npouecca

BOCCTEHOBWTE GEins!

— KHOMKA nO3BO/IA€T BOCCTAHOBUTb alabl, 3aTPOHYTbIE

BPeA0HOCHbIM NPOLLeCCOM, ec/m 3Tu daiabl Obl/iv 3ape3epBUpPOBaHbl [IporpamMmmorn.

— KHOMKAa Mno3BO/IAET ObICTPO OCTAHOBUTb BPEAOHOCHYH
aKTMBHOCTb MpoLecca UM rpynnbl npoueccoB. KHOMKa akTUBHA, €C/IM aKTUBEH areHT,
Ha KOTOpOM npouecc 6bi/1 3anyLeH. Ecam npouecc, Bblge/1eHHbIN B A4AaHHbIA MOMEHT,
6bl21 3aBepLUeH, TO ONuUUA 3aBEPLINTb TO/bKO 3TOT npouecc byaeT HeA0CTyNHa, Npu

3TOM OCTaeTCA AOCTYNHOM ONuuA 3aBepLUMTb BCO FPYMMY NPOLECCOB.

T

FIR
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Bknaoka «<MHpopmayus»

B tabsavue pasgena otobparkaetca obuwasa uHbopmauma o npouecce. Ana
3TOro0 No/Ib30BaTe/It0 NOKa3aHbl C/1eAyroLLne NoAA:

1) UcnonHaemblit MOgy/b;

2) KoMaHpgHasA CTpokKa;

3) Bpems cTapTa/3aBepLueHus;

4) Uma nonb3osatesa (SID);

5) SHA-256;

6) Undposas noanmc;

7) ®Paarn CNo/sHAEMOro MoAyAs;

8) NMoBeaeHYeCKNE NPU3HAKY;

9) PacnpocTpaHeHHOCTb.

UcnoaHAaemblii moay/b — B Mo/e 0TOOpaxkaeTca UMA MOoay/1A UCMO/THAEMOro
¢daina, MHMLMMPOBABLUEro 3amnycKk npouecca. PAAOM C MMeHeM HaxoAMUTCA 3HAYOK
3arpy3kn moayasa B (pannoBoe XpaHuaule A8 MpOBeAEHUA AOMO/HUTE/IbHOrO
aHazn3a (CM. NyHKT 6.5.8).

KomaHgHaAa cTtpoka — B nose otobparkaeTcA 3Ha4YeHUe KOMaHAHOM CTPOKM,
KOTOpas 3anyCcTu/1a paccMaTpmBaemblii Nnpouecc.

Bpemsa cTapTa/3aBeplueHnsa — B nosie oTobparkaeTcA rog, MecaAu, YMC/10 U
BpeMA A0 CeKyHAbl, B KOTOpoe ©Obl1 BbIMO/HEH CTapT MW 3aBeplueHue
paccMaTpMBaeMOro npouecca Ha areHTe.

UmA nosb3oBaTtensa (SID) — B mose oTobpaxkaeTca MMA No/b3oBaTe/A U
naeHtudmkatop 6e30nacHOCTM No/b3oBaTeNd, OT UMEHU KOTOPOro Obin 3anyLueH
paccmaTpuBaembln npouecc.

SHA-256 - B nose oTobpaxkaerca Xxew-Cymma MUCnoaHaemoro daina,
3anycTusLuero npouecc. lNpu Haxatum /IKM Ha 3Ha4YeHue xeLl-CyMMbl N0/1b30BaTe/1to
MOKa3blBaeTCA BCM/bIBAlOLLEE OKHO C KpaTkmum otyetom Tl-naatdopmbl 06

ncnosHaemom ¢arne. PAgOM C xew-Ccymmor oTobparkatoTca gBe KHOMKW. lepsas
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KHOTMKa MO3BO/IAET CKOMMpOBaThb xew B 6ydep obmeHa (). Bropas nossosAeTt

nepeiiTi Ha cTpaHuuy Mpouecchl U MoAy M ANS BbiIGpaHHOM xew-cymmbl (B).

Lupposaa nognucb — B nose otobpaxaercA 3HavyeHne ceptudurara Code
Signing ana ncnosHAemMoro ¢gainsa paccmaTpuBaemMoro npouecca.

®narn ucno/IHAEMoOro Moay/aa — B MO/se MOKasaHbl ¢/1aru, ¢ KOTOPbIMU
ucrnosHaeTca Mporpamma, KHomka | 19%3357= 8% gTkphIBaeT 40N0/HUTE/IbHYI0 061aCThb
¢ ¢sraramu MCNOZIHAGMOro MoAyAA npoLiecca.

MNoBeaeH4YeCcKMe NMpU3HaKM — B MO/ MOKa3aHbl MOBeAEeHYECKUEe MPU3HAKM
MporpamMmbl, KHOMKa 19¥&33=ECE.  orkppiBaeT  AOMO/HUTE/IbHYIO 06/1acTh  C
noBeAeHYeCKMMM NMPU3HAKaMK npouecca.

PacnpocTtpaHeHHOCTb — B 0/1e 0TOOpaxkaeTca, Ha KaKOM KO/IMHeCTBe areHToB
6b11 06HapyKeH npouecc, KpoMe TOro NPOCYUTAHO NMPOLEHTHOE COOTHOLLEHME TaKUX
areHToB K Mx obuwemy KoamyecTBy. [TOMMMO 3TOro, MoKasaH areHT, Ha KOTOPOM

npouecc 6bi1 06Hapy»KeH Brnepsble.

Bknadka «@atinbl»
B Tabsuue BKaagku ®Panabl otobpaxkaetrca uHPopmauuAa o dainax, c

KOTOPbIMU CBA3AH pacCMaTpuUBaeMblli npouecc (puc. 49).

* Brumarue! Mngopmayua o gatinosol axkmueHocmu npoyecca Moxem Buime HenoaHol us-3a Hacmpoex & npogiune Be3onacHocmu azeHma u

uckoYeHU, YCMAaHOBMeHHBIX das npoyecca

CozpaH MepenmeHoeaH YpaneH MoamduuympoeaH MpouunTtaH Aoctyn k gainy SapezepBUpOBaH

Daidn (3 uz 3) HdercTene
‘\device\harddiskvolume3\program files (x86)\incredibuild\coordservice.sbd.tmp 4, Cosgan  MepeumeroBaH
‘\device\harddiskvolume3\program files (x&6)\incredibuild\histony\global\historyindex.dat 4, Mogndmumposan
\device\harddiskvolume3\program files (x&6)\incredibuild\logs\coordservice.log 4, Mogudmunposan

PucyHoK 49 - UHpopmauus o ¢paiinax npouecca

T
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Ana  buabtpauum  danaoB npeaycMoOTpeHa cuctema  gaaxkos. Pann,
COOTBETCTBYIOWMIM BblOpaHHOMY napameTpy, nNpu CHATUM daaxkka He byaeTt
oTobpaxaTtbca B Tabauue. PAAOM C abcomoTHbIM umMeHem ¢aina oTobpaxaeTca
KHOMKa 3arpy3sku daina (=) B ¢ailoBoe XpaHuaule A1A NpOBeAeHUs
AO0MNO/IHUTE/IbHOIO aHa/M3a C NOMOLLbIO TI-naaTtopmbl UAM NpOrpamMmmbl NPOCMOTPA
¢$ainnos.

Ecav cpeam pencteuii ¢ Gpainom, NpuCyTCTBYIOLLEM B CMIUCKE, BbIN10 YaaneHue,
TO OH MOMeYaeTcA 3Ha4ykoM - . [lpu HaBeAeHWM Kypcopa MbllUM HA 3HAYOK

Mo/Ib30BaTe/1t0 BbIBOAUTCA NpeaynpexkaatoLee cooblyeHue (puc. 50).

B cnncke aeiActeni ¢ dainnom

NPUCYTCTBYET yaaneHne

PucyHok 50 — CoobLyeHne 0 NpucyTCTBUU B CMUCKE yAasneHus ¢aisa

Bknaoka «Cemb»

Bo Bknagke CeTb oTobOparkaeTcA MHOpMaLMA O CETEBbIX MOAK/IOYEHUAX
npouecca:

1) BxogAuime nogKAoHeHus;

2) UcxopALme NoaKAIOYEHUS;

3) DNS-3anpocbi;

4) SSL Hello.

MHPopmaLmMAa O ceTeBblX MOAK/IOYEHUAX MpeAcTaB/ieHa B Tab/MYHOM BuAe.
Tabavua gaAa KaXAO0ro TMna NOAK/IOYEHUA BKAKOYAET B cebA pas/inyHble oA, B TOM
yucne:

1) IP-agpec;

2) UmA xocTa;

3) YganeHHbli nop;
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4) /10Ka/IbHbIV NOPT;

5) MpoToKkos;

6) Tun 3anpoca.

IP-agpec - noOKa3blBaeT ceTeBOW agpec COOTBETCTBYIOLLEro CeTeBoro
MOAK/OYEHUS.

Mma xocta - B nosie oTobpaxkaeTcA AOMEHHOE WMMA KOHEYHOM TOYKM, C
KOTOPOW OCyLLEeCTB/A/10Ch CEeTeBOE COeAMHEHMe.

YaaneHHblt MOPT — B ro/sie oTobparkaeTcA HOMep MopTa, MO KOTOPOMY
OCYLLLeCTB/IA/10Cb CETEBOE COeAUHEHMeE.

MpoTtokon - B nose oOTOOpakaeTcA CeTeBOW MPOTOKO/, MO KOTOPOMY
OCYLLLeCTB/IA/I0Ch CETEeBOE COeANHEHMeE.

Tun 3anpoca - noOKasblBaeT TWMbl 3anMcel O COOTBETCTBUM WMMEHU W
cnyxebHor uHGOpMaLUKM B CUCTEME AOMEHHbIX UMEH, Hanpumep, A, AAAA, CNAME,
MXu T.4.

ANA BXOAALLEro NOAK/NO4YEHNA KPOMeE yAa/IeHHOrO NopTa yKa3blBaeTCA eLle 1

/I0Ka/IbHbIM MOPT.

Bknaoka «Peecmp»
Bo Bksiagke Peectp oTobpaxkaeTcA uHbOPMAULMA O K/KYaX peecTpa, C

KOTOPbIMU NPOU3BOAUA AEUCTBUA BbIOpaHHbINM npouecc (puc. 51).
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Coszaan [NepenmerosaH Yaanen Moaudmurposan
Knwu peecrpa 3HaueHue DeicTene
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\BITS Start B 3HAauEHWE KIHOUA 3aNUCaHbI JAHHbIE
YWREGISTRYWMACHINE\SYSTEM\ControlSet001\Services\VrpSvc Cosgan HOBBIA KON
V\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc DisplayName B sHaueHWe K/IH04a SaNMCaHLl AaHHbIE
YWREGISTRYWMACHINE\SYSTEM\ControlSet001\Services\VrpSvc ErrorControl B sHaueHNe KIr04a 3aNMCaHLl AaHHbIE
\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc ImagePath B 3HaueHMe KNHOMA 3anWucatbl JaHHLIE
VWREGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc ObjectMName B 3HaueHMe KNHOMA 3anWucatbl JaHHLIE
V\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc Start B sHaueHWe K/IH04a SaNMCaHLl AaHHbIE
YWREGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc Type B sHaueHWe K/IHO4a SaNMCaHLl AaHHbIE
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\TrustedInstaller Start B sHaueHNe KIOUA 3ANUCAHBI AAHHEIE
V\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\GoogleChromeEle
VationService ImagePath B sHaueHWe K/IHo4a SaNMCaHEl JaHHbIE

PucyHOK 51 — KAtoum peectpa, Ha KOTOpble 4eCTBOBa/ NpoLecc

MHbopmauma O KAoHax peecTpa npeactaB/neHa B Tabsvue, B KOTOpOWM
NMPUCYTCTBYIOT C/1eaytoLLme CTon0ubl:

1) MyTb K/AOYA peecTpa — B MoO/e MPOMNMUCLIBAETCA MyTb K/AKOYA peecTpa, C
KOTOPbIM BbIOpaHHbIV NpoL,ecc Npou3BoOAU/ TE€ U/U UHbIE AEeNCTBUS,;

2) 3HaueHne — B Mosie OTOBpaXkaeTcA 3HayeHue, KOTopoe 6bl/10 BHECEHO
BbIOpPaHHbIM NMPOL,ECCOM B K/HOY peecTpa;

3) AeiictBUe - B no/se oOTOOpa)KaeTca AeUCTBME, KOTOpPOE COBEpLUMA
BbIOpaHHbIM MpouUecCc C K/AYOM peecTpa: 3TO MOXET ObiTb BHeCeHMe AaHHbIX B

3Ha4€HMeE K/1Il04a, yaa/Z1€eH1UE K/1ro4a, Co034aHME HOBOTO K/1l04Ha U T.A4.

Bknaodka «lpoyeccoi»

Bo Bksagke [Mpoueccol oTobpaxkaetrcAa wuHPoOpmauuAa O npoueccax,
B3aMMOAENCTBOBABLUMX WU B3aMMOAEUCTBYIOLWMX C BbIOpaHHbIM MPOLECCOM.
MpeacTaBaeHbl gBe MHPOPMALMOHHbIE 061acTK oCcTyn K npoueccy 1 JoCTyn K HATU
npouecca.

NHbopmaLuma cogepKUTCA B Tabauue, KOTOPaA BK/AOYAET C1eAytoLLune Nnos:

1) UmA ucnoaHsemoro ob6pasa;

2) 3anpoLueHHble NpaBa;

T

FIR
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3) MpeaocTaB/ieHHbIe NPaB3;

4) Kon-Bo cobbITHi.

B obaactn flocTyn K npoueccy rnokasaHa MHPOpmauMa O TOM, K KakuMm
npoweccamMm B cMcTeme BbIbpaHHbIM NpoLecc OCyLecTB/1A/1 A40CTYyMN, Kakne npasa npu
npeaoCTaB/e€HNM AO0CTYNa OH 3aMpOCK/, U Kakue npasa bblv emy npeaoCcTaB/ieHbl.

B 06sactu flocTyn K HUTK npouecca nokasaHa MHGOPMaLUA O TOM, K KaKUM
HUTAM BbIOpaHHbIM  Mpouecc OcCyWecTBaAan AOoCTyn, U

KaknMe npaBa npwu

npeaoctaB/1I€HNN 40CTyNa Obln 3arnpoweHbl U NpeAO0CTaB/1IE€HDbI.

Bkaaodka «3azpymeHHsbie DLL/SO»
Bo Bk/1agKe 3arpy»xeHHble DLL/SO oTobparkaeTca MHPOpMaLMA O HATUBHBIX U

.Net-6ubnunotekax DLL, ncnosib3yembix BbibpaHHbIM npoueccom (puc. 52).

HaTMEHBbIe (noKazaHo 13 13 13) Pazmep daiina Mognuce PazmelyeHme Xew (SHA-256)

101376

303108087 The3516h5 7569107845611

bazad64592020d05eb4 1200400

\Device\HarddiskVolumed\Windows'\System 32vdhepesve

\Device'HarddiskVolumed\Windows'System 323FWPUCL

NT.DLL

.NET {nokazaxo 0 w3z 0)

Her sarpyxerHsx DLL

Pasmep daiina

Mognuce

PasmeweHune

N 95cC5
d @0
97280 0x00007FFOCBTEDD cf105fdd2c026ebl404fd7670aTd554
0o dedTdetberd347d5ebiofdebide3dy
» \Device\HarddiskVolumed\Windows'System32\nlaapi.d
: ! fnepuEisysiEmIanEEn O%0000TFFICBTFDO w &0
0o
732186 Oxd SCABCD e1dbde4ba3 70097l 60Mfes2a08]
5 \Device\HarddiskVolumed\WindowsSystem 32vdhcpesve 0o ec2093c39d 160bff98%e27aea2d4faad
6. Ox00007FFICAGDT @D
oo
17408 Ox00007FFECTZB00 Zascd3800T 02593225348
5 \DeviceHarddiskVolumed\Windows'System 32yrasadhip. 0o 47eT7d42530eccci4b808a5d1f
d Ox00007FFSCT2BAD
oo
5309440 ab43c86a6f1f6571aa091017fe936d5e

1ef83ab1bf7TeTc

@0

0d9793c19a1d4cd

¥ew (SHA-256)

PucyHoOK 52 — Cn1coK 3arpy»eHHbix 6ubanoTtex DLL

BaxHo
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Eciv B npoduie 6e30nacHOCTM areHTa yCcTaHoB/eHa onuuA UckatovaTb
LJd CcOo6bITUA 3arpy3Ku U3BECTHbIX MOAY/eH, TO B cnncke DLL aTux moayaem
He 6ygeT. MNogpObHbIM CMUCOK M3BeCTHbIX DLL-61banoTek cogepKuTtca B

NnyHKTe 6.8.2.

PAZOM C Ha3BaHMeM OMOB/IMOTEKM HAXOAWUTCA KHOMKA packpbitua ()
AO0MNONHUTENbHON MHPOPMaAL MK O COBLITUK, CBA3AHHOM C B1bAMOTEKON. pH HaxkaTUK
/IKM Ha KHOMKY OTKPbIBAaeTCA KAapTO4YKa COObITUI, CBA3AHHAA C pacCMaTpMBaEMbIMU
npoueccom u bubamortekon. Ana npouecca »SYSTEM? 6yaet npeactaBneH CNMCOK
3arpy»KeHHbIX Moay/aen Aapa, AONO/HUTE/IbHAaA MHOOPMAUMA O KOTOPbIX TakXke

CTaHOBUTCA ,ﬂ,OCTyI’IHOVI NpU Ha*XaTM KHOMKA 2.

Bknadka «Tovyku asmo3anycka»

Bo Bkaagke ToukM aBTO3anmycka oTobOpaxkaetcA MHbOPMAUMA O TOYKax
aBTO3arnyckKa, CO34aHHbIX pacCMaTpUBaEMbIM MPOLLECCOM B peecTpe.

PAAOM C Ha3BaHMEM TOYKM aBTO3anycka B Tabsvue HaxOAMTCA KHOMKA
pacKpbITUA A0MONHUTENbHOM MHbOpMaLmK (2 ), KOTOpOe OMNUCbIBAET CO34aHME TOUKM
aBTo3anycka. [puv Haxatmn J/IKM Ha KHOMKY ? OTKpbIBAaeTCA KapTO4yKa 3TOro

cobbITHA.

Bknadka «PacnpocmpaHeHHOCMb»
Bo Bknagke PacnpocTpaHeHHOCTb OTobOpaxaetca wuHbopmauua o

pacnpoCcTpaHeHUM BbIBPAHHOIO NpoLecca B areHTCKoM cetu (puc. 53)

Bpema nepeoii perucrpawmm Ipynna/arent Myt go ucnonksemoroe daina
& WORK / MAXE 10

® WORK / ROMAN-PC WDevicelHarddiskVolumegWin

icetHarddiskVolume3\Wwi

PUCYHOK 53 — BKA1agKa «PacnpocTpaHeHHOCTb»

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
Bepcus 1.0.28 om 09 utoHs 2025




Bksnaoka «Cobbimue cmapmas»

Bo Bkaagke CobbiTMe cTapTa MOKasaHa KapTovka cobbiTmA aAs1A cTapTa

npouecca (pvc. 54).

BpemMsa perucTpanyy Ha cepeepe

Bpema perMcTpaliK Ha aredre

Tun cobbITHA

MNogman cobeTA

KpuTiuHoOTb (YpOBEHbE BAMHOCTH) COGLITHA
AreHt

YHUKaNbHBIA MAEHTUGUKATOP arexHTa

MNaardopma

MonHoe WMA MCNONHASMOTD MOAYAA NPOoLEecca
MaeHTHHMKATOP NpoLUEecca Ha areHTCKOW CcuCTemMe

WAEHTHOWKATOP POAMTENBCKOTO NPOLECCE HA ATEHTCKOM

9.86.2023, 13:17:01
9.86.2023, 13:16:58

Mpoueccs

Crapr npouecca

I —]

-

Sefed3a1f77e18813b5b340f8ad febedc25c254978
Windows .
‘\Device\HarddiskVolumedyWindows\System32ycmd.exe 4,

17164

4448

acTeme

PucyHoK 54 — CobbiTne cTapTa

Bknaoka «lMpasuna/MITRE»
Bo Bksraagke MpaBuaa/MITRE cogepxutca MHPopmauma o cpabaTtbiBaHMAX
aevicTBytowmx B EDR npaBu/, a Tak»Ke TeXHMK, TakTWK 1 npoueayp MITRE (TTP) aas

BbIGpaHHOro npouecca (puc. 55).

CpafameieaHue npasun CpaGameiearue MITRE

Hazeanue npaeuna KOoNWYeCTED CpabaTkIBaHMIA MITRE KOAWYECTED CPabaTbIBaHMIA

win_powershell_file_download #162 T1059/001 3

PucyHok 55 - NMpaBuia/MITRE

6.4.5. Mpoyeccol u MoOynu

Ha cTpaHuue [poueccbl UM MOAYAM MO/b30BaTe/lb  MOXET OLEHUTb
pacnpoCTPaHEHHOCTb MporpamMmbl (MOAY/sl) B areHTCKOM CeTU, a TaKMKe Y3HaTb
BepAUKT Tl-naatdopmbl Mo 3ToM nporpamme. PacnpoCTpaHEHHOCTb MPOrpammbl
MOKA3blBAET, HA KaKMX areHTax noAs/A/ACA Ppait/ C onpese/IeHHON XeLl-CyMMOMN.

Mo/b30BaTe/Ib MOXKET UCKATb HY}KHYIO MPOrpaMmy C MOMOLLbIO PUAbTPOB:

I RT
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1) MokasbiBaTb Mo (10, 20, 50, 100 CTPOK B Tab/uLe);

2) Naatdpopma (Windows uam Linux);

3) Umsa moayas (TpebyeTcsa BBECTU UMA MOAY/IA MO/HOCTHIO);

4) Moanuce;

5) Tun noanucu;

6) Xew mogyas (SHA-256);

7) Mepuoa peructpayun Ha cepBepe (MOXKHO BbibpaTb B CMUCKE WU
KasieHgape).

BepaukT Tl-nnatpopmbl OTKpbIBAETCA, €C/IM M0/1b30BaTe/lb HAXKMET nose ¢
XeL-CyMmMOoW. lepBOHa4a/IbHO OTKPbIBAETCA KPATKUM OTHET. [0/IHbIN OTHET A0CTYNEH,
€C/IM HaXKaTb KHOMKy lMepeinTu K oTyeTy.

Monb3oBaTe/Ib MOMET MPOCMOTPETb AOMO/NHUTE/IbHYIO WHPOpMaLUIO 13
KapTO4KM COObITMA CTapTa NpoLecca, KOTOpaA OTKPbIBAETCA MPU HAXKATUM KHOMKK 7.

B Tabauue ¢ OCHOBHOM uHPOpMaumelr O nporpamme OTobparkatoTcA
caeayroLLme noaa:

1) Bpems peructpauum ctapTa npolecca Ha CepBepe;

2) Bpemsa pernctpayumm ctapTa npouecca Ha areHTe;

3) Ha Kakom areHTe nporpamma 6bi1a 06Hapy»KeHa BNepBbIe;

4) XeLl NporpaMmbi;

5) Umsa daitna (Mma nporpammb);

6) DNIeKTPOHHAA NOAMNUCH;

7) Y10 areHTOB, Ha KOTOPbIX Obl/1a 0BHapyKeHa NporpaMmma;

8) PacnpocTpaHeHue nporpamMmsl (B MPOLLEHTaX OT OBLLEro YAC/1a areHToB).

6.5 A2eHmol
B 06sactn AreHTbl OCHOBHOM MaHenu [porpaMmbl HaxXo4ATCA C/eayloLme
pasgensi:

1) AreHTbl;
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2) Mpynnbi;

3) Bepudukauus;

4) TepmuHan;

5) Tpadukm;

6) XpaHuauLLe;

7) YA3BUMOCTMH.

B pa3sgene AreHTbl npeacTaBieHa wHPopmauuA o060 BCex areHTax,
3aperncTpuMpoBaHHbiX B [lporpamme. Kpome TOro, aAMUMHUCTPATOP MOMKeT
£,006aB/1ATb areHTOB B FPYNMbl UK YA/NATb UX U3 TPYNMbl, CO34aBaTb/yAa/1ATb FPynbl,
BHOCUTb U3MEHEHMA B KOHPUIypaL MO HACTPOEK 3aLLMUTbl AareHTOB U T.1.

B pa3sgene Ipynnbl agMUHUCTPATOP MOXeT CO034aTb HOBYK Tpynny Wau
yAaUTb ee.

B pasgene Bepudukayma agMUHUCTPATOP  MOXeT  MNpPOCMOTpeTb
nHbopmauuto 06 areHTax, OXugawwmx BepuduKaumio U BepudULMPOBATHL
BblbpaHHOro areHTa(oB).

B pa3sgene TepmuHan agMUHUCTPATOP MOXKET BbIMO/HATb KOMaHAbl A/A
ynpaB/ieHUA ONepaLMOHHOM CMCTEMOM, YCTAHOB/IEHHOM Ha XOCTe BbIOPaHHOIro areHTa
C MOMOLLbIO KOMAHAHOM CTPOKM, @ TaK»Ke MPOCMOTPETb KPaTKyto MHPopmaymo o6
3TOM areHTe: UMA KOMMbIoTepa, NpoL,eccop, ip-agpec U T.4,.

B pa3sgene Tpadpukn noab3oBaTe/lb  MOMET  MPOCMATPUBaTb MU
KOHPUrypupoBatb MHPOpMauuio 06 aKTUBHOCTM OTAE/bHO B3ATOrO areHta B
rpadpuyeckom Buge.

B pasgene XpaHuauwe no/sb30BaTe/lb MOXET paboTaTbh C 3arpy»KeHHbIMU
darnamu: npocMmaTpmBaTb NOAO3PUTE/IbHBIE UM TPpebytoLme ucciegosanmsa danbl,
npocMaTpuBaTb NOAPOOHY0 nHPopmaumio 06 3Tux ¢paraax B ot4étax Tl-naatdopmbl,
YAANATb 3arpy»KeHHble ¢dai/bl UAM NMpOCMaTpMBaTh MX B Mporpamme MpoCMOTpa

barnnos n T.4.
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6.5.1. A2eHmol

O6was uHpopmayus

Ha cTtpaHuue AreHTbl B Tab/M4HOM Buge npeacTaBsieHa nHGopmauua ob
areHTax, 3aperucTpMpoBaHHbIX B lporpamme, v noasa ¢puabTpaumm AnA NMOUCKA U
COPTUMPOBKM areHTOB MO 3Ha4YeHUAM GuIbTPOB.

Pabota c Tabsmuen npocmoTpa areHToB 1 puabTpamu, oTobparkeHune oblero
KO/IM4eCTBa 3/1IEMEHTOB B Tabauue, oTobparkeHne BbIOpaHHbIX 3/1€MEHTOB UAEHTUYHbI
OMUCaHHbIM B pa3ge/siax AKTUBHOCTb U UHLUMAEHTBI (CM. MYHKTbI 6.4.1 1 6.4.2).

CTpaHuua AreHTbl NpeACcTaB/eHa Ha PUCYHKe 56.

E— .
sholclelolojel@l dz]r]o]

PucyHok 56 — CTpaHuL,a «AreHTbl»

AFeHTbl, Ha KOTOpPbIX €CTb CUCTEMHbIE WAM  TIPpUKAaAHbIE OLLIM6I-(I/1,

noacBe4nMBalOTCA 3HAYKOM

Moas punempayuu Ha cmpaHuye «AzeHmol»
Ha cTpaHuue AreHTbl NpeayCcMOTpeHbI c/iegytoLme noasa GpuabTpaymm:

1) MokasbiBaTh Mo;
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2) Mpynna;

3) Aomen;

4) Usonauus;

5) Ums areHTa;

6) OnepauMOHHasA CUCTEMQ;

7) UmA KomnbloTepa;

8) 3awuTa areHTa;

9) AreHr;

10) Naatdopma;

11) CeTeBoOM agpec;

12) 3aWMTa OT YA4a/IeHus;

13) AKTUBHOCTD;

14) ABTOMaTH4eckoe O6HOB/IEHHE;

15) 30/10TOM 06pas;

16) Moaa ana ¢puabTpayum (BXoAAT GUABTPDI).

B ¢uabtpe MonAa gaa GuAbTpauMM aAMMHUCTPATOP MOXKeT A00aBUTb
A,0MO/IHUTE/IbHbIE NOAS:

1) Onuma [NO_DRIVER;

2) Npo6/emHbli;

3) YacoBoli nosc;

4) KpUTUYHOCTb;

5) Hannune OTKpbITbIX MHLUAEHTOB;

6) KoHdpurypauus;

7) Moas ¢ Habopamu u npoduaamu (MHAMKATOPLI aTaK, WMHAUKATOPbI
KOMMpOMeTaLmu U T.4.)

OTaenbHbIM 6/10KOM Ha CTpaHuue BblgenAaeTcA CcTpoka Hacrtpowiku DSL,

KOTOpble OTKPbIBAOTCA C MOMOLLBIO KHOMKM . B HacTpoMKax agMMHMUCTPaTop

MOMEeT yKa3aTb Nepuog, permcTpaymm cobbliTuit Ha cepBepe, UCTOYHMK CODbITUA U ero
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MOATUM M CaM 3anpoc, B COOTBETCTBMU C KOTOPbIM ByAeT Npon3BOANTLCA BbIOOPKA U3
CcObbITUI, NPOM3OLLEeALIMX HA areHTax.

Mpun BBOAEe DSL-3anpocoB co3pgaetcA BblIbOpKka Hag 6asom cobbiTuin, U3
KOTOPOW AeNaeTcA arperauua areHToB, MoA/eKalux oTtobpaxkeHuto. Hanpumep,
DSL-3anpoc «sha256:x» BbIBOAWUT CMMCOK areHTOB, MMEIOLLMX COObITUA C YKa3aHHbIM
xewem x (nose sha256 cobbiTHA). B nose CoBnagenus no DSL BbIGOPKM MO 3anpocy
No/b30BaTe/lb MOXeT YBUAETb, CKO/IbKO COObITUM, COOTBETCTBYIOLLMX 3anpocy,
NMPOU30LW/I0 Ha areHTe. HaxknmaaA Ha CCbl/IKY € KOAIMYeCTBOM CODbITUI, MO/Ib30BaTe /b
Cpasy nepenger Ha CTpaHULy AKTUBHOCTb C COOTBETCTBYHOLWLEN PuabTpauuen no
MMeHu areHTta, DSL-3anpocom, a TakXe TpexmMecA4YHbIM MepuogoM perucrpauuu
cobbITHM.

MokasbiBaTb MO — PUALTP YCTAHaB/MBAET KO/IMHYECTBO areHToB, KOTOpble
oTObparkatoTcA Ha cTpaHuue B Tabamue. Bo3moKHO BbiIbpaTb 0TO6paxkeHue no 10, 20,
50, 100 UM 500 areHTOoB.

Mpynna - ¢uabTpyeT areHToB NO HA3BAHWUIO TPYMMbl, K KOTOPOW OHM
npuHag/exar.

AloMmeH — pUAbTPYyeT areHTOB N0 MMEHU AOMEHA, K KOTOPOMY NpUHaAaexKaT
KOMMbIOTEpPbl, HA KOTOPbIX YCTAaHOB/IEHbI 3aperMcTPUpOBaHHbIe B [[porpaMmme areHTbl.

U3onAauma - npu Bbibope o0gHOro W3 3HaveHuit ¢uabTpoB (Bce
areHTbl/U30/aMpoBaH/He 130/MpoBaH) B Tab/uue AreHToB OyayT npeAcTaB/IeHbI
areHTbl, COOTBETCTBYHOLLME BbIDPAHHOMY COCTOAHMIO areHTa.

NUma areHTa — GUAbTPyeT areHTOB MO UMEHU, KOTOPOe OblI0 MPUCBOEHO UM
npu peructpauuun B lporpamme. Takxe MOXHO PUAbTPOBaTb areHTOB TO/IbKO MO
4YacCTu UMEHM.

OnepaumoHHaa cuctema — PpuU/AbTpyeT areHTOB MO YCTAHOB/IEHHOM HA HMUX
onepauuoHHON cucTeme.

MmAa komnbroTepa — u/ibTpyeT areHTOB MO MMEHaM KOMMbIOTEPOB, Ha

KOTOPbIX YyCTAHOB/1€HbI 3aperncTpUpoOBaHHble B [IporpaMmme areHTbl.
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3awmTta areHTa — Pu/IbTPyeT areHTOB B COOTBETCTBUM C TEM, BK/IFOHEHA Ha HUX
3aLMTa UK HET.

AreHT — GuAbTPyeT areHTOB MO BbIOpaHHOMY M3 CMUCKA MMEHM areHTa. MOXHO
BbIOpaTb TO/IbKO OAHOrO areHTa.

Mratpopma - uabTpyeT areHTOB B COOTBETCTBMM C  BbIOpPAHHOM
onepaunoHHon cuctemon: Windows mnau Linux.

CeteBoM agpec — duibTpyeT areHTOB NO BBOAMMOMY B none ¢uabTpa
ceTeBOMY agpecy.

3awmTa oT yAasneHusa — no3soaAeT GuabTpoBaTb MHPOPMALMIO HA CTpaHULE
MO areHTam C BK/IKOYEHHOW WU BbIK/IKOYEHHOW OnuMen Mapo/ibHOM 3alMTbl OT
YAQ/NI€HUA areHTa.

AKTMBHOCTb - T1pu BblbOpe o0gHOro wu3 3HadeHuin ouabtpa (Bce
areHTbl/AKTMBEeH/He akTuBeH) B Tab/uue AreHTOB OyAyT MpeAcCTaB/eHbl areHTbl,
COOTBETCTBYHOLWME BbIDPAaHHOMY 3Ha4YEHMUIO.

ABTOMaTMyeckoe oO6HOB/eHMe - UAbTPYeT areHToB MO MPU3HAKY
BK/IKO4EHHOr O U/I1 BbIK/IKOYEHHOrO aBTOMAaTHU4YeCKOro 06HOB/IEHMA.

3o0n10T0M 0b6pa3 — no3BoasAeT PuAbTPOBATb UHPOPMALMIO HA CTpaHWLE MO
areHTam C COOTBETCTBYIOLMM COCTOAHUEM 30/10TOro 0bpasa, A4OCTYMNHbI C/1egytoLme
napameTpbl PuAbTpaLmu:

— Bce areHTny;

— He oTtcnexxkunsaeTcs,

— CooTBeTCTBME;

— metoTca oTn4ma.

Mona pana ¢uabTpauymm — npu BbibOpe 3HayYeHur B duabTpe Mona ansa
buabTpaLMM Ha CTPaHULYY AOMO/HUTE/IbHO MOryT ObiTb gobaBaeHbl crepylowme
¢unbTpbl:  Onuma/NO_DRIVER, Mpob6aemHbiit, YacoBoi nosAc, KoHpurypauus,
KputnuHoctb, Haznnume OTKpBITHIX MHUMAEHTOB, WckaloyeHua paaa  ¢$painos,

UckaoueHna pana nporpamm, WMHauKatopbl Komnpomertauuu, YARA-npasuia
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(daiinbl), YARA-npaBuaa (namaTb), MHAMKATOPDbI aTaK, MCKAIOYEHUA UHAUKATOPOB
atak, NMNpo¢puam AuTnwmepa, Npodpuan 6e3onacHOCTU areHTa.

OnuuAa [NO_DRIVER - no3BosseT ¢pu/ibTpOBaTb areHTOB B COOTBETCTBUM C
TeM, BK/IOYEH /1N ApaiBep Ha areHTe uam HeT (4/1A areHTa ¢ YCTaHOB/IEHHOW onumeit
NO_DRIVER oTcyTcTByeT BO3MOKHOCTb NEPEBOAUTb MALLMHY C areHTOM B U30/1IALMIO,
a TaKXXe OTCYTCTBYeT 3allmTa, TO eCTb MpaBW/Ia MHAMKaALMKM aTak, cpabaTbiBaHue
MHAWMKATOPOB KOMMNPOMETALUMN He NMPUBOAAT K 3aBepLUEHMAM MPOLECCoB, 3anpeTy
TeX WU/M UHbIX AEUCTBUI MOTEHLMA/IBHO OMACHbIX MPOrpaMm U T.4.). 3aLMUTy areHTa
NP BbIK/IKOYEHHOM gpaliBepe TaKKe, Kak U U30/1ALMI0, HEBO3MOXHO BK/IHOYUTD.

Mpo6/emHbIi — GUAbTPYET areHTOB MO OTCYTCTBUIO/HA/IMUYMIO CUCTEMHBIX U/U
MPUKAAAHbBIX OLWMOOK Ha areHTax, rae nod CMCTEMHbIMU MOAPa3yMeBatOTCA OLMOKHK
ApanBepa, a No4 NPUK/A3AHbIMU — OLLMOKM CAy»KObl areHTa.

YacoBoii noAac — dpu/bTpyeT areHTOB Mo YaCOBOMY NOACY, YCTAHOB/IEHHOMY Ha
areHTax.

KoHdurypauma — puibTpyeT areHTOB no npuBA3aHHON KOHPUIypaLmMm, MOXHO
BbIOpaTb BCeX areHTOB M areHToB, Y KOTOPbIX 334aHbl He BCe HACTPOMKM
KOHPUrypaumu.

KputnyHoctb — duabTpyeT areHTOB MO 334aHHOM ANA HUX KPUTUHYHOCTM,
npeAcTaB/eHbl C/eaylolme CcTeneHn KpuTudHocTu: Hwuskaa, Huke cpepgHero,
CpeaHAasn, Boicokana, KputuyHas.

Hasnume oTKpbITbIX MHLMAEHTOB — GW/ILTP NOKA3blBAET areHTOB C OTKPbITbIMU
WHLUMAEHTaMU UAn 6e3 MHLMAEHTOB.

Uckatouenna gaa ¢panioB — GuibTpyeT areHToB Mo HAa3BaHUIKO BbIODpaHHOMO B
none ¢uibTpa Habopa McKaYeHun ana dannos. B Tabauye byayT npeacTaBieHbl
TO/IbKO areHTbl, MpuMBA3aHHble K 3TOMy Habopy. MNogpobHaa uHdopmauma o6
UCKAOYEHMAX A1A $aiioB COAEPKUTCA B MYHKTE 6.7.

UckatoueHuna gaa nporpamm — GuibTpyeT areHTOB MO Ha3BaHUIO BbIOpaHHOTO

B no/1e puibTpa Habopa UCK/OYEHUSA A7 NPOrPaMM.
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B Tabnvue 6yayT npeacTaB/ieHbl TO/IbKO areHTbl, MPUBA3aHHbIE K 3TOMY
Habopy. MoapobHasa nHdopmauua 06 UCKAOHEHUAX A8 NPOrPaMM COAEPKUTCA B
MyHKTE 6.7.1.

UHguKaTopbl KomnpomeTauuu - OuibTpyeT areHToB MO  HA3BaHUIO
BbIOpaHHOro B nose ¢uabTpa Habopa MHAMKATOPOB KomnpomeTtauuun. B tabauue
OyayT npeAcTaB/eHbl TO/IbKO areHTbl, NPMBA3aHHbIE K 3TOMY Habopy. MoapobHaa
MHPopmauma 06 MHAMKATOPAX KOMMNPOMETALMN COAEPKUTCA B MYHKTE 6.6.1.

KypHanbl — puabTpyeT areHToB NO Ha3BaHMIO BbIOpaHHOro B nose ¢puabTpa
Habopa kypHanoB. B Tabavue byayT npeacTtaBneHbl TO/IbKO areHTbl, MPUBA3AHHbIE K
3TOMY Habopy. lMoapobHaa nHPopmaLmaA O KypHasnax COAEPKUTCA B NMYHKTE 6.6.4.

YARA-npaBuna (®Paiiabl/llamatb) — ¢UAbTPYeT areHTOB MO  HA3BaHUIO
BbibpaHHOro B nose ¢uabTpa Habopa ¢annosbix curHatyp. B Tabavue O6yayt
npeACTaB/IeHbl TO/IbKO areHTbl, MPUBA3aHHbIE K 3TOMY Habopy.

NHguKaTopbl atak — GWU/IbTPyeT areHTOB MO HAa3BaHWIO BbIOpaHHOro B nose
dunabTpa Habopa MHAMKATOPOB aTak. B Tabauue 6yayT npeacTaB/aeHbl TO/IbKO areHTbl,
npvBA3aHHble K 3TOMYy Habopy. MogpobHaa mHbopmauma o6 uHaMKaTOpax aTak
COAEPHKUTCA B MyHKTE 6.6.1.

UcKkAlOYEeHUA MHAMKATOPOB aTtak — Gu/ibTpyeT areHTOB MO MPUMBA3AHHbIM
Habopam C UCKAOYEHUAMU UHAMKATOPOB aTak.

Mpoduamn AuTULIMPa — PUABTPYeET areHTOB MO Ha3BaHUIO BbIDPAHHOr O B No/ie
¢unbTpa npopuaa AHTUWLIMGPA.

B Tabavue 6yayT npeacTaB/ieHbl TO/IbKO areHTbl, MPWMBA3AHHbIE K 3TOMY
npodwuto. NoapobHaa nHdopmaumna o npoPuaax AHTUWLIMGPA COAEPKUTCA B MyHKTE
6.8.1.

Mpoduan 6GesonacHocTM areHTa — OUAbTPyeT areHTOB MO HA3BAHUIO
BbibpaHHOro B nose ¢wuabtpa npodwmaa H6e3onacHOCTU areHTa. B Ttabauue 6yayt
NnpeAcTaB/ieHbl TO/IbKO areHTbl, MpuBA3aHHble K 3TOMy npoduato. MoapobHaa

nHpopmauma 0 NpOPUAAX 3aLMTbl AAHHbIX COAEPHKUTCA B MyHKTE 6.8.2.
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UH@popmayus 8 mabauye c azeHmamu
B wanke Tab/1ubl NPOCMOTpPa areHTOB NMpeACTaB/1eHbl CeAytoLme no/s:

1) NMose BbIGOpa areHToB (OTMEYeHO KHOMKOM Bbibopa ' U nepek/toyaTesem

)

2) Mpynna/MmA arexTa;

3) BepcusA areHTa;

4) EPS;

5) CeTeBble agpeca;

6) AomMeH/UMA KOMMNbOTEpa;

7) OnepayuMoHHan cucTema;

8) Yacosoli nosg;

9) CocToAHME;

[Mone ¢ KHOMKOM BbIbOpa npumeHAeTca aaAa Bbibopa B Tabauue ogHOro uam
HEeCKO/IbKMX areHTOoB. /1/19 3TOro HeobxoaMMO OTMETUTb (/A1IaXKKOM KHOMKK BbibOpa
ANA COOTBETCTBYIOLLMX areHToB. /1A OTMeHbI C/1e4yeT Ha*KaTb Ha KHOMKY Bblbopa
NMOBTOPHO. /nA BbibOpa B Tab/uue BCex areHTOB, MOKa3aHHbIX HA OA4HOW CTpaHuLe,
HeobXx0A4MMO OTMETUTb B/1aXKKOM BEPXHIOK KHOMKY BbibOpa B cT0A16L,e no/s Bbibopa

dreHToOB.

Ec/m TpebyeTca OTMETUTb BCEX areHTOB, MOKa3aHHbIX Ha BCeX CTPaHULaXx,

TO HeO6X0AMMO NepeBecTU nepek/aoyaTe/ib BoibpaTh Bce 3/1€MeHTbl BO

BK/IIOYEHHOE MO/10KeHue (.: ). Mpy 3TOM Nepexo4 Ha APYryro CTPaHULLY

nepesBoAaunUT NepekK/1io4aTe/lb B BbIK/IKOYEHHOE MO/10XKEHUE.

Ipynna/UmsA areHTa — cogepKUT UMA FPynbl, KOTOPOW NPUHAA/IEKUT areHT, 1

MMA ar€eHTa, Ha KOTOpOM npou3owe/s1 UHUMAEHT.
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Kpome TOro, pAgom ¢ uMeHeMm areHTa oTobparkaeTcA 3HaYOK, YKa3biBaOLLUM
Ha NpUHAaA/eXHOCTb areHTa naatdopme Windows uam Linux.

Bepcua areHTa — nokasbiBaeT HOMEpP BEPCUM areHTa.

EPS - nokasbiBaeT cpegHee KO/NMYECTBO COObITUM B CEKYHAY Ha areHTe 3a
OTPEe30K BPEMEHU PaBHbI 15 MUHYTaM.

CeTeBble agpeca — B no/sie oTobparkatoTca ip-agpeca, Ha3Ha4YeHHble A1 BCex
ceTeBbIX MHTEepdEenCcoB KOMMNbIOTEPA, HA KOTOPOM YCTAHOB/IEH areHT.

MmAa kommnbloTepa — B no/se OTobparkaeTca MMA KOMMbIOTEPA, HA KOTOPOM
YCTQHOB/IEH areHT.

OnepaymoHHasA cuctema - B no/se oTobparkaeTcA HassaHue OC, nog
ynpaB/ieHMeM KOTOpOM paboTaeT KOMMbIOTEP, HA KOTOPOM YCTAHOB/IEH areHT.

YacoBoM noAc — B nose oTtobpaxkaeTcsa 4acoBOM MOAC, HACTPOEHHbIM Ha
KOMMbIOTEPE, HA KOTOPOM YCTAHOB/IEH areHT.

CocTtosHMe — B nNo/1ie oTobparkaeTca MHPopmauma O COCTOAHUM KOMMbIOTEPA,
Ha KOTOPOM YCTAQHOB/IEH areHT U uHPopmauuAa O dUKCauUM CrnMcKa Mporpamm,
YCTaHOB/IEHHbIX HA MaluuHe ¢ areHTom (30/10Toro obpasa). CoCcToAHUE MOKET
NpUHMMaTb 3HayYeHuA AKTuBEH/He akTMBEH, a TakXke B c/yvae m3osaumm APM ¢
YCTaHOB/IEHHbIM HA HEM areHTOM AO0MO/IHUTE/IbHO MOXeT ObITb MPUCBOEHO 3HaYeHue
M3oaupoBaH. EC/in areHT He aKTMBEH, TO Mo/b30BaTento byaeT NMOKasaHO Bpems
nociegHer aKTUMBHOCTM areHta. TakKe BHEe 3aBUCMMOCTM OT  aKTUMBHOCTU
oTObparkatoTcA gaHHble 06 OTKPbLITbIX MHLMAEHTAX Ha areHTe.

CocToAHME B YaCcTU OTC/IEXKMBAHUA 30/10TOr0 obpasa oTobpaxkaercA B

Tab/mue MKOHKaMMU:

—
'r_"'-._‘ \/7

W - cooTBeTCTBME 30/10TOMY Obpasy;

¥ — nmeloTCA OT/IMYMA B CPaBHMBAEMOW WMHPOPMaLUU, NPUXOAALLEN OT

areHTa, 06 yctaHoB/sieHHOM 10 (30/10TbIM 06pasom).
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Kasgan cTpoKa Tab/mLbl areHTOB COAEPKUT A,0MO/THUTE/IbHYHO MHPOPpMaLUIO.
A5 MpOCMOTpa 3ToM MHGOPMaLMU HEOBXOAMMO HAXKaTb KHOMKY PacKpbiTuA * B
no/ie C KHOMKOM Bbibopa 3/1emeHTa Tab/mLbl AreHTbl.

AononHuTeIbHasA MHPopmauma 06 areHTe npeAcTaB/eHa B Tab/IMYHOM BUAE U
COAEPKUT NOAA:

1) ID AreHTa;

2) Ums;

3) Bepcus;

4) TOKeH;

5) BpemsA ycTaHOBKY;

6) Bpemsa nocnegHero 06HOB/IEHUS;

7) Bpems nocsegHen Bepudukauum;

8) Bpems 3arpy3sKu cuCTeMbI;

9) Mpoueccop;

10) Ko/nyecTBo Agep npoLeccopa;

11) O6bem onepaTtunBHoM namaTn (MB);

12) CobbITHS;

13) UHUMAEHTD;

14) U30nAuus;

15) 3awmTa;

16) ABTOMaTM4eCcKoe 0OHOB/IEHUE;

17) OnuuAa [NO_Driver;

18) 30/10TOM 06pas3;

19) 3awmTa OT YAa/1eHUS;

20) TepmuHan;

21) OnucaHue.

YacTb nosen BblIHECEHO B OTAe/bHY 06/1acTb KoHdurypauum, B KOTOpOM

MOKa3aHbl NPUBA3AHHbIE K areHTy KOHPUrypaumoHHble Habopbi:
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1) UHAMKATOpbI aTak.

2) MHAMKaTOpbl KOMNpOMeTaLMy;

3) YARA-npaBuaa (paibl);

4) YARA-npaswaa (namsaTb);

5) *KypHasbi;

6) UcktoUeHuA 4218 Mporpamm;

7) Ucknodennsa aas daiinos;

8) CeTeBble UCK/OYEHUS;

9) MCKkNtO4EeHMA MHAMKATOPOB aTak;

10) Mpoduab 6e30nacHOCTH areHTa;

11) Npoduib AHTULLIMDPA3;

12) Mpoduab KoHTpo/1A USB.

ID AreHTa - B No/1€ NoKa3aH Habop CUMBO/10B, UAEHTUPULMPYIOLLLMIM areHTa Ha
cepsepe.

UmMA — umA areHTa, nNpUCBOEHHOE eMy aAMUHWCTPATOPOM BO Bpems
perucTpaumm areHTa B [lporpamme.

Bepcua - B Mo/se nNOKasaHa akTya/lbHAaA BepCMA  YCTaHOB/IEHHOIO
ANCTPMOYTMBA areHTa.

ToKeH — B Mo/e NOKasblBaeTCA 4aCTb K/KOYQ, NMPUCBOEHHOrO areHTy A/
BepUPUKALMU C MOMOLLIO 3TOrO K/1t04a Ha cepBepe.

Bepudukauua - B nose otobpaxkaerca nHbopmauma o Tom, BepupuumnpoBaH
WU He BepUOULMPOBAH areHT.

Bpema ycTaHOBKM - B no/se oOToOpaxkaetcA uHbOpMALMA O BpemeHU
YCTaHOBKM areHTa.

BpemAa nocnegHero o6HoB/eHUA — B no/se oTobpaxkaercAa MHPopmMauumAa O
BPEeMeHU Nnoc/1egHero 06HOB/IEHMA areHTa.

Bpemsa nocnegHeit BepuduKaumum — B rnosie otobpaxkaetca uHbopmauma o

BPeMeHU noc/iegHen sepuduKaLmm areHTa.
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Bpemsa 3arpysku cuctembl — B nosie otobpaxkaeTcsa MHbopmauus o gate u
BPEeMEHU NoC/1eAHeN 3arpy3Ku onepaLmoHHOM CUCTEMbI, MO, yNpPaB/i€HUEM KOTOPOW
AENCTBYeT areHT.

Mpoueccop - B nose oToOpa)kaeTcAd HauMMEHOBaHWe mpoueccopa
KOMMbIOTEPA, HA KOTOPOM YCTAHOB/IEH areHT.

KoanuectBo Agep npoueccopa — B Nno/sie 0TOOparkaeTcAa Ko/M4ecTBO AAep
npoueccopa KOMMbIOTEPA, HA KOTOPOM YCTAHOB/IEH AreHT.

O6bem onepatuBHoi mamAT™M (MB) — B nose oTobpaxkaerca obbem
ornepaTUBHOM MAMATU KOMMbIOTEPA, HA KOTOPOM YCTaHOB/IEH areHT. O6bem yKasaH B
merabanTax.

CobbiTMA — B nose oTobpaxkaeTrcA MHGOPMALMA O KO/MYeCTBE COObITUH,
OOHapy»KeHHbIX Ha KOMMbOTEpe C YCTaHOB/IEHHbIM areHToM. WHbopmaums
MOKa3bIBaETCA 32 CYTKMU U 3a NOC/IeAHME 15 MUHYT 7 &7k 0 /30150 @ Ty HaxKaTUK
/TKM Ha 4nc10 cobbITui NpomncxoAmuT nepexod Ha CTpaHuLy AKTUBHOCTb.

UHUuMgeHTBl - B rnose oTobpaxaeTcA  KO/NMYECTBO  MHUMAEHTOB,
3aperncTpupoBaHHbIX B [lporpamme ans BbIOpPAHHOrO areHTa 3a BCe Bpems
(GYHKUMOHUPOBAHUA M KO/IMYECTBO OTKPbLITHIX HA AAHHbIM MOMEHT WHLUAEHTOB
Beezo: 0/ Omipeimec: 0 Tpy axaTum /IKM Ha YMCA0 MHLMAEHTOB MPOMCXOAUT Mepexos,
Ha cTpaHuLy UHLMAEHTDI.

U3ossAumA — B nose oTobpaxkaeTtca undopmauma 06 n3oaaumm Komnbtotepa C
YCTaHOB/IEHHbIM AreHTOM OT OCTa/IbHOM YacTU BbIYUC/IUTE/NIbHOM ceTu. Ecam

KOMMNbOTEP M30/IMPOBAH, TO 3HAYOK M30/1ALUN OTO6pa)KaeTCF| B BNAE 3aKpPbITOro

-

3adaMKa }. Ecam KOMMNbOTEP HE M30/IMPOBAH, TO 3HA4YOK U30/1ALNN 0T06pa>KaeTc;=| B

BUAE OTKPbLITOro 3amMKa O, Mpu HaxaTuM Ha 3Haukm © /O NMPOUCXOAUT Mepexos Ha
CcTpaHuLy AreHT B pa3ges Hactpoiika areHra.
3awmTa - B no/s1e 0TOOparkaeTcA COCTOAHUE BK/IKOYEHA UM OTK/IKOHYEHA 3aMTa

areHTa.
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ABTOMaTHM4Yeckoe obHOB/eHUe — B nNose oTobpaxaeTtca nHbopmaumua o Tom
BK/IKOYEH W/IM OTK/IKOYEH /I MapameTp ABTOMaTu4yeckoe o6HOB/IeHUe Ha areHTe.

OnuuA [NO_DRIVER - B nosie oTobpakaeTcA yCTaHOB/IEH /M areHT C onuuen
6e3 gpaiiBepa (MMeKTCA COCTOAHUA: YCTAHOB/IEHA ONUMA, HE YCTAHOB/IEHA ONuuA).

3o0n0TOM 06pa3s — B none otobpaxaercA MHOpPMALMA O COOTBETCTBUM
MpOrpaMm, YCTAHOB/IEHHbIX Ha areHTe, 3adUKCUPOBAHHOMY CNUCKY (30/710TOMY
obpasy).

3awmTa oT yAaneHus — B nosie otobpaxaerca MHPopmaumna o0 TOM, BKAKOYEHA
/1 3alLUTa OT YA3a/1€HUA areHTa U/in HeT.

TepMHHan — rno/ie COAEPXMT KHOMKY nepexoga K TepmuHany =) ana paborbl
B KOMaHAHOWM CTPOKE C KOMMbIOTEPOM, Ha KOTOPOM YCTaHOB/IEH areHT. [1pu HaxkaTum
KHonku ™= npouncxoamnt nepexog Ha ctpaHuuy TepmuHan.

OnucaHue — no/e cogep*KUT NPOMU3BO/IbHOE OMNMMcaHMe areHTa.

MHaMKaTopbl aTaK — B No/1e 0TOOpaxkatoTcA Ha3BaHNA HAOOPOB UHANKATOPOB
aTaK, Ha3Ha4yeHHbIX areHTy. lpu Haxkatum /IKM Ha Ha3BaHuu Habopa npoucxoauT
nepexog Ha ctpaHuuy Habopbl MHAMKaTOPOB aTak B pasaesnie MHAUKaTOpbI aTak.

MHaMKaTOpbl KOMMpOMeTaumumu — B N0/1e 0TOOpaxKarTcA Ha3BaHWA Habopos
MHAWKATOPOB KOMMpOMeTauuu, Ha3HavyeHHbIX areHty. [lpy Haxatum /IKM Ha
Ha3BaHWM Habopa NpoMCXOoAMT nepexos Ha cTpaHuuy Habopbl MHAMKaTOpOB
KoMnpomeTauuu B pa3ae/sie UHAMKaToOpbl KOMIpOMeTaLUu.

YARA-npaBuaa — B no/zie otobpaxkaroTcA Ha3BaHuA Habopos YARA-npaswu/,
Ha3Ha4eHHbIX areHTy. [1pu HaxaTuu /IKM Ha Ha3BaHMM HAbOpa NPOUCXOAUT Nepexos,
Ha cTpaHuuy Habopbl YARA-npaBua B pasgesie YARA-npasuna.

’KypHasnbl — B nose oTO6paKalTCcA Ha3BaHMA HaAbOpPOB KypHa/oB,
Ha3Ha4eHHbIX areHTy. Mpu HaxkaTum /IKM Ha Ha3BaHMM Habopa NPOUCXOANT Nepexoy,
Ha CTpaHuLy KypHanbl.

UckatoueHna ana nporpamm — B no/se otobparkatoTcA Ha3BaHuA HabopoBs

NCKOYEHUI AN1A NPOrpaMM, Ha3HAYeHHbIX areHTy. Mpu HaxaTtum /IKM Ha Ha3BaHuU
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Habopa npoucxoauT nepexos Ha CTpaHuuy MWMckaouveHnAa ana nporpamm B
OAHOMMEHHOM pa3sgere.

UckatoueHna pgaa ¢ainoB — B nose OTOOparKatOTCA Ha3BaHWA HabopoB
UCKAOYeHU anAa GaiaoB, HAa3HAYeHHbIX areHTy. [pu Haxatum /IKM Ha Ha3BaHuM
Habopa npoucxoauT nepexod Ha CTpaHuuy MWMckaovenua pgaa  $aiiios B
O/ HOMMEHHOM pa3ge/e.

CeTeBble UCK/IOYEHUA — B NMO/1e OTOOPAXKAOTCA Ha3BaHNA HAaboOpOB ceTeBbIX
WCK/HOYEHWIA, HA3HAYeHHbIX areHTy. [llpu Hakatum /IKM Ha HasBaHuu Habopa
NMPOUCXOAMUT Nnepexoy Ha cTpaHuly CeTeBble UCK/AI0HYEHUA B O4HOMMEHHOM pasgese.

UcKatoueHnA MHAMKATOPOB aTak — B 0/1e 0TOOparkatoTCcA Ha3BaHWA Habopos
UCKNOYEHUA UMHAMKATOPOB aTaK, Ha3Ha4yeHHbIX areHTy. lpu Hakatum /IKM Ha
Ha3BaHWM Habopa NPOMCXOAMT Mepexod Ha CTpaHuuy MUCKAIOYEeHUA MHAUKATOpPOB
aTaK B O4HOMMEHHOM pasgesie.

Mpopuab AHTMLIMPpPa - B nose oTobpakaercA Has3BaHue npodwuan
AHTULWINPPA, K KOTOPOMY NMPMBA3aH areHT. [pu Ha>kaTun /IKM Ha Ha3BaHUKU npopuaa
NMPOUCXOAMUT Nepexos Ha ero CTpaHuy.

Mpoduab 6esomacHocTM areHTa - B nose oTobpaxkaercA npoduab
6e30MmacHOCTH, K KOTOPOMY MpMBA3aH areHT. [lpu Haxatun /IKM Ha Ha3BaHuM
npoduia NponCXxoauT Nepexos Ha CTpaHuLy 3Toro npoduaa.

Mpoduab KoHTpOAa USB — B nose otobparkaetca npoduib KOHTpoaa USB, K
KOTOpPOMY NpuBA3aH areHT. Mpu Haxatum /IKM Ha Ha3BaHWM NpOPUAA MPOUCXOANT

nepexog, Ha CTpaHULLy 3TOro npoduA.

Onepayuu c azeHmamu
Ha cTpaHuue AreHTbl agMUHUCTPATOP MOXET BbINO/IHATL pPa3/IMyHbIe
rpynnoBble AEeNCTBUA C MPOU3BO/IbHbIM KO/MYECTBOM areHToB. MHpopmauma o6

areHTax, 3aperMcTpMpoBaHHbIX B [lporpamme, rnpeacrtaB/seHa B Tab/M4yHOM Buge.
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YTobbl BbLIOpaTb areHTa M MPUMEHWTb K HeMy Ofnpeje/ieHHOe [AeNcTBue,

a/;MMHUCTPATOPY HeO6X0AMMO OTMETUTL 3TOro areHTa daaxkkom ().

CoBeT

U

() EcmTpebyeTcAa OTMETUTb BCEX areHTOB, MOKa3aHHbIX Ha BCeX CTPaHMLaXx,

TO He0H6XO0AMMO nepeBecTu nepekatovaTe/Ib BoibpaTb Bce 3/1€MeHTbI BO

BK/IIOYEHHOE MO/10KeHUe (.: ). lpy 3TOM nepexog, Ha APYryto CTPaHULLy

nepeBoguT NnepekK/1to4aTe/1b B BbIK/THOHYEHHOE MO/I0XKEHUE.

B HWKHEM YacTM CTpaHuubl AreHTbl HAXOAMTCA MNaHe/lb onepauui ¢
BblOpaHHbIMM  areHTamu. [losb3oBaTeno [porpamMmbl  AOCTYMHbI  CleaytoLime

onepauyuu:

1) AobGaeuts E rpynny ~  §

)

2) MpUMeHUTb KOHUrypaLuio — ;

3) M30/1MpoBaThb BbIGpaHHbBIX areHTOB — E;

4) OTMEHUTb U30/IALMIO BbIOPAHHBIX AareHTOB — ﬂ;

5) BK/IOUUTb aBTOMATUYECKOE OBHOB/IEHME BbIOPAHHbIX areHTOB — E;
6) OTK/IOYUTb ABTOMATUYECKOE OBHOB/IEHUE BbIOPAHHbIX areHTOB — ;
7) BK/AOUUTB 3aLUUTY HA BbIBPAHHOM areHTe — m;

8) OTK/IOYUTD 3aLUMTY HA BbIOPAHHOM areHTe — E;

9) 3aduKcmMpoBaTh cocTaB MO BbIbpaHHbIX AreHTOB B KayecTBe 30/10TOr0

obpasa - '

)

10) OTK/OUUTD OTC/IEKUBaAHME COCTaBa MO BbIOpaHHbIX areHTOB 30/10TOMY

obpasy -

)
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11) BK/IIOUMTb 3aLLMUTY OT yAa/1IeHMA A4/19 BbIOpaHHbIX areHTOB — ;

12) BbIK/IHOYMTD 3aLUUTY OT yAa/1eHMA A/1A BbIOPAHHbIX areHTOB — ;
13) U3MEHUTb KPUTUYHOCTb A/1A BbIOPAHHbIX areHTOB — E

14) BbINO/IHUTb KOMAHAY Ha BbIOPAHHbIX areHTax — ;

15) UckA0unTb BbIOPaAHHbBIX areHTOB U3 CBOUX FPYMM — ;

16) Yaa/1Tb BbIOpaHHbIX areHToB —
A06aBuTb B rpynny — GyHKUMA NO3BO/IAET 4006aBAATL areHTOB B BbIOPaHHYHO

rpynny. AnA 4o6aB/eHUA He0BX0AMMO OTMETUTb (A1aXKKOM OAHOIO M/IM HECKO/IbKUX

dreHToB, Ada/ie€ Ha*XaTb KHOIMRY , nocsane 4yero Bbl6paTb onepauuro 13

cnucka (puc. 57).

| Jobaeuts E rpynny ™

BeiBpate rpynny

Cozaate HOBYHD

PucyHoK 57 — Bbibop onepauum c areHTom

Ecam Heobxoammo f,06aBUTb BbIOpaHHOMO/BbIOPAHHbBIX areHTa/areHToB B yiKe

CO3/aHHYIO FpynMy, TO C/Ie4yeT K/AUKHYTb MO KHOMKe BbibpaTtb rpynny, noc/e yero B

OTKPbIBLLUEMCA OKHe BblbpaTb HYKHYHO rpynny (puc. 58) M HaxaTb KHOMKY ,

noc/sie 4ero NoATBEPAUTb AeNCTBME.
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[o6aeuTe areHToB B rpynny X

PucyHok 58 — Bbibop rpynnbl U3 cnmcka

Ecam Heobxoammo f06aBUTL BbIOpaAHHbIX areHTOB BO BHOBb CO3/4aBaeMyto
rpynny, To c/1e4AyeT KAMKHYTb Mo KHorKke Co34aTh HOBYHO (CM. pUC. 57), NOC/Ie Yero B

OTKpbIBLLEMCA OKHE BBE€CTU Ha3BaHUE B CTPOKE HasBaHue rpynmnbl M1 HaXXaTb KHOMKY
==x)

MpumeHnTb KOHOUrypaumio — GyHKLMA NO3BOAAET NPMBA3bIBATL HAOOPbLI C
KOHOUrypaumamm K BbIbpaHHbIM areHTam. /119 NpUBA3KK K onpegeneHHoOMY Habopy

O4HOrO W/M HECKO/IbKUX areHToB HeobX0AMMO OTMETUTb UX (/1a’*KKOM B CTO/16Le

BbIOOpa areHTOB, MOC/e Yero Ha)KaTb KHOMKY MpUMeHeHuA KOoHurypaumm -
OTKpoeTcA OKHO lpumMeHeHMe napameTpoB KOH$Urypauum, B KOTOPOM MOKHO
Ha3Ha4MTb Habopbl C NMpaBU/IaMK, UCKAOYEHUAMU U NPOPUAAMU ANA OTMEYEHHbIX
areHToB.

Mocne 3aBepLUeHUA BbiIbOopa HeOH6X0AMMO HaxKaTb KHOMKY [pUMEHUTB.

Mo OoTHOWeHMIO K Habopam, paHee NMPMBA3AHHbIM K areHTam, Nno/b30oBaTe/b
MOMET BbINO/IHUTb C/1eAytoLme AeUCTBUA:

— 3aMeHUTb Habopel;

— BCTaBUTb Habopbl B Ha4ano (BbibpaHHble HAabopbl ByAYyT NOCTaB/EHDbI Nepes,
paHee npuBA3aHHbIMKU Habopamu), NOPAAOK HAOOPOB BaKeH, TaK KaKk aHA/IM3aTOPbI
paboTatoT C NepBbIM OAMHAKOBLIM 3/1EMEHTOM U3 ABYX pPa3Hblx HAOOPOB, Hanpumep,

OAHOMY U TOMY e AOMeHY MOMeT ObITb NPUCBOEHO B OAHOM Habope aencTaue
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PaspewmTb, a B 4pyrom BnokupoBaTb, COOTBETCTBEHHO, OyAeT BbINO/IHEHO AeUCTBUE
ANA OMeHa 13 Habopa, NpoaHa/IM3UPOBAHHOIO NepBbIM;

— yAaneHve Habopos (BbibpaHHble Habopbl ByayT yAaseHbl U3 CUCKa paHee
MPUBA3AHHbIX K areHTam Habopog).

AAMUHUCTPATOP TaKXe MOXeT BblIbpaTb KOHPUrypaumto us Wwab/1oHa, B 3TOM
c/ly4ae npou3ongeT 3aMeHa paHee MpMBA3AHHOM KOHPUrypauum Habopos u
npodwuien.

N30/1MpoBaTb/OTMEHUTbL U3O/AALMUIO Ar€HTOB — YTOObI M30/IMPOBATb OAHOMO

NN HECKO/IbKNX areHToB, H€O6XOAVIMO OTMETUTb UX (I)/'la)-KKaMM, noc/z1e€ 4ero Ha*xatb

KHOTKY ﬂ, Aa/ziee BBECTH KOMMeHTapMI‘/JI B OTKpPbIBLUEMCA OKHE I'Iepexo,q K u3onaymm

dr€HTOB N Ha*XaTb KHOMKRY OTI'IpaBMTb. ﬂ,/’lﬂ OTMEHbI N30/1AUNN HEO6XOAI/IMO OTMETUTb

M30/IMPOBAHHbIX areHTOB ¢/1axKKamMu, MoC/ie 4ero Ha)KaTb KHOIMKY . Aanee
NOATBEPAMUTb AEMCTBUA B OTKPbIBLUEMCA OKHE, Ha*KaB KHOMKY BbINO/IHUTD.
BKAKOYUTB/OTKAKUYUTD AaBTOMATUYECKOE OOHOB/IEHME BbIGPAHHbIX areHTOB —
MO YMO/IMAHUIO HA BCEX areHTaxX BK/KYEeHa Onuus aBTOMAaTMYeCKOoro O6HOB/IeHUA,
4TOObl €e OTK/NHUYUTb, HEOOXO0AMMO OTMETUTb (/IA’KKAMM HYXKHbIX areHToB, rnoc/e
4yero HarKaTb KHOMKY M NOATBEPAMUTb AENCTBME B OTKPbIBLUEMCA OKHe. AAsA

obpaTHOM onepauuM HeobXoAUMO OTMETUTb (dAa*KKaMM areHTOB, A/A KOTOPbIX

BbIK/IFO4YEHA OMuMA aBTOMAaTU4eCKOro OOHOB/IEHUA U HAXKaTb KHOMKY , noc/ae yero
noATBEPAUTL AEUCTBME B OTKPbIBLLEMCA OKHe.

BK/AOYEHMEe/OTK/IIOUEHME 3aLMUThl HA BbIDPAaHHOM areHTe — 3aLMTa BK/IK0YEeHa
MO YMO/IMAHUIO Ha BCEX areHTax, ecim Tpebyetca, 4Tobbl QYHKUMM 3aWwmTbl Obln

OTK/IKOYE€HbI Ha areéHTax, To H€O6XOAMMO OTMETUTb UX Cl)/'la)-KKaMM, nocsne yvyero Ha*XKaTtb

KHOMKY M NOATBEpPAWUTb OMepaLuio B OTKpPbIBLIEMCA OKHe. /1A obpaTHOM

ornepayuu caeayeT HaxaTb KHOMKY , nocse 4ero noATBEpAMTb BblIOpaHHOeE

ﬂ'el\/'ICTBMe B OTKPbIBLLUEMCA OKHeE.
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3ajpukcupoBatb coctaB MO BbIGpaHHbLIX areHTOB B KayecTBe 30/10TOro
obpasa - @QyHKUMA MO3BOAAET OTC/IEXMBATb W3MEHEHMA B Mporpammax,
YCTAHOB/IEHHbIX Ha KOMMbIOTEpe C areHTOMm. [pu BK/AIOYEHHOM onuuu dukcaumm
coctasa 10, EDR 6yaeT nokasbiBaTb agMUHUCTPATOPY, KakMe OOHOB/EHUA Obian
C/Ae/1aHbl B ONepaLMOHHOM CUCTEME, KaKue NPOorpaMmbl U3 COCTaBa 30/10TOro obpasa
yAa/7eHbl U Kakue HOBble MpOrpamMmsbl, He BXOAALME B COCTaB 30/10TOro obpasa,
YCTaHOB/IEHbl HA KOMIMbIOTEPE C areHTOM. AreHTbl, B COCTaBe€ KOTOPbIX MMEITCA

OT/IMYNA OT 30/10TOro O6p833, nome4aroTCA Ha CTpaHuue AreHTbl B no/s1e CoCTOoAHUE

3Ha4YKoM /. AreHTbl C CO34aHHbIM 30/10TbiM 06pa3oM, cocTaB MO KOTOpbIX He

—_—
A

MeHAACA, ByayT OTMEeYeHbl 3Ha4YKOM V',

Y106bI CO34aTb 30/710TOM 06pa3 coctasa 10 areHTOB, HEOOXOAMMO OTMETUTL

nx ¢saramu, nocae 4Yero HaxaTb KHOMKY M noaTBepAUTb AeNcTBME B
OTKpbIBLLIEMCA OKHe. OTK/IUUTb GYHKLMIO CO34aHMA 30/10TOr0 0obpasa MOXKHO,
BbIOpaB areHToOB C BK/IOYEHHbIM OOpPasOM M  HaKaB KHOMKY OTKAOYMTL

OTC/IeXXUBAHUE COOTBETCTBUA cocTaBa MO BbIGpaHHbIX areHTOB 30/10TOMY 06pasy (

), noc/ie Yero NoATBEPAUTL ONMepaL Mo B OTKPbIBLUEMCH OKHE.
BKAOYUTD 3aLUMUTY OT yAa/IeHUA 415 BbIOPAHHBIX areHTOB — YTOObI BK/IKOUUTD

3aLlMTY OT yAa/1eHUA A8 BbIOPAHHbIX areHTOB, HEO6X0AMMO OTMETUTb UX P1aXKKaMu

M HaXaTb KHOMKY , noc/ie 4ero OTKpOeTCsA OKHO BBOAA TOKEHA A/1A 3aluTbl OT
yAa/ZleHUA areHTa. YAazneHue areHTa C KOMMbTepa, Ha KOTOPOM OH YCTAHOB/IEH,
noc/ie 3aBepLUeHUa onepauumn dyget BO3IMOXKHO TO/IbKO NOC/1e BBOAA Napo/s. YTobbl
YBUAETb U MpU HEOBXOAUMOCTM CKOMUPOBATb Mapo/b (TOKEH yaaneHus),
HeobXO0AMMO NeperTU Ha CTPaHWLY YAasAeMOoro areHta. ToKeH OyaeT nokasaH
aHa/IMTUKY NPU HaBEeAEHUM Kypcopa Ha 3Ha4ok &,

OTK/O4YUTL 3alUTY OT YA3/NIeHUA AAA BbIOPAHHbIX areHToB — YTOObI

OTK/IOHYUTD 3ALLUTY OT yAa/7eHUA A1A BbIOPAHHbIX areHTOB, HEOOX0AMMO OTMETUTb UX
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)

dAaKKaMM U HaxKaTb KHOMKY , nocse 4ero noATBEPAUTH oOrnepauuo B

OTKpbIBLUEMCA OKHe. TpeboBaHWe 0 BBOAE Napo/IA Npu yaa/sieHuUu areHTa byaeT CHATO.
M3MeHUTb KPUTUYHOCTb HA BbIGPAHHbLIX areHTax - 4YTOObl WM3MEHWTb

KPUTUHHOCTb Ha are€HTax, HQO6XOAMMO OTMETUTb Cl)/'la)-KKOM 0AHOIro U HECKO/IbKUX

areHTOoB, NOC/1€ Yero Ha¥KaTb KHOMKY E OTKpoeTcA OKHO U3MeHeHne KpUTUYHOCTHU
areHToB, B KOTOPOM c/eayeT BblOpaTb HEOOXOAMMYK KPWUTUYHOCTb, MOC/IE Yero
HaxaTb KHOMNKY MpumeHuTb. Onepauua TpebyeT NoATBEPKAAMOLLErO ACUCTBUA, ANA
3aBepLUEeHNA HEODXOAMMO HaxKaTb KHOMKY MoATBEpAUTDL B OTKPbIBLLEMCH OKHE.
BbiMO/HUTD KOMaHAY Ha BbIGpPAHHbIX areHTax — Heob6XoAMMO OTMEeTUTb

(I)/'Ia)KKOM OA4HOIro N/IM HECKO/IbKUX areHToB, NOC/1€ 4E€ro 3a4aTb U BbINMO/IHUTb KOMaHAY

ANA 3TUX ar€HTOB. JTo AEVICTBME MOXHO NpoOn3BeCTU Ha*KaThnem KHOMKK , noc/ie

4yero 6yaeT OTKPbITO OKHO, MpeACTaB/IeHHOE Ha PUCYHKe 59.

BbinonHeHWe KoMaHAbl Ha BblﬁpaHHle areHTax *x

Komanaa *

TaimayT (cek) *

0

PucyHoK 59 — OKHO BBO/,a KOMaHg,

[Mocne BBOAa KOMaHAbl HEOOXOAMMO HaxKaTb KHOMKY OtnpaBuTb. CNUCOK
KOMaH/, aHa/IorMyeH KoOMaH4aMm, OrMMCaHHbIM B pasgene 6.5.6.
UCKA0UMTb BbIOPaAHHBIX areHTOB M3 CBOMX rpynn — ¢QyHKUMA MO3BO/AAET

MCK/IKIOYaTb Bbl6paHHb|X dreHTOB M3 CBOMX rpynmn. ,ﬂ,/’lﬂ BbINO/IHEHUA Onepaunn ciegyetT
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BblOpaTb areHTOB, NMPUHAA/NEXALMX KAKOM-1MB0 rpynne, oTMeTUB uX (/a*KKOM B

cTo/10ue BbIOOPa, Aasiee HaxKaTb KHOMKY , MOC/1e Yero noATBepAUTb AeicTBUe.
Mocne ypaneHua areHTa M3 rpynnbl B CT010ue Fpynna/MmA areHTa rnepecTaHeT
oTObparkaTbCA HasBaHWe rPyMMbl U OCTAHETCA TO/IbKO MMA areHTa, A/18 KOTOPOro
npumeHsanacb GpyHKLMA UCKAOYUTD U3 FPYNMbI.

YAaanutb BbibpaHHble — QYHKUMA NMO3BO/IAET yAaAATb BbIOPaHHbIX areHToB M3
CMUCKA 3aperucTpMpoBaHHbIX B [porpamme.

A/1A BbINO/IHEHUA OnepaLumm Heo6X0AMMO BbIOpaTb areHTOB, KOTOPbIX C/1eayeT

YAQUTb, OTMETUB UX PAaKKOM B CTOAOLe BblOOpa, Aaziee Ha)KaTb KHOMKY "

noATBEpPAUTb AEeUCTBUE.

=9 NpumeyaHue
l". Ecim mHbopmauyma o MO, yCcTaHOBAEHHOM Ha MalUMHE C areHTOM, He
oTC/1eXKUBaETCA (He OTC/1eXKUMBAETCA COOTBETCTBUE 30/10TOMY 06pasy), TO B
cTonbue COCTOAHME OTCYTCTBYET MKOHKA, CUrHa/AM3upyowaa ob 3Ttom.

CooTBeTcTBYIOWME  CBeaeHMA  OyayT  yKasaHbl TMNpU  PACKpbITUM

A,0NONHUTENbHOM MHbOpMaLmm 06 areHTe.

AnAa  yaobctBa MAeHTUPUKaAUUKM  areHToB  afgMUHUCTPATOPOM, WMMeeTCH

BO3MOXHOCTb CKayaTb B dopmaTte CSV KpaTKyto MHPOpmMaumto 06 areHTax, Haxas no

WUKOHKe m ®ann b6ygeT 3arpyeH Ha KOMMbloTep, C KOTOporo 6bla npomsBeseH
BXO/, B MOAY/Ib 3AMUHUCTPUPOBAHUA, B MANKy 3arpysKku.

MHPopmauma o6 areHTax B gaHHOM daiizie npeacTaB/eHa B BUAeE CNUCKA, rae
MO Ka*KAOMY areHTy npeacTaB/ieHbl C(1eaytowme gaHHble:

1) UMsA KoMnbloTepa;

2) AomeH;

3) AKTMBEH/HE aKTUBEH areHT (aKTUBEH — 1, HE AaKTMBEH — 0);

4) NMpuunHa 3aBepLueHUss paboTbl, KOTOPAA YKa3blBaeTCA B YUC/IAX COT/IACHO

C/leAyroLLLeMY CIIUCKY:
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— 0 — AreHT paboTaeT B LUTaTHOM peXUME;

—1- lWTaTtHOe 3aBepLueHre paboTbl KOMMbIOTEPA;

— 2 — lTaTHbIM Nnepexod KOMMbIOTEpPa B COCTOAHUE CHA AW rnbepHaumu;

— 3 — lLtaTHaA oCTaHOBKa areHTy;

5) Bepcua gucTpubyTUBA areHTa;

6) CeTeBble agpeca.

B d¢daine byaer npucytctBOBaTb MHOPMALMA O Te€X areHTax, KOTopble
OTCOPTUPOBAHbI HA CTPaHULEe AreHTbl B 3aBUCMMOCTU OT BbICTaB/IEHHbIX PU/IbTPOB,

mbo byaet nHdopmauma 060 BCcex areHTax, ec/im GuabTpbl OTCYTCTBYHOT.

Mepexodel K Opy2um cmpaHuyam us mab/auybl ¢ dzeHmamu

YacTtb 3n1emeHTOB B Tab/mue BbIMO/HAET QYHKUMIO TMNEPCCbI/IKU K APYrMM
CcTpaHuuam. [aa nepexoga K CTpaHuue BbIOPpaHHOro areHta HeobXxoaMMO HaKaTb
/IKM Ha Ha3BaHuK areHTa B cT0/16ue Fpynna/msa areHTa. /1A nepexoga K CTpaHuLe
BbIOpaHHOM rpynnbl cieayeT HaxaTtb /IKM Ha Ha3BaHWM rpynnbl areHToB B CTO/6Le
Mpynna/ms areHTa.

[Mpu HaMuYuKM CoOBBLITUI ANA onpeaeneHHOro areHTa B nose CoctoAaHue byaer
OTOBPaKATLCA CCbIKA HA COBBITUA 33 MOCAEAHUE MATHAALATD MUHYT <wee. [
nepexo/a K CTpaHuue AKTUBHOCTb M MPOCMOTPA COObITUM HEOOX0AMMO HaxKaTb /IKM
Ha CCbl/Ky. MMoapOobHYO MHPOPMaLMIO O CTpaHMLLe AKTUBHOCTb MOXHO NPOCMOTPETb
B MYHKTE 6.4.2.

MpY Ha/MYUU MHUMAEHTOB A/1A OMNpeAeNeHHOro areHTa B no/se CocToAHue

bysetr oTOOparKaTbCA KO/NMYECTBO WHUMAEHTOB. [/1A rnepexoga K CTpaHuue

MHUMAEHTDBI 419 NPOCMOTPA 3TUX COOBbITUI caeayeT HaxKaTb /IKM Ha cCbiky R
. MogpobHyto nHpopmauuto o ctpanmue UHUMAGHTBI MOXKHO MPOCMOTPETL B MyHKTE
6.4.1.

Ecaun K areHTy npmBA3aH KOHPUIrypaLMOHHbIM HAbOP He MO YMO/HYaHUIO, TO B

nosie KoHpurypauymsa otobpasmTca cCbl/ika C Ha3BaHWeM 3TOro Habopa. Mpu HaxkaTum
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CCbI/IKM BbINO/IHAGTCA MNepexod K CTpaHuue, COOTBETCTBYHOLLEN KOHPUrypauumm
Habopa. Hanpumep, npu Haxatum /IKM Ha HasBaHum Habopa YARA-npasun

npousonaeT nepexos K CTpaHuue g4aHHOro Habopa B pasagene YARA-npaBuaa.

6.5.2. AezeHm
AnA nepexoaa Ha cTpaHuLy AreHT TpebyeTca KAMKHYTb N0 MMeHM areHTa. Mms
areHTa NpucyTCTBYeT B HECKO/IbKUX pa3ge/ax [fporpammbl, Hanpumep, Ha CTpaHuLax

AreHTbl, I'pynnbl, TepmuHan.

O6was uHpopmayusa

CTpaHuua pasgeneHa Ha HeCKO/IbKO obaacTei:

1) AreHT;

2) YnpaBieHue;

3) KoHdwurypauuu;

4) Mudopmauma o cucteme;

5) MporpammHoe obecneyeHue;

6) OnucaHue;

7) HKypHasn areHTa;

8) Mpadukm.

AreHT — B 06/1acTH oTObpaxkaeTcA nHdopmauua o6 OCHOBHbIX MapameTpax
areHTa, HEKOTOPbIe U3 HUX AAMUHUCTPATOP MOXKET U3MEHATb M COXPAHATL CAe/1aHHble
M3MEHEeHMA.

YnpaBnenune - B 06/1aCTW agMUHUCTPATOP MOXKET yNnpaB/ATb Pa3/IMYHbIMM
COCTOAHMAMM areHTa, a TakXKe OTKPbITb TEPMUHA/ A/1A YNPAB/€HUA areHTOM. AreHT
yrnpaB/iAeTCA Yepe3 KOHCO/1b C NOMOLL b0 QYHKLMOHaNa nHTepnpeTaTtopa PowerShell.

KoHurypaumm — B 06sacTtv oTobparkatotca Bce Habopbl KOHPUrypauumi,

KOTOpble MpUKpen/ieHbl K areHTy. Kaxkablt Habop MOXHO M3MEHWTb, MOoC/e 4ero
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MPUMEHUTb U3MEHEHHYI0 KOoHdurypaumo. PAgomM ¢ mmeHem Habopa HaxoauTcA
KHOTKa nepexoAa K Habopy ¢ .

MHpopmaumna o cucteme — B 0b6s1acTM OTOOparkaetca mHPopmauma o6
OMNepaLUOHHON CUCTEME U OCHOBHbIX XapaKTepPUCTUKAX KOMMbIOTEpa, HA KOTOPOM
yCTaHOB/1EH BblOPaHHBIN areHT.

MporpammHoe obecneyeHne — B 06sacTn oTtobparkaetrca uHPopmauma o
nporpaMmMHOM obecrne4yeHun, yCTaHOB/IEHHOM Ha areHTe.

OnucaHune — B 06/1aCTU MOXKHO 400aBUTb ONMUCAHME K areHTy. 1A COXpaHeHuA
OMNMCaHUA HeOBXOAMMO HaxKaTb KHONMKY COXPaHUTb.

’KypHan areHta - B 0b6sacTn oTtobpaxkaetrca mHopmauma o6 owwmbkax,
BO3HMKAIOLWMX Ha areHte, Harnpumep, 06 owunbKax npumeHeHuA KOHPurypaumum
npaBu/.

Fpaduku — B 06/1acTn oTO6pakaetca uHbopmauua o pabote KOMMNbIOTEPA, Ha

KOTOPOM YCTAHOB/IEH areHT, B rpaduyeckom Buae.

ra Ba)xHo

L. /A areHToB, y KOTOPbIX YCTAHOB/IEHA OMLMA C BbIK/OYEHMEM gpaiiBepa,
ByseT OTCYyTCTBOBaTb BO3MOMKHOCTb MepeBOAUTb areHTa B M30AALMUIO U

BK/1IIOYATb 3alLlUTY.

06/1acmb «AzeHm»

B 06/1acTvt AreHT no/Ib30BaTe/lb MOXKET BbINO/HUTL C/leAytoLine onepauum:

1) Y3HaTb MHGOPMALMIO O HA/IMUYMU Ha areHTaxX MPUKAAAHBIX WU CUCTEMHBIX
owmnboK;

2) U3MEHUTb UMA areHTa;

3) YcTaHoBUTD HaCTPOWKY obHOB/EHMA AMCTpUOYTUBA areHTa

(aBTOMaTM4ECKOE U/U BPYYHYIO);
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4) Y3HaTb MHPopMaumio 06 MaeHTUMKATOpPe areHTa, nNpuv HeObXOAUMOCTH
CKOMMPOBATb ero;

5) ¥Y3HaTb MHGOPMALMIO O HACOBOM MOSCE AreHTa;

6) Y3HaTb MHPOpMaL MO 06 YCTaHOB/IEHHOM BEPCUM areHTa;

7) Y3HaTb MHPOPMaALMIO 06 AKTUBHOCTU areHTa;

8) Y3HaTb HanMmeHoBaHue OC, Ha KOTOPOU YCTaHOB/IEH AreHT;

9) Y3HaTb BpeMms yCTAHOBKM areHTa;

10) Y3HaTb Bpems noc/1eAHeln BepudpmKaLmm areHTa;

11) Y3HaTb Bpems noc/iegHero 06HOB/1€HUA KOHOUIypaL MK areHTa;

12) Y3HaTb Bpemsi OOHOB/IEHUS areHTa;

13) ¥Y3HaTb MHPOpMaLMIO O MATU MOC/AeAHMX MO/b30BATE/IAX, BOLleALIMX
/IOKa/IbHO WU AMCTAHLMOHHO HA KOMMbIOTEP C YCTAHOB/IEHHbIM areHTom (Kpome
TOro, NMOKa3bIBAeTCA U BpeMsA BX0A3);

14) NpPOCMOTPETb KO/IMYECTBO NPOrpPamMM C YA3BUMOCTAMY;

15) YganuTb areHtTa C cepBepa ynpasieHusa (nocsie yAaneHUs areHT

aBTOMATUYECKM OTNPABUTCA Ha BepupUKaLMIO).

=9 Npumeyanue
L. AreHT TepseT (TaTyC aKTMBHOro, €C/M Ha CepBep He MpUXoaAuT
cTaTUCTMYECKasa MHPOPMALMA OT areHTa B TeyeHue 3 MUHYT. [pu 3TOM
COBbITUA aKTMBHOCTM 3a Noc/aeAHune 15 MUHYT A/I8 Takoro areHTa 6yayTt

AOCTYMHBbI.

Ha cTpaHuue nosb3oBaTento MOryT BbIBOAWTLCA MNpeaynpexjaroLlme

COODBLLEHMA, OTMEYEHHbIE 3HaYKOM “— . [IpM HaBeAEHUM KypCcopa MbILLM Ha 3HAYOK
OyaeT BbiBegeHO COObLLeHUe, Hanpumep, eC/IM BPEMA Ha areHTe He COOTBEeTCTBYeT

HaCTpoOKam YacoBoro nosca (puc. 60).
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Uackl Ha AreHTe cnelaTt Ha 9

MIMH

PucyHok 60 - lpegynpexaeHue 0 HECOOTBETCTBUU HACTPOMKaM 4acOBOIro NofAca

Kpome Toro, B 006/1acT AreHT MOXeT OTOOpa)kaTbCA 3HAYOK ,
CUTHA/IM3UPYIOLWMI O Ha/IM4MMU CUCTEMHBIX WM TMPUKAAAHBIX OWMOOK Ha areHTe.
CucTemHble OWKMOKKM COOBWAOT O Hanuyme OWMOOK ApariBepa, a MpUK/AAgHbIE O
Ha/IM4MKM OWMOOK CAyKObl areHTa.

34eCh e HaX0AUTCA KHOMKa A4/1A CO34aHuA oT4eTa no areHTy B popmare pdf (
FOF). NpY HaXKATUKM KHOMKM OTYET COXPAHAETCA B Marnke 3arpy3Ku KOMMbHOTEPA, C
KOTOPOro OCYLLLeCTB/IEH AOCTYM Ha cepBep ynpaB/ieHUA. TakKe Ha CTpaHuLe MOXeT
BbIBOAMUTBCA MKOHKa oroselleHna ) npu HaBegeHuM Ha KOTOPYH BbIBOAUTCA
coobueHune o 6yayiem 06HOB/IEHUM areHTa.

/laHHaA MKOHKA rOBOPUT O TOM, YTO KaK TO/IbKO areHT CTaHeT aKTUBHbIM Noc/1e
nepesarpysku, byaeT BbINO/HEHO OOHOB/IEHWE areHTa.

ANA U3MEHeHWA MMeHU BbIOpaHHOro areHTa Heob6XxoaMMoO B CTpoke UmA

AreHTa BBECTU HOBOE MMHA, MOC/1e Yero HaxaTb KHOMKY COXpaHUTb USMEHEHUsA ().

/1A BCeX areHToB, Bepuduumpyemsbix B [Iporpamme, KHOMKa ABTOMaTUYeCKoe

o6HOB/IEeHMe (o) BK/IlOYEHA MO YMO/M4aHUO. YTOObI CHATb aBTOMaTU4eCKoe

0bHOB/IEHME, HEOHX0AMMO NepeBeCcTMn KHOMKY B COCTOAHME OTK/IOYEHO.

ANA  yaaneHus areHTa HeobXoAMMO HaxaTb  KHOMKY ’“’"' Z

noATBEPAUTb AENCTBME.

06/1acmob «YnpaesneHue»
B o06sactv YnpaB/ieHue no0/b30BaTe/lb MOXET BbINO/HUTL C/eaytoLine
onepauum:

1) MBOﬂMpOBaTb areHTa uin CHATb C HEro M30/1A4uto,
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2) BK/OUUTD UM OTKAKOUUTD 3aLLMTY HA areHTe;

3) MpOCMOTpPETbL U USMEHUTbL NapO/Ib A/ YAA/IEHUA areHTa, YCTaHOB/IEHHOMO
Ha KOHEYHOM TOYKE;

4) Y3HaTb KO/IMYECTBO COOBITUM, 3aPMKCUPOBAHHLIX areHTOM 33 CyTKM U 33
nocaegHue 15 MUHYT;

5) ¥Y3HaTb KO/IM4ECTBO MHLUMAEHTOB, 3aPErMCTPUPOBAHHBIX A/1 areHTa 3a BCe
BPeMA U KO/IMYeCTBO OTKPbITbIX UHLMAEHTOB, TPEOYIOLLIMX BHUMAHUA aHA/IMTUKA;

6) NepelTn Ha cTpaHuLy TepMmuHan BbIGPAaHHOTO areHTa;

7) Hactpoutb nmapameTtpbl noaydyeHus wuHbOpMaumMM O NPOrpammax,
YCTaHOB/IEHHbIX Ha areHTax (30/10Toi 06pas);

8) BKAOUUTD M/ OTK/IIOUUTL Ha areHTe 3aluTy OT YAA/IeHUs C KOMMbIOTEPa,
Ha KOTOPOM OH YCTaHOB/IEH;

9) MpocMOTpeTb UM CKOMUPOBATL B Bypep 06MEHA TOKEH CreHePUPOBAHHbIi
ABTOMATMYECKM NPU YCTAHOBKE areHTa C BK/IKOYEHHOM OnuuMel Napo/1bHOM 3aLLuTbl OT
yAa/1eHUs;

10) A06aBUTb areHTa B rpynny;

11) Y3HaTb 3HaveHue EPS (Ko/mMuecTBO COObITUIM B CeKYHAY) A/1A BbIOPaHHOroO
areHTa B TeKYL M MOMEHT 1 cpeaHee EPS 3a nociegHo0 Hegento.

N30aAauma — 4TOObI M30/1IMPOBATh KOMMbIOTEP, HA KOTOPOM YCTAaHOB/IEH areHT,
OT OCTa/IbHOM 4YaCTU BbIMUC/IUTE/IBHOWN CETU U OCTAaBUTb TO/IbKO OrPaHUYEHHYIO CBA3b

MeXAy MaLUMHOM, Ha KOTOPOW YCTAHOB/IEH areHT, U CepBepoM, He0H6xoaMMO B nose

U3onAaumA HaXKaTb KHOMKY BkAounTb usonauymio . /lasiee B OTKPbIBLLUEMCA OKHeE
Mepexog K usoNAUMM CeayeT BBECTM KOMMEHTapui a/1A BbIOpaHHOro areHTa.
MHPopmauma O TexHUYeCKMX acrnekTax npouecca ceTeBOM MU30AAUMM areHTa
paccmoTpeHa 6os1ee nogpobHO B AOoKymMeHTe «PykoBoacTBO AHaamnTtnka RT Protect
EDR» B nyHKTe 10.6.1 «M30/1Auma AreHTa/ OnmcaHne MmexaHmMsmMa peaamnsaumnmu GyHKLmm

ceTeBOM nM301AUnMN CO CTOPOHbI areHTa». MNocne BBOA4Aa KOMMEHTAapuUA B OKHE U

HawaTvA KoKy peXUM 6yaeT M3MEHEH Ha pexum
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e N30nAuMA areHTa NpouCXoauT B TeyeHue 10 CeKyHz, noc/ie 4yero

cTaTyc areHTa B 06/1acTV YnpaB/aeHue rnomMeHAeTCA Ha O Ha mawmre arenta
B 3TOT MOMEHT B 06/1aCTV yBeAOM/IEHUI M0/1b30BATE/IO NpUAET coobLeHre O TOM,
YTO CeTb areHTa U30/IMpOBaHa.

ANA BO3BpaTa B LUTATHLIM peXUM HeObXO0AMMO HaxKaTb KHOMKY OTMEHUTb

usonauymo €. /lanee B oTKpbiBILIEMCA OKHe MoagTBEpXAEHME AelcTBUA CleayeT

BuinonHnts 9
Ha*aTb KHOMKY -, nocnevyero B HUXKHEN 4aCTh CTpaHULbl NOABUTCA COO6LLI,eHM€

06 OTnpaBKe KOMaHAbl HA OTMEHY U30/1AUUKU. 1A OTMEHbI onepauum Heobxoanmo

Ha*aTb KHOMKY m U/ KHOMKY 3aKpPbITUA OKHaA

OTMeHa M30/1ALMMN areHTa NPOUCXOAUT B T€YEeHUe 10 CeKYHA. 3a 3TO BpemA

OTMEHE W20 ALK

CTaTyC areHTa B 06/1acTu YnpaB/ieHue noMeHAeTCA Ha , Noc/ae yero
arenTy 6yger BosBpaleH ctatyc CAELNTE) 3 Ha MallMHe areHTa B 06/1acTy
yBeAO0M/IeHUI MOABUTCA COODLLLEHME, YTO U30/ALUA CeTU OTMEHEHa.

3awmTa areHTa — OTK/IIOYEHUE 3aLUTbl areHTa No4pa3yMeBaeT, YTO Ha areHTe
nepectaroT paboTaTb 3aluTHbIE PYHKLMM AparBepa areHTa, Mpy 3TOM areHT MOoXeT
OTNpaB/ATb  CTATUCTUKY, TMPUHUMATb HOBble KOHPUrypauuoHHble Habopbl,
obpabaTtbiBaTb KOMaHAbl TEPMMHANA, KPOME KOMaH/, get u stop.

B none CobbiTHa MHPOpMaLma 0 KoamnyecTse cobbITUM NpeacTaB/ieHa B BUAE
CCbIIOK Ja om0y 39 15 MuR 0 /119 npocMOTpa COBbITUIA, 3aperucTpupoOBaHHbIX A4/15
areHTa 3a noc/egHne CYyTKM HeOHBXOAUMO HaXKaTb Ha CCbI/IKY 3a CYTKM, NOC/1e 4ero
OTKpOeTCA CTpaHuL,a AKTMBHOCTb A4/17 BbIOpaHHOIO areHTa, NOKa3bIBatoLLLAA CKO/IbKO
COObITUI 3aperMcTpMpOBaHO A/1A HEro 3a noc/1eAHne CyTKU. 418 NnpoCcMoTpa cobbITUi,
3aperMcTpMpoOBaHHbIX A4/1A areHTa 3a noc/iegHue 15 MUHYT C/1e4yeT HaXKaTb Ha CCbI/IKY
3a 15 MMH, NOC/e Yero A8 BblIOpPaHHOro areHTa OTKPOETCA CTpaHuLa AKTUMBHOCTb,
MOKas3bIBaOLLAA CKO/IbKO COOLITUIM 3aperucTpMpOBaHO A/1A Hero 3a nociaegHue 15
MUHYT. a8 npocmoTpa noapobHor uHPopmaumm O CTpaHuue AKTUBHOCTb

HeobXx0AMMO NepenTH B NyHKT 6.4.2.
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B nose UHumnAeHTbI MHGOPMaLUUA O KOIMYECTBE MHLUAEHTOB NpeACcTaB/eHa B

8

BUAE  CCbIIOK  Sceed: o ODmEpems S /1A NpOCMOTPa  MHLMAEHTOB,
3aperMcTpUpoOBaHHbIX 4/1A areHTa 3a BCe Bpemsd, c/1e4yeT HaxkaTb Ha 3/1emeHT Bcero,
nocsie 4Yero OTKpoeTcA CTpaHuua WMHumMAeHTbl AaA BblOpaHHOroO  areHTa,
MoKasblBawoLasA, CKO/IbKO UHLUMAEHTOB 3aperuMcTpMpoBaHO A/ HEero 3a BCe BpeMmA
bYHKLMOHMPOBaHMA.

Ana NpoCMOTpPa MHUMAEHTOB, OTKPbITbIX A/1A BbIODPAaHHOrO areHTa B AaHHbIN
MOMEHT, HeOOXOAMMO HaXKaTb CCbI/IKY OTKPbBITbIX, NOC/1€ Yero OTKPOeTCA CTpaHuLa
MHUMAEHTBI 417 YKa3aHHOrO areHTa, NokKasbiBaroLwada MHPopmaLuio 06 OTKPbITbIX Ha
TeKylllee BpeMsA MHUuAeHTax. 418 npocMmoTpa nogpobHomn nHpopmauum o cTpaHmle
MHUMaeHTbI CieayeT nepenTu B MyHKT 6.4.1.

B none 3on0Toi 06pa3 B pa3sgene YnpaB/ieHUE AAMUHUCTPATOP MOMKET
MPOCMOTpPEeTb COCTOAHME 30/10TOr0 obpasa (3apUKCMPOBAHHOE COCTOAHME CMUCKA

YCTaHOB/IEHHbIX MPOrpamMM Ha MaluuHe ¢ areHTom). COCTOAHME MOXKEeT 6bITb

C/1eAYOLLUM:

— Heorenexsasien (cncoK yCcTaHOB/IEHHbIX MPOTPaMM He OTC/IeKMBaeTCA

areHTom);

- (CMMCOK  yCTaHOB/GHHbIX  MPOrpaMm  COBMagaer ¢
3apUKCMPOBaHHbIM COCTOAHMEM 30/10TOr0 06pasa;

- CEEEETET) (cnincok  yCTaHOB/EHHBIX MPOrpamMm  OT/MMAETCH  OT

3apUMKCUPOBAHHOIO COCTOAHMA 30/10TOr0 06pasa).

B nose 3o0n0T0M 06pas nmeeTcAa MKOHKA @, MpW Ha*kaTum nNo Kotopom /IKM

OTKPbIBAETCA OKHO BblibOpa gencTBuiA No paboTe ¢ 30/10TbiM 06pasom (puc. 61).

_-'151CL’KC;1|3-3E'EITI:- W NPoOACIXKMTE OTCNEXMEBaHKWE

OTKAHOWWTE OTCNEXWBaHKE

PucyHok 61 - flelcTBuUA € 30/10TbiM 06pasom
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B o6sactu MporpammHoe obecneyeHne B cCnucke YcrtaHoB/eHHoe [0
MpOrpammbl M3 CrMCKa 30/10TOro 0bpasa, ygaseHHble Ha areHTe, 6yayT nomeyeHbl
3HaYKOM ¥ M 3a4YepKUBAHMEM, a MNPOrpammbl, BHOBb YCTAHOB/IEHHble, HO He
3apUKCMpPOBaHHbIE areHTOM B 30/710TOM 0bpase, 6yayT noOMeyeHbl 3Ha4KoM .

Ana  PuUKCauum CnmMcka YCTAHOB/IEHHbIX nporpamm Tpebyetca BbIOpaTb
Aencrene 3aPpUKCMpPOBaTb U BKAKOYUTb OTC/IEXKUBAHUE, NMOC/1Ee Yero NoABUTCA OKHO
noATBeEpXKAeHUA aAencTBuA dukcauum 30n10T0ro obpasa. Ana ¢ukcaumm pganee
TpebyeTcA HaxKaTb KHOMKY BbINOAHUTB.

B nose KoHco/nb ynpaB/ieHUA MO/b30BaTe/lb MOXKET MepenTu K CTpaHuue

TepmuHan anA BbIOPAHHOrO areHTa, HaXKaB KHOMKY | . AnAa npocmoTpa
nogpo6bHoi nHdopmaymm o ctpaHmue TepmuHan He06X0AUMO NepenTH B NMyHKT 6.5.6.
B nosne 3awmta OT yAaZseHUA A4MUHUCTPATOP MOXKET BK/OYUTb UM

OTK/IIOYMUTb HACTPOWMKY areHTa, MO3BO/IAKWY YAJ/NATb areHTa noc/ie BBOAA

crieyuasnbHoOro napo/sA. [Ana 3Toro HeobxoaMMO mnepeBecTU KHOIMKY /O BO
BK/IKO4EHHOE W/I1 BbIK/IKOYEHHOE M0/I0XKEeHUE U MOATBEPAMUTL BbINO/IHEHME OnepaLmm B

OTKpbIBLUEMCA OKHe. [Tap0o/1b BBOAUTCA B OKHE, NPpeACTaB/1€HHOM Ha PUCYHKe 62.

BknroueHune 3aWlnTbl OT ‘
yaaneHuA

3apnalite TOKeH ANA yaaneHns areHTa

=] B2 |
PucyHokK 62 - OKHO BBOAa Napo/if NpU BK/AOYEHUU GYHKLMU 3aLLMTbl areHTa oT

yAaneHus

Mocne BBOAa naponA QyHKUMA 3alWMTbl OT yAaseHusa OyaeT BK/AOYEHa, W

napo/ib OyaeT nokasaH B cTpoke TOKeH yga/ieHus Npuy HaBeAeHMM KypCcopa Ha 3HA4YOoK

@©. Ero MOXHO B /1060€ BpemMaA M3MEHNTb C MOMOLLbI0 3Ha4Ka 2 .
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HaxaTune Ha 3Ha4oK OTKpbiBaeT OKHO U3meHeHue TOoKeHa yaaneHuAa. [/nHa
napo/s (TOKeHa) He A40/13KHA BblTb MeHbLLUEe LeCTh CUMBO/IOB.

B nose Npynna no/b30oBaTe/Ib MOXKET NPOCMOTPETb MUHPOPMALUMIO O rpynne, K
KOTOPOW MPUHAJNEXUT areHT. B c/ayyvae, ecm areHT He BXOAMT HU B OAHY M3
3aperucTpuMpoBaHHbIX B lMporpamme rpynn, To B nose Fpynna 6ygeT ykasaHo, 4To
areHT HaXoAMUTCA He B rpynne.

Ana pobasneHna BbIOpaHHOro areHTa B rpynny c1eayeT HaxkaTb /IKM B nose
BoibepuTe rpynny v BbiIOpaTb 13 NOABMBLLErOCA CMMCKA Ha3BaHWe rpynrbl, B KOTOPYHO

HyXXHO pfo06aBuTb areHta. locne BbiboOpa rpynnbl HEOOHXOAMMO HaxKaTb KHOMKY
Ao0b6aBneHNsA . flanee B OTKpbIBLUEMCA OKHe NoaTBepXKAeHMEe AeUCTBUA C/ieayeT

HaXaTb KHOMKY , MoOC/1e Yero B HAXKHEeM YacTu CTPaHULbl NOABUTCA COObLLeHme
0 A06aB/1IeHUK areHTa B rpynnmy.

NMocne aobaBaeHuA areHTa B rpynny B nose Fpynna 6yaeTt yka3aHo Ha3BaHue
rpynmbl, B KOTOPYIO Te€Nepb BXOAMUT areHT.

ANA yaaneHusa areHTa m3 rpynnbl c/1eayeT HaxaTb KHOMKy McKkAuUTb U3

o

rpynnbi -

KHOMKY .

. lanee B OTKpbIBLUEMCA OKHe MoaTBEpPKAECHUE AEMCTBUA C/leAyeT HaxaTb

06/1acmb «KoHduzypayuu»
KoHdurypaumm pasgeneHsl o AByMm BKiagkam: Habopsl 1 NMpoduaun. B 3tmx
BK/134Kax agMUHUCTPATOP MOMEeT BbINMO/HATL C/1eAYIoLLMe onepaLuu:

— MPUMEHATb K BbIOPAHHOMY areHTy onpegenéHHbli HAbop UCKAOYEeHUI A4

darinos;

— NPUMEHATb K BbIDPAHHOMY areHTy onpegenéHHbI HAbOp UCKAOYEHUN ANA
nporpamm;

— NPUMEHATb K BbIOPAaHHOMY areHTy onpeaenéHHbil Habop ceTeBbIX
UCK/IIOYEHUI;
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— NPUMEHATb K BbIOPaHHOMY areHTy onpegenénHbli HAabop UCKAIOYEHUN ANA
MHAWKATOPOB aTak;

— NPUMEHATb K BblOpaHHOMY areHTy onpegenéHHbin Habop MHAMKATOPOB
KOMMpoOMeTauuu;

— NMPUMEHATb K BbIDpaHHOMY areHTy onpegenénHbli Habop KypHanoB;

— NPUMEHATb K BbIOpPaHHOMY areHTy onpeaeénHbii Habop YARA-npasua aas
bannos;

— NPUMEHATb K BbIDpaHHOMY areHTy onpegenéHHbii Habop YARA-npasua ans
namATy;

— NPUMEHATb K BbIOPAaHHOMY areHTy onpege/néHHbl Habop WMHAMKATOPOB
aTak;

— NPUMEHATb K BbIDpaHHOMY areHTy onpegenérHbiii npoduab AHTUWNGPA;

— NPUMEHATb K BbIOPAHHOMY areHTy onpege/éHHbir npoduab 6e3onacHoCcTy;

— NPUMEHATb K BbIODPAaHHOMY areHTy onpeaenéHHbii npoduab KoHTpoasa USB.

AHaUTUYeCKue npasmaa M Npoduan, OMUCAHHbIE B KOHPUrypaLMOHHbIX
Habopax, NPUMEHAITCA Ha areHTax TO/IbKO B C/1y4ae, ec/iM BbIOpaHHbIM Habop mam
Npodwn/b COXPAHEH 1 ero KOHPUrypaLma NnpuMeHeHa 4/ COOTBETCTBYHIOLLLEro areHTa.
Ana HabopoBs 1 Npoduaen ykasbiBaeTCA g4aTa U BpeMsA NPUMEHEHUA Ha areHTe.

Ana nameHeHua KOHPUrypauum HabopoB HeobxoaMMO B nose ¢ Habopamu
Ha)kaTb /IKM Ha CTpOKe C Ha3BaHWeM TeKyLlero Habopa u U3 BbiNagaroLLero CNmMcKa

BbiOpaTb Habop wAM  HECKO/bKO HAabopoB, MOC/ie Yero HakaTb  KHOMKY

MNMpyUMEHUTE KOHDH ALMHD o
b MLl Mocne NMpUMEHEeHUA KOHPUrypaLmK B HUNKHEN YacTU CTPaHULLbI

MOSABUTCA COOBLLEHME O COXPAHEHMU KOHPUIypaLum areHTa.
ANA NpUMeHeHUs1 KOHOUIYPaLMOHHbIX HABOPOB, NMPUKPEN/IEHHbIX K areHTy,
Heo6X0A4MMO HaxKaTb KHOMKY MepeiiTu K Habopy (Ha6op He NpUMeHeH) © B CTpOKe

C Ha3BaHWeM COOTBETCTBYHOLLLEro Habopa.
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06/1acmb «<MHPOpMmayua o cucmeme»

B 061acTu UHpopmaums o cucteme oTobpakaeTcsa ciegyrolas MHGoOpMaLus:

1) UMsA KoMMblOTep3;

2) Bpems 3arpysKku cUcTeMbl;

3) Bepcma OG;

4) Mpoueccop;

5) Koam4yecTBo Agep npoueccopa;

6) O6bem onepatuBHol namsaTn (MB);

7) HecTkue ancku;

8) CeTeBble MHTEpdENCHI.

UmA KomnbloTepa — B Mosie 0TO6paXKaeTcss UMSA KOMMbIOTEPA, HA KOTOPOM
YCTQHOB/IEH AreHT.

Bpems 3arpysku cuctembl — B 1o/ie 0TobparkaeTca uHpopmauua o gaTe u
BpPEMEHW NoC/1eAHel 3arpy3KM OnepaLMOHHOM CUCTEMBI, MOZ, yrpaB/ieHUeM KOTOPOM
AENCTBYeT areHT.

Bepcua OC - B nose otobpaxkaeTcA BepCcMA OMepauMOHHOM CUCTEMBbI, NOA,
yrnpaB/ieHneM KOTOPOM paboTaeT KOMMbIOTEP C YCTAHOB/IEHHbIM areHTOM.

Mpoueccop — B nose oTobparkaeTcA HAMMEHOBaHUE WM TAKTOBas 4acToTa
npoL,eccopa KOMMbOTEPA, HA KOTOPOM YCTAHOB/IEH areHT.

Ko/nnuecTBo Agep npoueccopa — B nose oTOOparkaeTcsa KO/MYECTBO Agep
npoueccopa y KOMMbTepPa, Ha KOTOPOM YCTAHOB/IEH AreHT.

O6bem onepatuBHoi namAT™M (MB) — B nose oTobpaxkaerca ob6bem
OMepaTUBHOW MAMATU KOMMbIOTEPA, HA KOTOPOM YCTAHOB/IEH areHT. O6beMm yKasaH B
merabamnTax.

*KecTkue gucku - B nosie oTobpaxkaeTcsa no4pobHaa MHPOPMALMA O JKECTKOM
AUCKE KOMMbIOTEPA, HAa KOTOPOM YCTAHOB/IEH areHT: Ha3BaHWE, HaUMEHOBaHWe
AVCKOBOrO HaKOMUTE/IA, ero pasmep, Moge b, MPOU3BOANUTE b, @ TAKKE YHUKA/IbHBIN

annapaTHbIM UAEHTUPUKATOP KECTKOro AUCKaA.
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CeTteBble nHTEepdeicbl — B nose otobparkaetca nogpobHaa nHpopmauma o
ceTeBblX WHTepdelicax KOMMbIOTEpPa, HAa KOTOPOM YCTAHOB/IEH areHT: TuM
NOAK/NIOYEHUA K CeTU, HAUMEHOBaHWe CeTeBOro aganTepa, ip-agpeca no 4eTBEPTON U

LLIEeCTOM BEpCUM MPOTOKO/10B.

061acmo «[lpozpammHoe obecheyeHue»

Ob6nactb copeput uHHPOpPMALMIO MO OOHOB/AEHUAM CUCTEMbI, CMUCOK
YCTAaHOB/IEHHOrO Ha areHTe MNpOrpaMMHOro obecnevyeHus U OTAEe/bHbIM CMUCOK
YCTAQHOB/IEHHbIX ApanBepoB. CNUCKM MOKa3blBAOT Pa3/IMuMA  MeXay TeKyLum
COCTOAHMEM CUCTEMbI U 30/10TbIM 06pa3oM CUCTEMbI, €C/IU BK/IKOYEHO OTC/1eKUBaHUE
30/10TOro obpasa. O6HoBaeHMe crircka MO BO3MOXKHO C MOMOLLbIO KHOMKK OBGHOBUTB

nHopmaymio.

I BaXHoO

LJd MHdopmauua o6 yctaHoB/ieHHOM O 06HOBAAEGTCA NMPU KAXKAOM
3anycke areHTa (CTapT KOMMbIOTEPa, YCTaHOBKA U/IM OBHOB/IEHUE areHTa),
HO He pexe 1 pa3a B CYTKM B aABTOMATMYECKOM pEeXUME WU
MPUHYAUTE/IbHO MO 3anpocy, NyTeM OTNPABKM areHTy KOMaHgbl inventory
yepe3 TepmuHaa. MHPopmaumua o cucteme OBHOBAAETCA TaKKe MNpu
KaX4AOM 3anycke areHta. ECiM MeHAeTcs KoHOUrypauusi ceTeBbixX
MHTEepdEencoB MAM HakonuTenen, To 3Ta uHbopmauma ObBHOB/AAETCA

dBTOMaTU4eCKMN HeENnoCcpeaCTBEHHO B MOMEHT TaKOro USMeHeHUA.

06/1acmb «OnucaHue»
B o06nacty OnucaHue no/b30BaTe/lb MOXET MPOM3BO/IbHO OMUCaTb
XapaKTEePUCTUKU, COCTOAHME, UM OCOOEHHOCTH areHTa. YTobbl COXpPaHUTbL ONKMCaHKe,

no/b30BaTe/1to HeO6XO0AMMO HaXKaTb KHOMKY COXPaHUTb.
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061acmb «CocmosHue dzeHma»

B 06nactn CocTtosAHMe areHTa 0TObparkatoTca noc/iegHmne 500 coobuieHuii o
CcOObITUAX »KYpHa/Za areHTa, Hampumep, Korga He obHOoBAAeTCA KOHUrypauua
onpege/ieHHbIX MpaBu/.

B »KypHaze peasn30BaH NpOCTON MOUCK MO COBMAAEHMUIO C 3aMpOCOM. TaKxke
CcobbITUA MOXHO W/ILTPOBATb MO YPOBHI: KpuUTMYecKasa oOwubka, owmnbka,
npeaynpexgexuve, uHbopmaumsa n nogpodHo.

Kpome »XypHasna C OMoOBELWEeHUAMM O COCTOAHUM areHTa B 064acTu
oTOOpaxarTca rpadukM, MOKasbiBAKOLWME 3arpy3Ky LEHTPa/ZibHOro npoueccopa
C/yK60M 1 ApaiBEpOM areHTa U UCro/b30BaHWe areHTom (c/1y60i 1 gpaiBepom no

OT4,e/1bHOCTU) MAMATH.

061acme «paduku»

B rpaduyeckom Buge nokasaHa uHbopmauma o paboTe KomMbioTepa, Ha
KOTOPOM YyCTAHOB/IEH areHT. Ha cTpaHuue AreHT oTobpaxkaroTca rpadmkm paboTol 3a
noc/egHue 15 MUHYT.

MpY BKAKOYEHHOM KOMIMbIOTEPE, HA KOTOPOM YCTAaHOB/IEH areHT, B 06/1acTu
Ipadukm oTobpaxkaeTca cieagyrowan MHGopmauus:

1) 3arpy3ska LI;

2) 3arpysKa namary;

3) Mpoueccs;

4) Hutw;

5) Onucarenuy;

6) 3arpy3Ka gucKa (4TeHue);

7) 3arpyska gucka (3anuchb);

8) 3arpyska cetu (nepegaya);

9) 3arpyska cetu (npuem)

10) Ko/muecTBO ceTeBbIX COeAUHEHUN.
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3arpyska LN - Ha rpaduke oTobparkaeTca 3arpyska LEHTPa/IbHOro
npoLeccopa KOMMbIOTEP, HA KOTOPOM YCTaHOB/IEH areHT, B MpOLeHTax OT obuien
NMPOU3BOAMTE/IBHOCTU. Ha OCK X NOKA3aHO BPEMA C LUAaroM B 3 MUHYTbI 15 CEKYH/, a Ha
OCM Yy NOKa3aHa 3arpyska LM B npoueHTax. [pyn HaBegeHMM Kypcopa Ha TOYKY rpadumka
Nno/b30BaTe/l0 BO BCM/IbIBAOWEM OKHe OygeT noKas3aH MpoueHT 3arpysku
LLeHTPa/ZIbHOro NpoL,eccopa B KOHKPETHbIN MOMEHT BPEMEHM.

3arpyska mamATM — Ha rpaduke OTOOparkaeTcA 3arpy3Ka OnepaTMBHOM
MaMATU KOMMbIOTEPA, Ha KOTOPOM YCTAHOB/IEH areHT, B MNpoueHTax OT obLlien
NMPOU3BOAMUTE/IBHOCTM. Ha OCK X NOKA3aHO BPEMA C LUAaroM B 3 MUHYTbI 15 CEKYH/, a Ha
OCM y MNOKasaHa 3arpy3Ka OnepaTMBHOW MaMATU B npoueHTax. [pu HasBegeHUH
Kypcopa Ha TO4YKy rpadumka nosb30oBaTe/t0 BO BCM/IbIBAOWEM OKHe OyaeT nokasaH
MPOLEHT 3arpy3Ku OnepaTUBHOM NAMATU B KOHKPETHbIN MOMEHT BPEMEHM.

Mpouecchl — Ha rpad ke oTOOparkaeTcA KOAMYECTBO aKTUBHbBIX npoueccos OC,
3anyLeHHbIX Ha KOMMbIOTEpPe, HA KOTOPOM YCTaHOB/IEH areHT. Ha ocn X nokasaHo
BpemMA C LWaroM B 3 MWHYTbl 15 CEKYHA, @ Ha OCM y MOKAa3aHO YMC/I0 AKTMBHbIX
npoueccos OC. lpu HaBegeHWM Kypcopa Ha TOYKY rpadwmka nosb3oBaTe/sto BO
BCMN/IbIBAOLLLEM OKHE DyAeT MOKa3aHO TOYHOE KO/IMYEeCTBO MPOLLEeCCOB B KOHKPETHbIM
MOMEHT BpEMEHM.

Hutn - Ha rpaduke oTobparkaeTcA KO/MYECTBO aKTMBHbIX HuTen OC,
3anyLLeHHbIX Ha KOMMbOTEpe, Ha KOTOPOM YCTaHOB/IeH areHT. Ha ocu X nokasaHo
BPeMmA C LaromM B 3 MUHYTbI 15 CEKYHZA, @ Ha OCK Y MOKA3aHO YMC/10 aKTUBHBIX HUTEMN.
Mpu HaBeAEeHUM Kypcopa Ha TOYKY rpadumKa no/sb30BaTe/It0 BO BCM/IbIBAIOLLLEM OKHe
OyaeT NoOKa3aHO TOYHOE KO/IMYECTBO HUTEWN B KOHKPETHbI MOMEHT BPEMEHM.

Onucartenu — Ha rpadmKe oTOOpaXKaeTCcA KOAMYECTBO aKTUBHbBIX OnMcaTenen,
paboTaroLwmx Ha KOMMbIOTEPE, HA KOTOPOM YCTaHOB/IEH areHT. Ha ocu X nokasaHo
BpeMA C LWAaromM B 3 MWHYTbl 15 CEKYHA, @ Ha OCU Yy MOKA3aHO YMC/I0 AKTMBHBIX

onucatesen. lpu HaBegeHUM Kypcopa Ha TOYKY rpaduka no/ab3oBaTe/l0 BO
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BCM/IbIBAOLLLEM OKHe ByAeT NOKa3aHo TOYHOE KO/IMYEeCTBO OnmncaTe/iet B KOHKPETHbIN
MOMEHT BpEMEHM.

3arpyska gucka (4TeHue) — Ha rpaduke OTOOparKAETCA CKOPOCTb YTEHUA
$a/I0B € }KeCTKOro AUCKA, Ha KOTOPOM ycTaHoB/1IeHa OC € AeMCTBYIOLLMM areHTOM.

Ha ocu X noKa3aHo BpeMs C LWarom B 3 MUHYTbI 15 CEKYHZ, @ Ha OCU Y NMOKa3aHa
CKOPOCTb YTE€HUA C AMCKA B KM106anTax B CeKyHAY. [1py HaBegeHMM Kypcopa Ha TOYKY
rpadmKa no/b3oBaTe/It0 BO BCMN/IbIBAKOLLEM OKHe DyaeT nokasaHa TOYHaA CKOpPOCTb
3arpy3Ku AMCKa Ha YTEHUE B KOHKPETHbI MOMEHT BPEMEHM.

3arpy3ska amcka (3anmucb) — Ha rpaduke oTObpaxkaeTcAa CKOPOCTb 3amnucu
balrn0B Ha XKeCTKUM AUCK, HA KOTOPOM ycTaHoB/1ieHa OC C 4eNCTBYOLWMM areHTom. Ha
OCM X MOKA3aHO BpeMs C LLArom B 3 MMHYTbI 15 CEKYH/, @ Ha OCM Y MOKa3aHa CKOPOCTb
3anucu Ha AUCK B Kn106arTax B CEKyHAY.

Mpu HaBegEeHUU KypCOpa Ha TOYKY rpaduKa No/sb3oBaTe N0 BO BCM/IbIBAOLLLEM
OKHe byseT nmoKasaHa TOYHAA CKOPOCTb 3anucu Garno0B Ha AUCK B KOHKPETHbIN
MOMEHT BpEMEHM.

3arpy3ka cetu (nepeaaya) — Ha rpaduke oTobpaxkaeTca CKOpOCTb Nnepesayn
$ann0B C KOMMbIOTEPA, HA KOTOPOM YCTAaHOB/IEH areHT. Ha ocm X NOKasaHo BpemA ¢
LLIAroM B 3 MMHYTbI 15 CEKYH/, @ HA OCU Y MOKa3aHa CKOPOCTb NepeaAayn B K10bmutax B
cekyHay. [lpy HaBegeHuM Kypcopa Ha TO4YKy rpadumka no/ab30BaTeN0 BO
BCM/IbIBAOLLLEM OKHe ByAeT NoKasaHa TOYHaA CKOPOCTb CeTeBOM nepegayu ¢anioB B
KOHKPETHbIM MOMEHT BpEMEHM.

3arpy3ska cetu (npuem) — Ha rpaduke oTOOparkaeTcs CKOPOCTb Npuema
daln0B Ha KOMMNbIOTEP, HA KOTOPOM YCTAaHOB/IEH areHT. Ha 0cun X NOKa3aHo Bpems ¢
LLIAroM B 3 MMHYTbI 15 CEKYHZ, @ Ha OCM Y NMOKa3aHa CKOPOCTb Npuema B Knu10buTax B
cekyHay. [lpy HaBegeHUM Kypcopa Ha TO4YKy rpadumka no/ab30BaTe0 BO
BCMN/IbIBatOLLLEM OKHe OyAeT noKasaHa TOYHAA CKOPOCTb ceTeBOM nepeaayn $Gai/0B B

KOHKPETHbIM MOMEHT BPEMEHM.
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Ko/nuyecTBO ceTeBbIX coegnMHEeHM — Ha rpaduke oTobpaxkaeTca KO/MYeCTBO
CeTeBbIX COeAMHEHUN MeXAy XOCTOM, Ha KOTOPOM YCTaHOB/IEH areHT, U BHELLUHUM

ceTeBblM NepUMeTPOM.

Bo3sspam k HopmanbHomy pexumy pabomel noc/1e ycmaHOB8KU d2eHmad 8 peswume «no_driver»

A/A BO3BpaTa areHTa, KOTOpbIA Obl/ yCTaHOB/AEH C onuuen «no_driver», K
HOPMa/IbHOMY pexunmy paboTbl TpebyeTcA BbINONHUTL C1eaytoLLmne AeNCTBUA:

1) B Mogy/e agMUHUCTPUPOBAHUSA NepeiTy B pa3aen TepmuHan;

2) BbibpaTb areHTa, KOTOpOMY TpebyeTcsA U3MEHUTb NapamMmeTp;

3) BbINO/HUTL KOMaHAY:

enable

4) NepenTn Ha CTpaHuULy areHTa U ybeauTbCA, YTO OnuMA 3alMTa areHTa
BK/ItOYEHa.

YKa3aHHble Bbllle KOMaHAbl MOHO BbIMNO/HUTb A/A TPYMMnbl areHTOB Ha

CTpaHuue AreHTbl C MOMOLLBbIO KOMaHAbl BbIMOAHUTL KOMaHAY Ha BblIGpaHHbIX

areHTax ()

6.5.3. 'pynnei

Obwmin BUA cTpaHuubl Fpynnbl areHTOB NpeACTaB/1IeH Ha PUCYHKeE 63.

Tpynns: arextos
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PucyHok 63 — CtpaHuua «Ipynnbl areHToB»

Ha cTpaHuue Mpynnbl areHTOB B Tab/IMHHOM BUAeE npeacTaB/neHa MHbopmMaums
O CO3AaHHbIX rPynnax, UX UMeHax, a TakKe O KO/IMYeCTBe areHTOB, BXOAALLMX B 3TH
rpynnbl.

B Tabsmue co cnuckom rpynn oTobpaxaroTca ciegyoLme noas:

1) NMone BbIGOpa areHToB (OTMEYEHO KHOMKOW Bbibopa ' );

2) HasBaHue rpynmbi;

3) Ko/muecTBO areHTos;

4) YnpaB/ieHue.

Ana BoiboOpa B Tabavue 0g4HOM MM HECKO/IbKMX FPYMM areHTOB He0H6X0AUMO
OTMeTUTb (P/Ia’KKOM KHOMKK BblbOpa A/19 COOTBETCTBYHOLWMX rpynn. /[aAa OTMeHbI
BbIOOpa C/iegyeT HaxaTb Ha KHOMKY Bbibopa & nosTopHO.

HasBaHue rpynnbl — B no/s1ie 0TobparkaeTca MMA rpynbl areHToB. [1py HaxaTum
/IKM Ha Ha3BaHuMM rpynnbl areHTOB MPOUCXOAUT Mnepexod, K crpaHuue Ipynna
BbIOpaHHOM rpynmnbl areHToB.

KoaunyecTBo areHTOB — B no/ie B 4Y4C/10BOM BUAE OTOOpaxkaeTca KO/M4eCcTBO
areHToB B BbIOpaHHOW rpynne.

YnpaB/ieHue — B 0/1e 0OTOOPaXKaTCA KHOMKA M3MEHEHUs Ha3BaHusA rpynnbl (

0

) v KHOTKa A/1A yaanenua rpynnbl 1,

Mpu HaxkaTum /IKM Ha 3HA4OK * B Mo/le C KHOMKOW BblOOpa OTKPbIBAETCA
MHPopMauma 06 areHTax, NpMHaAAeKalux 3Tomn rpynne. Ecav B rpynne oTcyTCTBYIOT
NMPUKpern/IeHHbIe K Hel areHTbl, TO B PACKPbITOM CTPOKe byaeT 0TobparkaTbCA HaANMCh
06 OTCYTCTBMM areHTOB B BblOpaHHOM rpynne. Ec/v B rpynne eCcTb NpUKpern/eHHble

areHTbl, TO OHU ByayT OTOBpaXKaTbCA B PACKPbITOM CTPOKeE.
B HUXHEN YacTv 06/1acTu Fpynnbl Pacro/oxeHbl KHOMKU Ornepaymii Sz

Y voerure come ANA CO3aaHMA HOBOM rpynbl areHTOB C/leAyeT BBECTU €€ Ha3BaHue B

nose HassaHue rpynnbl 1 Ha)kaTb KHOMKY Co3gaTb rpynny. [oc/se 3TOro B HUXKHEM
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4YacCTu CTPaHULbl NOABUTCA coobLeHne 0 gobaBaeHmm HOBOM rpynnbl, @ B Tabamue co
CMMCKOM FPYMN NOABUTCA CTPOKA C MHPOpMaLMel O HOBOM rpynne.

ANA yaaneHua rpynnbl AU HECKO/IbKMX FPYM areHToB HeobXxoAMMO BbIOpaTh
nX, 0TMeTMB P/1aXKKOM B Mo/1e BbIbOpa rpynm, U Ha*kaTb KHOMKY YAa/AUTb BbiOpaHHbIe.

[lanee B OTKpbIBWEMCA OKHe MMoATBEpKAEHUE AEUCTBUA C/leAyeT HaXKaTb KHOMKY

. Mocne yaaneHuA BbIOpaHHble rpymnmnbl areHTOB He ByayT OoTobpaxkaTbCA B
cnucke Tabaunybl.

MMA rpynnbl ABAAETCA aKTUBHOM CCbI/IKOW, MPU HaXaTuM MO KOTOPOWM
OCYLLeCTBAAECTCA Mepexod Ha CTpaHuuy AreHTbl C COPTUPOBKOM areHToB Mo

COOTBETCTBYIOLLEN rpynne.

6.5.4. KoHduzypayuu

Pasgen KoHdurypauum cogepuUT pegakTupyemble HacTPOMKM HabopoB U
npodwunen gna areHtoB Windows u Linux, KOTOpble areHTbl MO/Yy4alOT B MOMEHT
BepuduKaumm. MOKHO HacTpanBaTb HECKO/IbKO HAOOpPOB B OAHOM KOHOUrypauuu.
Kpome TOro, aHa/MTMK MOXeT HacTpavMBaTb COOCTBEHHble yganAemble U
pefaKTMpyemble KOH(Urypauuu, KOTOpble MOryT MCNO/b30BaTbCA B KavecTBe
wab/10HOB, pacNpOCTPaHAEMbIX Ha areHTOB Ha CTPaHULLe AreHTbl.

A/1A HOBbIX areHTOB aBTOMAaTMYECKM Ha3Ha4YatoTCA KOHUrypaumm ¢ Habopamu
Mo yMO/4aHuio. [laHHble Habopbl 3HAYa/IbHO NYCTbIe, B Aa/IbHENLLIEM M0/1b30BaTen
CMOryT g06aBUTb B HUX CBOW NPaBW/1a UM CO34aTb HOBbIe HAabOoPpbI.

YT106bI CO34aTb HOBYIO KOHOUIypaLuuto, He0H6X0AMMO HaxaTb KHOMKY Co3aaTb
KoHpurypaumuro. OTkpoeTcA OKHO Co3gaHuMe KOHuUrypauuum, B KOTOPOM
Heob6xoaMMO 334aTb UMA KOHOUrypauuu n BblopaTb HaAbopbl 1 Npoduan. KHomMkKa
Co3pgaTtb OyaeT aKTMBHA TO/IBKO B TOM C/ly4ae, Korga byayT Ha3HaveHbl Bce Habopbl u
Npodu/In KOHPUrypaLuu.

KoHdurypaumm MOXKHO pegakTMpoBaTb W YAQAATb, MpU 3TOM  YAQAAUTH

Mcno/sb3yemble nNpu BepudMKauum KoOHPUrypauumn no ymondaHuwo aasa Windows um
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Linux Heab3A. YTOObI peAakTMpOBaTb KOHPUrypaL Mo, HEOH6XOAMMO HaXKaTb KHOMKY

. YT06BI YyaanuTb KOHPUrypaumto, HEO6X0AMMO HaXKaTb KHOMKY .
AAMUHUCTPATOP MOXeT paboTaTb CO CMMCKOM KOHOUrypauui C noOMOLLbIO
buabTpa No MmeHn. KoHpUrypaumm CoOpTUpYrOTCA Ha CTpaHuLe no andaBuTy AN Mo

Ync10BbIM U CUMBO/1IbHbIM 3Ha4Y€HUAM.

6.5.5. Bepudpukayusa
Obuwue ceedeHusn

Bepudukauma u agesepuduKkauma ABAAOTCA  OObIYHBIMKM  AENCTBUAMM
afMUHUCTPUPOBAHUA CUCTEMbl. B 4acTHOCTM, BepudMKaLMIO OXKMAAKOT BCE HOBblE
YyCTaHOB/IEHHbIE areHTbl. Bepndukaumnio o0b6A3aHbl NPONTU U areHTbl, KOTopble Bblan
nepesanyLeHbl, UAX Te areHTbl, KOTOpble BHE3anHO CTa/u NO/Ay4aTb OT CepBepa
OLIMOKM Ha BCe Apyrue 3anpocsl.

B 3anpoce Bepudukaumm B 06A3aTe/ILHOM NOpAAKE nepeaarnTcA
naeHTndukaTop areHta (agent id), TokeH areHTa (token), a Takke Habop apyrux
Mo/1e3HbIX AAHHbBIX MALUMHbI C YCTaHOB/IEHHbIM areHToM (ceTeBoe ums, Bepcusa OCu T.
A.). Ana BepudmKaumm areHTa He06X0AUMO BbINO/IHUTL PAJ, AEUCTBUN.

Cpasy noc/e ctapTa NporpamMma areHTa 40/1xHa ybeauTbca, 4TO cepBep roTos
MPUHMMATb OT Hero gaHHble (cobbiTus). HeobxoAMMbIM YC/0BMEM AN 3TOrO
AB/IAETCA «g0Bepue» cepBepa TokeHy (token) areHta. CambiM nepBbIM 3aNpoCOM K
cepBepy ABAAETCA 3anpocC Ha BepudurKaumio areHTa. Ec/im cepsep oTBevaeT Ha 3anpoc
BepudurKaumm kogom 200 (OK), TO areHT nepexoauT K 3arnpocy «HepHbIX» U «Be/blX»
CMMCKOB M OTNpPaBKe COObITUM U CTAaTUCTUKKU Ha cepBep. B ciyyae nonyyeHmA areHTom
OWMOBOYHOr0 OTBeTa Ha 3anpoc O BepudMKauMu, areHT NOBTOPAET 3anpocC Ha
BepudUKaLMIO CNYCTA BpeMs paBHoe t (~2 MUHYTBI).

Bo3moOKHa cuTyauma, KOrga B CMCKe areHTOB, OXUAJMOLWMX BEpUPUKALMIO,
NMOABWUTCA areHT, paHee BepuPUULMPOBAHHbLIM Ha cepBepe. Tak MPOUCXOAWUT MpU

BOCCTAHOB/1IEHUN CUCTEMDbI, HA KOTOPOIZ YCTAHOB/IE€H areHT, U3 CHMMKa BMpTyaanoﬁ
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MaLUMHbI.  JTa CUTyauymnAa He AB/IA€TCA KleTW—IeCKOﬁ M  HYXHO TNOBTOPHO

BepUPULMPOBATL areHTa.

=9 lNpumeuyaHue
L Cepsep moxerT paboTaTb TO/MBKO C  areHTamu, «BPYYHYHO»
BepUPULMPOBAHHBIMU 3AMUHUCTPATOPOM CUCTEMBI. [1pM 3TOM cepBep Ha
OTAEe/IbHOM CTpaHuLe uHTepdeica Bcerga otobpaxaeT CNMCOK areHTOoB,
OXMAQLWNX BepUbUKaLuUU. AGMUHUCTPATOP MOXKET B NH0OOM MOMEHT

BEepUPUUMPOBATb areHTa, U TOT MO/y4UT Ha CBOM O4vYepeaHOM 3anpoc

BepudUKaLmm 0TBeT C Kog4om 200 (OK).

Kpome TOro, a4nA nporpamm, pasBopavuMBaembix MO MPUHLUMY ONn-premise,
npeAyCcMOTPEHO pa3BOpayMBaHWe areHToB Oe3 3Tana BepudwmKkaumm (3Ta PyHKUMA

BK/ItOYAETCA onumelt B KOHUrypaLum cepeepa).

Mpouyedypa sepudukayuu

[pn nepexoge Ha CTpaHuuy Bepudpukauma agMUHUCTpATOp UMeeT
BO3MOXHOCTb NPOCMOTPETb BCEX He BepUPUUUPOBAHHbLIX AreHTOB U MPOU3BECTU
npoueaypy Bepudpuraymm. ECam oTCyTCTBYIOT areHThbl, Tpebyrolme BepudpurKanmm Ha

cepBepe, TO Ha CTpaHuLLe OTOBpaykaeTca COOTBETCTBYHOLLLAA 3anuch (pUc. 64).
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Bepudukauma AreHToB

MokazbiBaTs No

10

Jo6aBuTs B rpynny

Bribepwute rpynny

CeTeBoi aapec

A Beeawte agpec

CeTeBble agpeca

L=}
a6

Wma komnbloTepa

Wmsa komnbloTepa

Beeaunte nms

OnepayuoHHas cucTema

YacoBoii noac

COpoCHT GUALTPLI

JomeH

b=

BeeaunTe aomeH ¥

AaHHble 06 aKTHBHOCTH

Het aaHHbIX ©)

CozaaTe HoByH Fpynny

BeeawTe HazBaHne

Bepuduunpoeats

PuUcyHoK 64 — CTpaHuua «Bepudpmkaymsa» (HeT BepudpuLmMpyembiX areHToB)

Ha pucyHke 64 B Tabavue g 0TOOpaskaemblx areHTOB OTCYTCTBYHOT areHTbl

Ha BepUpUKaLUto, U B CBA3M C 3TUM NPUCYTCTBYET HaAgNMCb HeT AaHHbIX Q.

Mpy Haanumm areHToB, Tpebyowmx BepuduKaumu, Ha CTpaHuue OyaeT

npegacTas/seHa uHGopmMaLus 06 3Tux areHTax (puc. 65).

Bepndukauna AreHToB Cépocums ¢unerpt
Mokazwizats no Cereofi aapec i komnsioTepa Lowme
10 Beeaute aapec Beeaute mMA (A Beeane nomen ¥
(] D 1| ceresvie agpeca fomen / UMA komnbioTepa || OnepaLMOHHas cucTema 7| UYacosoii nonc T, PBannbie o6 akuskoetn ||
> O d2438015691c09b7dd6a4d0309  192.168.47.128 WIN-N3RBBICS53KH Microsoft Windows 7 Asia/Riyadh +0300
4cc12d71 Nowmawnsn 6azoean - 32-bit
> O 404151212b18151415cSeeedT0e  192.168.47.142 WIN-9C6U3FF02U8 Micresoft Windows Server 2012 Asia/Riyadh +0300
Obfa50f R2 Datacenter - 64-bit
> O f726152cd0a74a3e8d77eba044a  192.168.47.144 WIN-DS83GODE5NR Microsoft Windows 7 Asia/Riyadh +0300
186ed01 Nowmawnsn 62zoean - 64-bit
> O 5a6b1e1106db5e50193802f0afb DESKTOP-HPP27G9 Maiikpocagr Windows 10 Pro - Europe/Moscow +0300 [ Homuaii
86bb304 10.8.4.1 64-paspagHan
> O f6f2d235154109292203c5025ac2  192.165.47.133, DESKTOP-N4GD9V4 Maiikpocoér Windows 10 Pro - Asia/Riyadh +0300
759500 32-paspaauan
obasns & rpyany Cosaars HoEyw rpynny BeprdnunpoeaTs
BuiGepute rpynny BeeauTe Hassanue BriGpantsix Beex

PucyHok 65 - CTpaHuua «Bepudukauua» (ectb Bepuduumpyembie areHTbl)

Ha cTpaHuue npeacTaBaeHbl ciegytolme noaa GuabTpalmm:

1) Moka3biBaTb MO — GU/ALTPYET AareHTOB MO KO/MYECTBY OTOOpaXKaemMbIX Ha

CTpaHuLe;
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2) CeTeBoOW agpec — GUAbTPyeT areHTOB MO CEeTEBbIM agpecam;

3) Ums KomnbloTepa — U/IbTPYET areHTOB MO MMEHU KOMMbIOTEPA;

4) AOMeH — GU/NbTPYET areHTOB MO UMEHU JOMEHa.

B BepxHeW YacTu CTpaHULLbl CpaBa HaXOAMUTCA KHOMKA A/ cOpoca HacTpoeK
¢unbTpauumn  CeEEenE s TIpY akKTUBAUMKM  KHOMKM  BCE€  HACTPOMKKU  PUABbTPaLUK
cHbpacbiBatOTCA Ha 3Ha4YeHWA, 3ag4aHHbIE MO YMO/IHAHUIO.

B wanke Tab/umubl npeacTaB/ieHbl C1eaytoLLme no/s:

1) KHomMKa Bbibopa (0TMeYeHa 31emeHTom ));

2) ID;

3) CeTeBble agpeca;

4) fAomeH/UMmA KOMMNbOTEpPa;

5) OnepayMoHHaA CUCTEMR;

6) YacoBoii nosc;

7) AaHHble 06 akTueHocTy () (EETIETED ).

PAAOM C KHOMKOM BbI6Opa areHTa HaXOAUTCA 3/1IEMEHT ? |, KOTOPbIM NO3BO/IAET
OTKPbIBaTb A0MNO/IHUTE/IbHYIO MHPOpMaumto 06 areHTe, Tpebytrotem BepudmKaLmio:

1) AomeH (1au paboyas rpynna)/MMs KOMMbIOTEP3;

2) Bpems 3arpysKku cuctembl;

3) Bepcma OG;

4) Mpoueccop;

5) Koam4yecTBo Agep npoueccopa;

6) O6bem onepatusHol namsatn (MB);

7) ecTkue guckuy;

8) CeTeBble HTepdelichl;

MHpopmauma 06 areHTe, oxxmngatroLLem BeprudrKaLmio, MpU yCTAHOBKE HOBOIO

areHTa B cuctemMe noABuTCA B Tabsuue. /1A BepudpuKaumm areHta Heobxoanmo

OTMETUTb ero /1a*KKom , noc/e 4ero HaxaTb KHOMKY Bepuduumposatb

BbIOpaHHbIX.
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dnemeHTbl HaBuraumu B Tab/mue C areHTamu, Tpebyowmmu BepuduKalmm,
MAEHTUYHbI OTMMCAHHBIM B MYHKTE 6.2.2 (CM. puC. 13).

NMepeg npouesypovi Beprdukaumm MOKHO 406aBUTb areHTa B onpese/IeHHYHo
rpynny uau cosgaTb AR Hero cCBOw rpynny. Aasa gobasseHus B rpynny nepeg,
BepudUuKalumen HeobxoAMMO BblIOpaTb oOnpede/neHHY Tpyrnny areHToB B Mo/e
Aob6asutb rpynny. /aa pobaB/eHMA BO BHOBb CO34aHHytO Tpynny nepes
BepudpuKaumen creayet B nose Co3aatb HOBYKO Tpymnny BBECTM Ha3BaHWE HOBOW
rpynnbl. B 3Ty rpynny OyaeT BK/AKOYEH areHT noc/e 3aBeplueHuA npoLeaypbl

BepuduKauuu.

6.5.6. TepmuHan

O6was uHpopmayusa
TepmuHan AB/AAETCA KOHCO/IbIO YNpPaB/eHUA, NpeaHa3Ha4YeHHON A4 3a4aHuA
KOMaHg, ornpege/sieHHOMY areHTy. ®opmaT KOMaHg4, aHa/zorudeH popmaty cpeacTsa
aBTomMaTu3auuum PowerShell. NMpu nepexoae Ha cTpaHuuy TepMuHan NOABUTCA OKHO,

npeacraB/IeHHOE Ha PUCYHKe 66.

TEPMVIHaJ'I Bbl60p AreHTa ToNbKO aKTUBHBIE

HeoBxo4nMo seibpaTte AreHTa He BriBpax

PucyHok 66 - CtpaHuua «TepmuHan»

B ob6nactm Bbibop AreHTa, HaxoAAlLeMcA B MPaBOM 4acTu, Heobxoammo
BbIOpaTb M3 BCM/IbIBAOLLLEMO CMIMCKA areHTa, A4/1A9 KOToporo 6yAyT BBOAUTLCA KOMaHAbI
B TepMMHa/e. YToObl OCTaBUTb B CMUCKE TO/IbKO aKTUBHbIE B AaHHbIA MOMEHT areHThl,
c/eayeT YCTaHOBUTb Pp1axKOK & Tossko aktversie

Ecau ¢paaxkoK He ycTaHaB/MBaTb, TO A1 BbIbOpa 6yayT AOCTYNHbI BCE areHThl,

HO OTNPaBAATb KOMaHAbl B TePMMHA/ZE MOXHO OyaeT TO/IbKO aKTMBHbIM, A/1A
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HEaKTMBHbIX areHToB OygeT AOCTyNneH TO/bKO MPOCMOTP MUCTOPUM KOMAHA
TepMUHana.

Moc/e BbIGOpa aKTMBHOIO areHTa C /1eBOM CTOPOHbI CTPAHMULbl MOABUTCA OKHO
TepmuHan, pasgenéHHoe Ha gBe 06a1acTu:

1) O6/1aCTb MPOCMOTPA UCTOPUM PABOTbI C TEPMUHA/IOM;

2) O6/1aCTb BBOAA KOMaHA.

Eciv B cnucke BbIOpaTb HEAKTUBHOIO B AAHHbIM MOMEHT areHTa, To 0641acTb

BBOAA KOMaHg OyaeT BblgeseHa A7 TAaKOrO areHTa 3a/MBKOW Ceporo LBeTa,

0603HavawoLwen, YTo BBOA, KOMaHA, HEBO3MOKEH, KHOMKM TakxKe o6yayT
HEaKTUBHbI, KaKk U 06/1acTb BBOoAa TarimayT (ceK). [0 yMO/4aHUIO TalMayT COCTaBAAET

300 CEKYHA,

Omnpaska KomaHo ynpds/sieHUA Ha cmpaHuye «TepMuHan»

AnA ynpaB/eHMA areHTOM C MOMOLLbK) KOMAHAHOW CTPOKU Heobxoaumo B
06/1acTM BBOAA C MPOMMCAHHOM B Hel nopgcKaskov Beeaute komaHgy (Enter -
oTnpaBuThb, Ctrl-C - npepBaTb, MaKc. A/MHA 32768 CUMBO/10B) BBECTW HEODBXOAMMYIO
KOMaHAY 1 HaXKaTb KaaBuLly Enter nam KHOMKy [ oo |

B 06/1acT1 NnpoCcMOTpa UCTOpUM TEpMMHA/NA OTOOPaXKatoTCA paHee BBEeAEHHbIE
KOMaH/bl M MOKA3blBAETCA TEKYLMIA CTATyC BbINO/NHEHUA KOMaHAbl. [1peayCcmMOTpeHbl
cleayrolime cTaTychl: D/ EEND)) CEEEIE. /1A NpoCcMOTPa OCHOBHBIX
AOCTYMHBIX KOMAHA, 1 OMMCAHUIM K HUM C/1leAyeT BBECTU B OKHE TepMUHA/Ia KOMaHAY

help (puc. 67).
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CNACOK OCHOBHBIX KOMaHd:

cat YMTEET $@in ¢ ONCKa W oToOpakaeT ero B BMOE ASCII

clean ¥OanAeT 33pesepSHMpOBaHHLIE L]

o KOMUPYeT $ain WM OMPEKTOPUH

enable BKANY3ET YNPaENSHAA 3AWMTCHA areHTa (ANA areHToE ¢ napameTpom /no_driver)
get 3arpyxacT 03N 5 (EANCECE XPEHWAMULE WAW CEPEED BHAMMTHKM

get-eventleg oTofpasaeT CofHTHA, 3EPErWCTPMPOSEHHHE B WYPHAENE COBHTHA, WAM CMMCOK KYPHENCE COBHTHEA
get-variable MNpeaccTaBNAeT OOCTYN K NMEPEMEHHbM Cpeds Windows

help OTodpawaeT 3TY CNPaBKY WAM CNpPasKy Mo KOomaHae

inventory OfHOBASET WHPOPMAUMD 0F YCTEHOENSHHOM MO, OGHOENEHWAX W ApadBepax areHTa
ipconfig BWECOMT MHOOPMALME O KOHIWIVDEUAM CeTH

1s oTofpasaeT CnMCKW GEANCE W OMDEKTOPMA B 33A3HHOM OMDEKTOPHM

mkdir CO3A3ET AMpPEeKTODMI

my NepEMEmAET Paidn WIW LHPEKTODMR

netstat Gchpa>:aE‘ CTATACTHAKY NPOTOKOAa WM TEKYMHX CETEBRIX nooKACueHni TCR/IP

ps 0ToOpEXaET WHPODMALMID O MPOLECCcax

put 3arpyx@eT Q@in Ha arexT

reg ¥npasnexue peecTpom Windows

restart-computer nepesarpywaer OC

restore BOCCTAHAENMERET Q@iMsl NPOLECCE W3 KaTanora SHADOWCOPY

rm YAanAeT $ain WA AMPEKTOpHD

shutdown BRKAO4EET OC

startas BLNONHAET KOMEHOY B BKTUEHOW CECCHMM NONL3CEETENA

stop 3aBepuaeT npouecc

tray ¥YMPEENSET SHAYKOM W YEEAOMICHWAMA B TPEE

PucyHoOK 67 — CMMCOK OCHOBHbIX KOMaHg TEPMUHaAA

Eciv  TpebyeTcA cnpaBka O KOMaHAge U3 MpeaCcTaB/€HHOro  CrMCKa,
HeobX0A4MMO BBECTU KOMaHAY, HaNMCaHWe KOTOPOW yA40B/1eTBOPAET CUHTAKCUCY:

1) get-helphelp {<umsa_komaHgnaeTa> | <Ha3BaHue_pasgena>};

2) help {<uma_kromaHaseTa> | <Ha3BaHue pasgena>};

3) <MMA_KoMaHg/aeTa> -2.

CHM3y oT 06/1aCcTM MPOCMOTPA MCTOPUM TEPMMHA/IA HaxXOAUTCA KHOMKA

nepexo/a K pesy/bTaTy Noc/1e4Hero BBOAa KOMaHAb!

B HuHeM yacTn 06/1acTy TepMUHAA COAEPKUTCA KHOMKA R ee aencTBME
AyO/MpyeTCa C NOMOLLbIO HAXKaTUA coveTaHuA Kaasuw Ctrl+C BoO BpemMA BbINO/HEHUA
KOMaHAbl B TepMuHaae. C MOMOLLLbIO KHOMKU U/IM COMETaHMUA K/1aBULL MOXKHO NpepBaThb
BbIMO/IHEHME KOMaHAbl. CTaTyC KOMaHAbl MOMEHAETCA Ha Mespsana (Gl | 3 yepes eAuHULLY
BPEMEHMU, YKa3aHHY0 B o/1e TaimayT (CeK) CTaTyC MOMEHAETCs Ha eepsana (raiwsayn)

ANA yCTaHOBKM BPEMEHU OXKUAAHUA OTBETA OT areHTa npu OTNpaBKe KOMaHA,

B nosie TanmayT (ceK) Heo6X0AMMO YKA3aTb HYKHbI MHTEPBA/l BDEMEHU B CEKYHAAX.

Mo YMO/IMaHUIO BpPEMSA OXKMAAHUA COCTAB/AET 30 CEKYHA,.

PyKOBO,a,CTBO AAMUHUCTPATOPA NO YCTAHOBKE U 3KCN/yaTayum RT Protect EDR
Bepcus 1.0.28 om 09 utoHa 2025




ANA nsmeHeHuA areHTa B 06/1acTn Bbibop AreHTa Hy>KHO HaXaTb KHOMKY ~ B
CTPOKE C Ha3BaHMEM TEeKYLLLero areHTa, Noc/1e 4ero U3 BbinagatoLero Crnmcka BoibpaTb

HOBOI'O areHTa.

OnucaHue KOMAHO MepMUHAAd, ped/au3068dHHbLIX 8 cAywbe azeHmad

[epeyeHb KOMaHA, peasiMn30BaHHbIX B C/1y>kbe areHTa:

— clean;

— drop;

— get;

— put;

— inventory;

— restore;

— startas;

— stop;

— tray;

— off;

— enable;

— nepesanyck c/1y>Kbbl areHTa;

— trace;

— memscan;

— memdump;

— netlimit;

—reset-errors.

— get-log.

KomaHnga clean - vypandetr 3ape3epBupoBaHHble darabl. KomaHpaa
BbIMO/IHAETCA COr/acHO CUMHTaKcucy clean [<MakcMmanbHbiM BO3pacT aitos>].
MaKcumanbHbIl Bo3pacT ¢ainos (gonyctumble cydpdurcebi: d — gHm, h — yacsl, m —

MWHYTBI). [10 YMO/MaHUIO: UCMO/Ib3YeTCA 3HaueHne U3 npoduas AHTuwudpa (10 gHeir).
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MprMepbl HaNMCcaHUA KOMaHabl clean:

clean 10h - yaanaet 3apesepBupoBaHHble dai/ibl CTapLle A4eCATU HacoB;

clean 2d - yaanaet 3ape3epBupoBaHHble (pali/ibl CTapLle ABYX AHEWN.

KomaHga drop - npuHyauTe/IbHO 3aBepLuaeT ceTeBOe CoeanHeHue.

KomaHga BbinosHAeTcA cornacHo cuHTarcucy drop [-id] <fluuid uam flow> [-w
admin|ti], rge

— id - fluuid nau flow ceteBoro coeanHeHus;

— W — KTO 3aBepLuun/a ceTeBoe coeguHeHune: admin - agMmuHucTpaTop, ti - Tl
naatpopma (no ymondanuto: admin).

MprMepbl HaNMCcaHUA KOMaHAb! drop:

drop -id c24bbag95-9d6b-01da-2d12-000000000000 - 3aBepluaeT ceTeBOe
COeAMHEHUE C YHUKA/bHbIM UgeHTUdmKatopom (nose fluuid B cobbitum) c24bbags-
9d6b-01da-2d12-000000000000;

drop -id 2096738 - 3aBepluaeT ceTeBOe COeAUHEHUE C UAEHTUDUKATOPOM
(none flow B cobbITUN) 209673 8.

KomaHga get — 3arpyxkaet ¢ain B ¢ainosoe xpaHuavwe EDR. KomaHga
BbIMO/IHAETCA COr/1acHO cuHTaKcucy get [-f] <MoAHbIl NyTb 4o daina> [-t <ti nam
cloud>], rae:

-f - nyTb go daiina;

-t — TMN XpaHuauwa anaa 3arpysku ¢daina (ti — Tl-naatrpopma, cloud -
XpaHuauue EDR, no ymondaHuto bepetca Tun xpaHuaumia cloud).

Mprmep HanMCaHMA KOMaHABbI:

get "\Device\HarddiskVolume8\Windows\SysWOWe64\vmnat.exe" (3arpyska
datina B xpaHunuie EDR);

get "\Device\HarddiskVolume8\Windows\SysWOW64\vmnat.exe" -t cloud
(3arpyska daitna B xpaHuauwe EDR);

get "\Device\HarddiskVolume8\Windows\SysWOW64\vmnat.exe" -t ti

(3arpyska daiina Ha Tl-naatdopmy).
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KomaHga inventory - o6HoBsAeTr mHbopmaymo 06 ycrtaHoBneHHom [10,
OOHOB/IEHUAX U ApalBepax areHToB.

KomaHga put — 3arpy:xaet ¢aiin c cepepa EDR Ha MallmMHy € yCTaHOB/IEHHbBIM
areHToM. KomaHAa BbINO/HAETCA COr/IacHO CWHTakcucy put [-u] <Ccbiika aAns
3arpysku> [-w <PacnosioxkeHue daiina Ha areHte>] [-y] [-n <HoBoe umsa daiina>], rae:

-U — 3TO CCbI/IKA A/1A 3arpy3Ku;

-W — pacno/ioxKeHue ¢daiina Ha areHTe (4UPEeKTOopKs, B KOTOPYHO 3arpy»aeTtca
bain, e AMPEKTOpUA He CyllecTByeT, TO OHa C0343eTcA, MO YMO/HAHMUIO
C:\ProgramData\PT-UHdopmaLmoHHanA 6e3onacHOCTb\AreHT RT Protect
EDR\download\);

-y — nepe3anucb cylecTeytoLero ¢aiia (no yMo/4aHuto nepesanucu Her);

-N — HoBOE MM daiiaa (Mo YMONYaHUIO MM BEPETCA U3 CCbI/IKM A4/151 3arPy3KK).

MprMepbl HAMUCAHMA KOMAHABbI:

1) KomaHga 3arpy3ku  ¢aiia Ha MalMHYy C  areHTom Mo nyTu
C:\ProgramData\PT-UH$opmaumnoHHanA 6e3onacHoCTb\AreHT RT Protect
EDR\download\first_aid_kit.exe:

put https://192.168.113.7/api/storage/user/object/894a2551-1e14-4e38-9f44-
432428017¢06/first_aid_kit.exe;

2) KomaHga 3arpy3ku  daisa Ha MaWMHYy C  areHToM Mo nyTw
C:\Tools\file_ver 1.exe:

put https://192.168.113.7/api/storage/user/object/894a2551-1e14-4e38-9f44-
432428017c06/first_aid_kit.exe -w C:\Tools -n file_ver 1.exe.

KomaHga restore — BoccTaHaB/MBaeT 3ape3epBUpOBaHHble daliabl. KomaHaa
BbINO/IHAETCA COM/IaCHO CUMHTAKcmcy restore [-id] <UUID-npouecca> [-c], rae -id - aTo
UUID npouecca, a -C — aprymeHT A/a yAaseHuAa CO34aHHbIX ¢ainaos. lpumep
HanucaHMA KOMaHAbI:

restore -id {FD547C1E-4260-40DA-9DB9-6D4A22F4FEE4}.
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KomaHga startas — 3anyckaeT npouecc nog onpege/ieHHbIM No/1b30BaTe/1eM.
KomaHza BbINo/HAETCA COr/IacHO CMHTaKcuUCy startas [-cmd] <KomaHaHas ctpoka> [-
u <Mms nonbsosatena>] [-ws {normal | hidden | minimized | maximized}], rge:

-cmd — 3TO KOMaHAHaA CTPOKa A4 3aMnyCKa;

-U — UMA MO0/1b30BaTE/A C aKTUBHOM ceccuelt (Mo YMO/HaHMIO UCTO/Ib3yeTcsA
aKTMBHAA CeCCUA N0/b30BaTe A);

-WS — CTU/Ib OKHA 3anyckaemoro npouecca: normal (no ymoayanuio), hidden,
minimized, maximized.

MprMep HanMcaHUA KOMaHAbI:

startas calc.

KomaHga stop — 3aBepliaeTt npouecc. KomaHAa BbINO/HAETCA COM/1aCHO
cuHTakeucy stop [-id] <UUID npouecca [-c <CTaTyc 3aBepluenus npouecca>] [-w
admin|ti] [t <Tun coobenun>], rae:

-id - 310 UUID npouecca;

-C — CTaTyC 3aBepLueHus npouecca (Mo yMOA4aHUto 0);

-W — KTO 3aBepLuu/ npouecc: admin — agMUHUCTpaTop, ti — TI-naatdpopma (no
yMo/a4aHuto admin);

-t — TMnN coobuennn, onpeaenseT ypoBeHb YBEAOM/IEHUA O 3aBepLUeHWUM
npouecca: info, warning, error (no ymo/a4aHuto, eC/im napameTp -W YCTaHOB/IEH KaK
admin, TO -t npuHMMaeT 3Ha4veHue info, ecin napameTp -w yCTaHOB/IEH KaK ti, TO -t
MPUHMMAET 3Ha4YeHue error).

MprMepbl HAaNUCaHUA KOMaHAbI:

stop -id {FD547C1E-4260-40DA-9DB9-6D4A22F4FEE4};

stop -id {FD547C1E-4260-40DA-9DB9-6D4A22F4FEE4} -w ti;

stop -id {FD547C1E-4260-40DA-9DB9-6D4A22F4FEE4} -w admin -t error.

dopMmaT KoMaHZAbl 4/ KHOMKKU 3aBepumTb npouecc: stop -id {FD547C1E-4260-

40DA-9DB9-6D4A22F4FEE4}
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dopmaT KOMaHZbl 417 3aBepLUeHUA npouecca no Tpebosanuto Tl-nratdpopmbi:
stop -id {FD547C1E-4260-40DA-9DB9-6D4A22F4FEE4} -w ti.

KomaHga tray — ynpaB/iaeT 3Ha4KoM U YBEAOM/IEHUAMMU B Tpee.

KomaHaa BbINO/HAETCA COr/IACHO CUHTAKCUCY tray [<YpoBeHb>], rae:

[<YpoBeHb>] 0 — HeT 3Ha4Ka B Tpee, yBe4A0M/IEHWA He BbIBOAATCS;

[<YpoBeHb>] 1 — ecTb 3HAYOK, yBEAOM/IEHWA HE BbIBOAATCS;

[<YpoBeHb>] 2 — eCTb 3HAUYOK, MOKA3bIBaTb TO/IbKO KPUTUYECKUE YBEAOM/IEHUS;

[<YpoBeHb>] 3 — eCcTb 3HaYOK, NOKA3bIBATb BCE YBEAOM/IEHMA.

Mprmep HAMMCAHMA KOMAHADbI:

tray;

tray 2.

KomaHga ynpasneHuAa napameTtpom off — ana nameHeHua napametpa off
HeobX0AMMO B TEpPMUHA/IE areHTa BBECTU C/1e4,. KOMaHAY:

New-ltemProperty -Path
HKLM:\System\CurrentControlSet\Services\Vrpnt\Parameters -Name off -
PropertyType DWord -Force -Value <HoBoe 3Ha4eHne napameTtpa off>.

Mprmep HaMMCAHMA KOMaHAbI:

New-ItemProperty -Path
HKLM:\System\CurrentControlSet\Services\Vrpnt\Parameters -Name off -
PropertyType DWord -Force -Value ox1F.

KomaHga enable - Bk/t04aeT ynpaB/ieHMe 3aLlMTOM areHTa, yCTaHOB/IEHHOO C
napameTpom [no_driver.

A/1A nepesanycka c/1y»K6bl areHTa He06X0AUMO BbINO/HUTL NOC/1840BaTE/ILHO
c/ieaytolme KOMaHAbl B TEpPMUHA/IE areHTa:

— New-ItemProperty -Path HKLM:\System\CurrentControlSet\Services\Vrpsvc
-Name AllowStop -PropertyType DWord -Force -Value 1

— & sc.exe control vrpsvc 128

— restart-service vrpsvc
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KomaHga trace ynpassAeT TpaccMpoOBKOM areHTa. KomaHga BbINnOAHAETCA
COr/IACHO CMHTaKcUcy trace <-start mam -stop> <-svc uam -drv> [Macka sorupyembix
nogcuctem (Mo yMOA4aHUIO TPACCUPYHOTCA BCe nogcuctembl: OXFFFFFFFF)] [ypoBeHb
norvposanua (no ymonyanuto: oxXFF)] [-s], rae:

-start — 3anycKaeT TpacCMpOBKY;

-stop — 0cTaHaB/IMBaeT TPACCUPOBKY;

-SVC — yrpaB/IeHNe TPaCCUPOBKOM CAyXObl;

-drv — ynpaB/ieHne TpacCMpOBKOM ApaiiBepa;

-usb — ynpaBnaeHue Tpaccnposkon USB-gpaliBepa;

[ Macka nornpyembix NOACUCTEM ]| — MacKa TPAaCCUPYEMbIX MOACUCTEM C/TYKObl
nam gpaiiBepa (Mcno/b3yeTcs B KOMaHAe -start);

[ypoBeHb iormpoBanua] - ox5 (Verbose), 0x4 (Informational), ox3 (Warning),
ox2 (Error), ox1 (Critical), (Mcnosb3yeTca B KOMaHae -start);

-S — apryMeHT, N03BO/IAIOLW MM He YAa/1ATb pana TPaCCUPOBKU NMOC/1€ OCTAHOBKMU
(no ymonyaHuto ¢aiin ByaeT yAaseH MNoc/ie yAayHOW OTNpaBKM Ha cepsep),
(vcnosb3yeTcsa B KOMaHge -stop).

Macku 10rmpyembix NOACUCTEM U HAUMEHOBAHMA 3TUX MOACUCTEM MPUBEAEHDI

B Tab/uue 9.

Tabaunua 9 — Macku 10rupyembix nogcmcTem

Noacuctemsl Mackum

Macku 10rpyembix NOACUCTEM ANA CAYKObl areHTa
TRACE_SERVICE_ENGINE 0X00000001
TRACE_EVENTS 0X00000002
TRACE_METADATA ENGINE 0X00000004
TRACE_AGENT_UPDATE 0X00000008
TRACE_FILE_SCANNER 0X00000010
TRACE_NETWORK_CONTAINMENT 0X00000020
TRACE_SESSION_MONITOR 0X00000040
TRACE_ETW_CONSUMER 0X00000080
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TRACE_ETW _DOTNET LOAD_IMAGE_MONITOR | 0X00000100
TRACE_ETW_RPC_MONITOR 0X00000200
TRACE_ETW_KERBEROS_ATTACK_MONITOR 0X00000400
TRACE_ETW_SYSTEMTIME_CHANGED MONITOR | 000000800
TRACE_ETW_WMI_ACTIVITY_MONITOR 0X00001000
TRACE_ETW_MONITORS 0X00002000
TRACE_TERMINAL 0X00004000
TRACE_WMI_MONITOR 0Xx00008000
TRACE_SYSTRAY 0X00010000
TRACE_MS_GROUP_POLICY 0X00020000
TRACE_YARA 0X00040000
TRACE_ML 0X00080000

Macku normpyembix No4CUCTEM A/1A ApanBepa areHTa

TRACE_REGISTRY_MONITOR 0X00000001
TRACE_REGISTRY_MATCHER 0X00000002
TRACE_REGISTRY_CONFIG_PARSER 0X00000004
TRACE_RESERVED1 0X00000008
TRACE_FS_MONITOR 0X00000010
TRACE_FS_MONITOR_SIGN 0X00000020
TRACE_FS_MONITOR_RULES 0X00000040
TRACE_FS_MONITOR_HASHES 0X00000080
TRACE_FS_MONITOR_SCAN 0X00000100
TRACE_FS_MONITOR_DEF_SCAN 0X00000200
TRACE_RESERVED2 0X00000400
TRACE_RESERVED3 0X00000800
TRACE_ARW 0X00001000
TRACE_ARW_BLOCK OPERATION 0X00002000
TRACE_ARW_RESERVED1 0X00004000
TRACE_ARW_RESERVED2 0X00008000
TRACE_PATH_CLASSIFY 0X00010000

Macku norupyembix nogcuctem ana USB-gpansepa

TRACE_BASE

0X00000001
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TRACE_PNP 0X00000002

TRACE_AGENT_INTERACTION 0X00000004

MprMepbl HAaMMCAHUA KOMAHADI:

1) TpaccMpoBKa BCeX MOACUCTEM C/1YKObl C ypOBHEM /10rMpoBaHus Verbose:

trace -start —svc

2) TpaccupoBKka  mogcuctem  cayx6bl:  TRACE_SESSION_MONITOR  u
TRACE_WMI_MONITOR, ¢ yposHem soruposaHua Warning;:

trace -start -svc 0x8040 0x3

3) OCTaHOBKa TPaCCMPOBKU C/1YKObI:

trace -stop -svc

4) TpaccMpoBKa BCeX MOACUCTEM ApaliBepa C ypOBHEM /10rMpoBaHusA Verbose:

trace -start -drv

5) TpaccpoBKa  noacuctem  apariepa  TRACE_REGISTRY_MONITOR,
TRACE_REGISTRY_MATCHER, TRACE_REGISTRY_CONFIG PARSER ¢ ypoBHem
/iorMpoBaHusa Error:

trace -start -drv 0x7 ox2

6) OCTaHOBKA TPacCMPOBKM ApaliBepa:

trace -stop -drv

KomaHga memdump — coxpaHAeT CHUMOK MamMATM YKa3aHHOro npouecca B
dann. Pain coxpaHaetca B gupektoputo dumps (B ProgramData\<gupeKktopusa
areHTa>). KomMaHga BbIMO/HAETCA cor/MacHo cuHTakcucy: memdump {[-id] <UUID
npouecca> | <PID>}.

I'Ipwvlep HanncaHnAa KOMaHA4bl:

memdump 2260

memdump -id 2260

memdump {0F573999-EAA5-4529-9AE8-509EEA3DAC73}
memdump -id {0F573999-EAA5-4529-9AE8-509EEA3DAC73}

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
Bepcus 1.0.28 om 09 utoHs 2025




B pesysnbTate BbINO/NHEHUA KOMaHAbl B aupektopuun C:\ProgramData\PT-
MHdopmaumoHHas 6e3onacHocTb\AreHT RT Protect EDR\dumps\ 6yaeT cosgaH daiin
C AaMMOM npouecca.

KomaHga memscan — CcKaHMpyeT MaMATb YKa3aHHOro npouecca Ha Ha/aunyme
BPE€AOHOCHOrO Koga. KomaHga BbINO/HAETCA COM/IaCcHO CMHTaKcucy: memscan {[-id]
<UUID npouecca> | <PID>}, rae

pid — 3T0 MgeHTUPUKaTOp npouecca (Bmecto PID npouecca MOXKHO yKasaTtb
ero yHuKa/bHbIl ngeHtTuduratop B RT Protect EDR).

[TpuMep HanUCcaHWA KOMaHAPbI:
memscan 1080

memscan -id 1080
memscan {0F573999-EAA5-4529-9AE8-509EEA3DAC73}
memscan -id {0F573999-EAA5-4529-9AE8-509EEA3DAC73}

KomaHga netlimit - orpaHnuMBaeT MakCMMasbHYHO CKOPOCTb OTMPABKM
cobbITUiA. KoMaHAa BbINO/IHAETCA COr/IaCHO CUHTaKcMcy: netlimit [<Makc. ckopocTb>],
rae:

<MakKc. cKopocTb> — MaKcMMasibHasA CKOpocTb oTnpaBku (K6uT\c), (3HaveHue oO:
6e3 orpaHuM4eHui CKOPOCTH). NpUMEp HaNUCaHUA KOMaHABbI:

1) BbIBOZ, TEKYLLLErO OrpaHMYeHMA MAaKCMMa/IbHOM CKOPOCTU OTMNPABKM
netlimit

2) YCTaHOBKA OrpaHUyeHmna MakCUMMa/IbHOM CKOPOCTU OTNpaBKKM 5 KOuT\c
netlimit 5

3) CHATUE OrpaHMYeHUs Ha MAaKCMMa/IbHYH CKOPOCTb

netlimit o

KomaHga reset-errors — cbpacbiBaeT CHETUMKM NPUKAAAHBIX U CUCTEMHbIX
OLIMBOK Ha areHTe, KOMaHAaA BbINO/IHAETCA COr/IACHO CUHTAKcucy reset-errors [all |
app | sys], rae:

all - cbpoc Bcex cHeTUMKOB OLIMOOK (BbINO/HAGTCA MO YMO/HAHUIO);
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app — cOpoc cyeT4MKa NPUKAAAHBIX OLLMOOK;

Sys — cBpoc cHeTYMKa CMCTEMHBIX OLLIMOOK.

Mprmepbl BbINO/IHEHUA KOMaHA;:

COpOC CHETHMKOB CUCTEMHbBIX U MPUKAAAHBIX OLUMOOK:

reset-errors

COpocC cHeTUMKaA NPUKIAAHBIX OLLIMOOK:

reset-errors app

CHbpoc cyeTUMKa CUCTEMHBIX OLUMOOK:

reset-errors sys
KomaHga get-log — 3arpy»kaeT /10r1 areHTa B ¢pait/10Boe XpaHu/iuLLe, KOMaHaa
BbINO/IHAETCA COr/IacHO CUHTaKcucy get-log <Homep nora>, rae Homep /10ra areHTa

NMPUHUMaET C1eAytoLLine 3Ha4YeHUA:
0 — /10T ApavBepa;
1 - n0or usb-gparisepa;

2 — /10T CN1yXKObl.

UHpopmayus 8 061acmu «Beibop azeHma»

B 06/1acTu Bbi6op areHTa no/ib3oBaTe/Ito A40CTYMNHA c1egytowas nHdopmayms
00 areHTe:

1) UMsA KomnbloTepa;

2) Bepcus OG;

3) Bpems 3arpy3ku cuctembl;

4) Mpoueccop;

5) OnepaTuBHasA NamsTh;

6) CeTeBble agpeca.

MmMa KomnbloTepa — B no/sie oTobpaxkaeTcsa MMA KOMMbIOTEPA, HA KOTOPOM

YCTAaHOB/IEH AreHT.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
Bepcus 1.0.28 om 09 utoHs 2025




Bepcua OC - B nosne otobpaxaercAa HasBaHue OC, yCTaHOB/EHHOW Ha
KOMMbIOTEpe, Ha KOTOPOM paboTaeT areHT.

Bpemsa 3arpysku cuctembl — B nose otobpaxkaerca nHdopmauma o gate u
BPeMEHU Noc/1eaHeN 3arpy3Kun onepayMoOHHON CUCTEMbI, MO, ypaB/eHUeM KOTOPOM
AENCTBYyeT areHT.

Mpoueccop — B nose oTobpaxkaeTcA HaMMEHOBAHME WM TAKTOBAA 4acTOTa
npoueccopa KOMMbIOTEPA, HA KOTOPOM YCTAaHOB/IEH areHT.

OnepaTuBHasA NamATb — B No/1e 0TobparkaeTcA ob6bem onepaTtMBHOM NamATH
KOMMbIOTEPA, HAa KOTOPOM YCTaHOB/IeH areHT. O6bem ykasaH B MerabamTax.

CeTeBble agpeca — B M0/1e 0TOOpaxKarTca ip-agpeca, Ha3HavYeHHble 4/1A BCex
ceTeBbIX MHTEPPENCoB KOMMbIOTEPA, HA KOTOPOM YCTAHOB/IEH areHT.

B Hu»KHel yacTn ob6aactv Bolbop areHTa oTobparkaeTcA COCTOAHME areHTa —

m/ He aktueen ]

6.5.7. 'pajuku

Ha ctpanuue Fpadmkm nosb3oBaTe/ib MOXKeT U3y4nTb MHGOpMaLmio 0 paboTe
areHToB B rpadmyeckoMm BMAeE, a TaKKe HaCTpOWUTb MapamMeTpbl OTOOparkeHuA
rpaduKoB.

Mo ymonyaHuto B pasgene TIpaduku He cogepkutca rpadudeckmx
n300pakeHui.

Ana pobasneHua rpadmka B 06/1acTb OTOOparKeHUA, pacno/N0XKEHHYHO HUXKE
obnacty 2 aosenmerenk - HaoB6x0AMMO B nose AreHT BbibpaTb M3 BbiMagaloLLero
CMUCKa areHTa, AaAa KoToporo byaeT HapucoBaH rpaduk. fasnee B nosne Boibop
METPUKU C/eayeT yKasaTb MapameTp, BbIBOA KOTOPOrO HYXHO OCYyLLeCTBUTb B
rpaduyeckom Buge. Npu HeOH6XOAMMOCTM BbiBOAA B Mo/e BblbOpa AreHT TO/bKO
aKTUBHbIX B AJ@aHHbIi MOMEHT areHTOB C/1eAyeT YCTAaHOBUTb ¢/1ar TO/IbKO aKTUBHbIE.
Aanee B nosne Bblbop MHTEpBasna HeOOXOAMMO YCTAaHOBWUTb Mepuod, 3a BpeMms

KoToporo Oyaetr oTobparkaTbcA rpaduk. AoCTynHbl AasA Bblbopa c/reagyrolimne
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MHTEepBa/ibl: 15 MMHYT, 1 4ac, 8 4Yacos, 1 AeHb, 1 HegenAa, 1 mecAl 1 3 mecauya. lNocae
BbIObOpa BpemMeHHOro uHtepsana B nose LupuHa rpagukoB Heobxoammo BbiIOpaThb
MacwTab oTtobpaxkeHus, yctaHOBUB $A1aXKOK B KHOMKe BbIbOpa 50% w/in 100%. Mocae
YCTAHOBKM BCEX MapameTpoB C/ie4yeT HaxaTb KHOMKY A06aButb rpaduk @, nocie
yero BbIOpaHHbIM rpadumk byaeT gobasseH B 06/1acTb 0OTOOpaxkeHums:

Ob6nactb oTobparkeHUA rpaduKa BKAOYaeT B cebsa:

1) Cam rpadwmk;

2) Mone AreHT, B KOTOPOM OTODOpa)aeTcA WMMsA areHTa, sAB/ALeecd
OAHOBPEMEHHO CCbI/IKOM A/15 Mepexo4a K CTpaHuLie AreHr,

3) Mose aKTUBHOCTHU, B KOTOPOM MOKA3bIBAETCA, AaKTUBEH W/IU HE aKTWMBEH
areHT B jaHHbI MOMEHT — Heasmeen [ €EE5D ©

4) MNosne Bbi6op areHTa (npv BbIGOpe HOBOro areHTa B rpaduke oTobpasutca
nHdopmauma 06 3TOM areHTe);

5) Mone Bbi6op meTpuku (Mpu BbIOOpE HOBOW METPUKM B rpaduke
0TOOpa3uTcA MHPOpMaLUA, COOTBETCTBYHOLLLAsA 3TOM METPUKE);

6) NMosne Bbibopa uHTepBasa (npv BbibOpe HOBOro WHTEpBasa B rpapuke
ByaeT oTobpaxkatbca nHdopmauua, 3agaHHaA STUM MHTEPBa/IOM BPEMEHU, UHTEPBa/
MOXHO BblbpaTb B BUAE CMUCKA UK B BUAE MPOM3BO/IbBHOIO MHTEPBaa, 334aHHOIO B
KaseHaape).

Ana ypanenna rpaduvka ns 06s1actm OoTOOpakeHna HeobXoaMMO HaxKaTb
KHOMKY 3aKpbiTb rpaduk () B npaBoi BepxHel 4YacT 06/1acTM OTOBpasKeHus
rpaduka. Ana yganenuna scex rpadumkoB B 06/1acTn oTOOpaKeHMA cieayeT HaxaTb
KHOTMKY B BEPXHEMN MNpaBOM YaCTu CTPAHULbI.

B o6nactu rpadmk umeeTcA BO3MOXKHOCTb, YKa3aB BPEMEHHOM WMHTepBar,
nepenTn Ha CTpaHuLy AKTUMBHOCTb, NMpW 3TOM OyAeT BbINo/HEHA BbIOOPKA TO/bKO
COObITUIM ANA areHTa, 3apernMcTpMpoOBaHHbIX Ha CepBepe B WHTEpBa/Zie BpPeMeHW,

YKa3aHHOM Ha rpaduke (pUcyHOK 68).
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AnA nepexoga Ha CTpaHuLy AKTMBHOCTb C CODObITUAMM COr/1IaCHO BPEMEHHOMY
nHTEepBany 13 061acTn rpadmka, creayeT BbIMONHUTb C1eayroLmne AeNCTBUA:

1) Co3aatb rpaduk, BbIOPAB areHTa, MHTEPBa/ U METPUKY;

2) Haxkatb /IKM U, Bblge/IMB CE€pbIM TOHOM WHTEPBa/, OTMYCTUTb KHOMKY
MbILLW;

3) AnA nepexoga Ha  CTpaHuuy  AKTMBHOCTbB C  CcODObITMAMM,

3aperMcTpMpoBaHHbIMU HA CEpBEpE COr/1IacHO BbIOpaHHOMY UHTEpBasy, He06X0AUMO

L
HaXaTb NO MKOHKeE O .

Arent: MAXP (D) )4

MAXP 3arpyzka LM, % s 1 Aetb s

PucyHok 68 — YKa3aHne BpeMeHHOro MHTepBaZa 4/14 BbIbOpKu co6bITUI U3

MHTepBa/a Ha rpadumke

6.5.8. Xpanuanuwe
O6wasn uHpopmayus
Ha cTpanuue XpaHuauuie oTobpakatoTcA BCe ¢ai/bl, 3arpyXeHHble B
palnoBoe xpaHuauwe [porpammbl (puc. 69). AgMWMHUCTPATOP MOXKeT Kak
npoCcMaTpuBaTb $ai/bl, 3arpy*KeHHble no/b3oBaTtenamMmu EDR ¢ malunH, Ha KOTOPbIX
YCTaHOB/IEHbl areHTbl, Tak W 3arpyxatb ¢ai/bl C KOMMNbIOTEPA, Ha KOTOPOM OH

BbIMO/IHUA BXO4, B MOAY/b AAMUHUCTPUPOBAHMA. Pal/ibl MOryT 3arpy»KaTbCs
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Nno/Ib30BaTe/NIAMU A/1A MNPOBEAEHUA aHa/iu3a C MNomMolblo Tl-naatpopmbl UAKn ¢
NMOMOLLbIO MHCTPYMeHTa MpocmoTp ¢aiinos.

ANA nepekatoyeHna mexay Tabaumuen ¢ dpantamm, No/sy4eHHbIMU OT areHTOB,
n Tabanuen C 3arpy>KeHHbIMU no/b3oBaTtenamMu daliaMmm B BEPXHEM YacTU OKHA

npeAycMoOTpeHbl BKAaAKM Paii/ibl ¢ areHToB 1 3arpy3ka ¢ainos.

v

PucyHok 69 — CTpaHu1ua «XpaHuauLe»

NMHbopmauma o parnax, nosy4eHHbIX OT areHTa, NnpeacTaB/ieHa B Tab/MYHOM
Buge. HaBurauus (CM. pUCYHOK 13) M COPTMPOBKA B Tab/Mue BbIMONHAKTCA C
MOMOLLbIO 3/1EMEHTOB, OMMUCAHHBIX paHee (CM. MYHKT 6.4.2).

B BepxHeW 4acTu CTpaHULbl HAXOAATCA c/iegytowmne GuabTpbl MOMCKa:

1) NMoKa3biBaTb Mo (YCTAHAB/IMBAET KO/IMYECTBO 3/1EMEHTOB HA CTPAHULLE);

2) Nosb30oBaTe/b;

3) AreHrT;

4) Umsa dpaina;

5) SHA-256;

6) MDs5.

Bo BKaagke 3arpyska ¢pannoB npucyTCTBYeT TOT e Habop ¢uibTpoB, 3a
UCKAoYeHnem puibTpa AreHT.

LLlanka Tabauubl € 3arpyeHHbIMK pariiamu COCTOUT U3 CeAYHOLLMX MO/e:

1) KHonKa Bbibopa (0TMe4veHa 3/1eMeHTOM - );

2) Fpynna/Umsa areHTa;
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3) UmsAa daitng;

4) Pasmep;

5) Bpems 3arpysku;

6) No/sb30oBaTeNb;

7) AelicTBusA.

Mona Tabauubl Ha BKAagkax Pansabl ¢ areHTOoB M 3arpyska ¢an/ioB He
OT/IMHAIOTCA.

Fpynna/UmA areHTa — B no/e yKasblBalOTCA MMA areHTa, ¢ KOTOporo 6bia
3arpy»eH ¢dana, u rpynna, B KOTOPYHO BXOAUT areHT. AKTUBHbIE B AaHHbIN MOMEHT
areHTbl MOMEeYaloTCA 3HAa4YKOM ®. B HEKOTOPbIX C1y4asax, Npu 3arpy3ke B XpaHuauLLe
6osbworo ¢arna B nose Gysetr oTobpaxkarbcA 3anmMcb O 3arpyske dainna Buaa
@ <ain zarpyxaeTca. .

Ana nepexopa K ctpaHuue AreHT Heob6xoammo HaxkaTb /IKM Ha HasBaHuu
areHTa B cTo/16ue 'pynna/ms areHTa.

AnAa nepexopaa K ctpaHuue Npynna ciegyeT HaxaTtb /IKM Ha Ha3BaHWUK Fpynnbl
areHToB B cT0/16Ue Fpynna/ms areHTa.

Uma ¢aina — nose cogepUT OTHOCUTE/IbHOE UMA (aiisia, 3arpyKeHHOro ¢
areHTa. AnAa otobparkeHmA NOAHOro uMeHu dansia HeobxoAMMO HaBeCTU KypCop Ha
3Ha4YeHMe OTHOCUTE/IbHOrO UMEHM.

Pasmep — nose cogepXut pasmep ¢ainsa, 3arpyeHHoOro ¢ areHta. Pasmep
YKa3blBaeTCA B e4UHULLAX KpaTHbIX OaTy (6alTax, kKunobantax v 1.4.).

Bpems 3arpysku — B nose otobparkaetca Bpema B popmate UTC, B KOTOpOE
darin 6bla 3arpy»KeH C areHTa Ha cepsep.

Mosb3oBaTtenb — B nose oTobparkaeTcA MMA MO/b30BaTe A, 3arpy3mMBLIErO
bann.

Pe3sy/ibTaTbl npoBepKM — B No/1e 0OTOOparkaeTca KHomMKa otyeTa Tl-naatdopmbl

no 3arpyxeHHomy dalny (nogpobHasa wHbopmauma o6 oTyétax naatdhopmbl

COAEPKUTCA B NMYHKTE 6.4.3). KHOMKA CO 3HA4YKOM Ol 0603HavaeT HGe3onacHbIM
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a1, KHOMKa Co 3Ha4YKOM O 0603Ha4YaeT BpeAOHOCHbIN (pai/1, KHOMKA CO 3HAYKOM

9T ob03Ha4vaeT nposepky $paraa Ha Tl-naatdopme B TEKYLLMIN MOMEHT BPEMEHM.

B cayyae 3arpysku ¢pania, vtHpopmauma no KOTOPOMY OTCYTCTBYeET Ha Tl-naatdopme,

KHOMKa otyeTa ¢anna oTobparkaeTcA CO 3HAYKOM . nA nonyvyeHuAa aaHHbIX
HeobX0AMMO HaxaTb KHOMKy MepeiTn K otyety. [pu HaxaTun /IKM Ha KHOMKKU B
cTon6ue Pe3yabTaThl MPOBEPKMU MO/b30BAaTE/Ib CMOXET YBUAELTb KPaTKUA OTHET O
COCTOAHMM 3arpyeHHoro B XpaHuauwe ¢paia.

AencTBue — B nosie OTOOParKaAtOTCA KHOMKM Onepauuii, BbIMO/HAEMbIX C

3arpy*eHHbIM $pait/1oM. Mo/1b30BaTeNo A0CTYNHbI onepauuun NMpocmoTtpeTs dgaitn

P

nYgaautb ¢paian -, Ckavyatb Ppain d:fb’ MonyunTb CCbIIKY HA CKaYMBaHUe

KHonka MpocmoTtpetb ¢ain oTKpbiBaeT OKHO MMpocmotp ¢aiina. KHomka
Yaanutb $paiin yaanaeT 3arpyKeHHbl dpaiis C cepeepa.

YTOObl OTKPbLITL AOMO/NHUTE/IbHYIO MHPOPMALMIO O 3arpyeHHom daine,
HeobxoaMmo HaxaTtb /IKM Ha 3Ha4YoK > pAAOM C KHOMKOM BbIOOpa B /1EBOM HacTH
Tabamupbl. CHU3Y CTPOKM MOABUTCA AOMO/AHUTE/bHAA Tabsvua, B KOTOPOM Kpome
nosnen Bpemsa 3arpysku, Pasmep u losb3oBaTenb, npeacTaB/€HHbIX B OCHOBHOM
Tabsmue, aobassieHbl nonsa Uma, MD5 1 SHA-256.

Mmsa — nose cogepuT nosHoe, abcontoTHoe nma darina.

MD5 — nosie cogepKUT 3HaYeHune xella Aad aaropmtma mds.

SHA-256 - no/se cogep k1T 3HaveHue xeLla A9 aaroputma sha-256.

CHU3y Tab/nLbl HAXOAUTCA KHOMKA . Ana yganeHmsa ogHOro uam
HeCKO/IbKUX Paii10B HeEOOXO0AMMO OTMETUTb G/1a’KKaMM COOTBETCTBYHOLLME KHOMKMU
BbIbOpa 417 yaanaembix Gai/10B U HaXKaTb KHOMKY YAa/UTb BbIOpaHHbIe.

3arpy3uTb dana B XpaHuauLLe C KOMMbIOTEPA, C KOTOPOro OCYLLLECTB/IEH BXOA,
B MOAY/Ib 34MUHUCTPUPOBAHMA, MOXKHO BO BK/A3aaKe 3arpyska ¢ainos. A 3Toro
HeOobXOAMMO HaxKaTb KHOMKY 3arpy3uTb ¢aia BHW3Y CTPaHMLbI U B OTKPbIBLUEMCA

OKHe $ai/10BOro NpoBOAHMKA BbIOPATh 3arpy»Kaembiii 3/1€ MEeHT.
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Mpocmomp caiina

®yHkunA MpocmoTpetb $aiian ncnosb3yeTca AnAa NobauToBOro MpoOCMoTpa
3arpy»eHHbix B XpaHuauie ¢pannos. OHa A4OCTYNHA KaK BO BK/1aaKe Pait/ibl C areHToB,
TaK U Ha BK/1agKe 3arpyska ¢aii/oB. YTobbl OTKpbITb OKHO MpocmoTp daiina (puc. 70),

HEOBX0AUMO HaXaTb KHOMKY MpocmoTpeTb daita ( “+ ) B pasgese XpaHuauwe.
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PucyHok 70 — MpocmoTp ¢aina

B BepxHel yactu okHa MpocmoTp ¢aina nocepegunHe otobparkaeTca UMsA
npocMaTpuBaemoro dania cl=mmer-= . B HUMKHEW 4YacTM OKHa lpocmoTp daina

nocepepguHe oTobpakaeTcs KO/IM4eCTBO 3arpyKeHHbIX 6alnToB

TN e ————

JaESTE N 2750052 | B Mporpamme npeaycMoTpeHa 3arpyska ¢anaos B obbeme

He 6o/s1ee ogHOro merabarita MHdopmaulmm, 3STO NO3BO/IAET SIKOHOMUTbL PeCypCbl.

Eciv pasmep darizna npesblilwaeT 0AuH MerabamTt, TO pAAOM C KO/IMYEeCTBOM

o o it
3arpysKeHHbIX 6aiiToB Ha cTpaHuue MpocmMoTp ¢aiiaa MOABAAETCA KHOMKa =

3arpysutb ewé 1 M6 coaepxumoro gaitna (amwsre Gain: 1046576 = 2790032 (1) Mocse
HaXKaTWA KHOMKK cogepkumoe okHa MpocmoTp ¢aiina obHoBAAETCA (Ha CTpaHuLy
po0b6aB/AeTCA euwe oAuH MerabalT MHPoOpMauMu K3 3arpykeHHoro ¢aina). Mpu
HaBeAEeHMM Kypcopa MbIlIM Ha C/10BO 3arpyeHo Mo/b30BaTeNt0 BbIBOAUTCA

coobLeHre 0 BbIBOAE MO yMOA4aHuto 1 M6 undopmauum (puc. 71).
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B uenax 3KOHOMWW PECYpPCOE
No YyMOMUaHWKD 3arpy>aeTcA

1M6 coaepxumoro daina

PucyHok 71 — CoobuieHne B okHe «[IpocmoTp ¢ainnos»

Ana npocmoTpa uvHPopmaumum B OMHapHOM ¢opmaTte c1egyeT M3MEHUTb
dopmat otobparkeHuna B cTpoke KogupoBKa ¢ BbiIOpaHHOM KOAMPOBKM Ha Hert
(Binary).

6.5.9. Yassumocmu

YA3BMMOCTb — 3TO HeAOCTaTOK MPOrpaMmbl, UCMNO/b3YyA KOTOPbIA, MOXHO
HapyLUMTb ee Le/1I0CTHOCTb U BbI3BAaTb HEMPaBU/IbHYIO paboTy Nporpammel.

YnpaB/seHue YA3BUMMOCTAMM OCYLLEeCTBAAETCA B pa3gese  YA3BUMOCTM.
CKkaHMpoBaHMe YyA3BMMOCTEM ocywecTtBadetcA Tl-naatopmon v no3Boaser
NpoBepuTb NporpammHoe obecrneyeHrMe Ha KOHEYHbIX TOYKAX C YCTAHOB/IEHHbIMM
areHTaMu U BbIABUTb NMPOrpamMbl, 3aLLMTa KOTOPbIX 0C/1ab/1eHa Ha/iMYneM M3BECTHbIX
M DKCM/TyaTUpPyEeMbIX YA3BUMOCTEN.

CkaHep crnocobeH ob6HapyKuBaTb ysA3BUMMOCTM M3 6asbl NIST (National
Institute of Standarts and Technology), a Takke 13 6a3bl gaHHbIX yrpo3 PCTIK (BAY
®OCTIK).

MpumeyaHue
9

L 3anpoc Ha cKaHupoBaHWe MpOrpammbl Ha Ha/iMuMe YA3BUMOCTEN

otnpasadaetca Tl-nnatdopme B crydae obHapykeHus HoBoro 0.

Ana cneumanncta, paboTarowero ¢ yasBUMOCTAMM, BaXKHbl TaKMe MOHATUA, KaK
MHLUMAEHTBl MOAYAA YA3BMMOCTM WM KPUTMYHOCTb areHTa. [log MWHUMAEHTamu

NoAPa3yMeBatoTCA CYLLLHOCTH, BO3HUKAIOLLME B C/lydae COBMAAEHMUA ABYX COObITUIM: Ha
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areHTe NpuCyTCTBYET NPOrpamMma, B KOTOPOW €CTb «TPEHA0BaA» YA3SBUMMOCTb, a TaKXKe
KPUTUMYHOCTb areHTa uMeeT 3HayeHune «KpuTuyHaA». TpeHaoBble YA3BUMOCTU
onpeaenAlnTCcA  aHa/MTUKaMu  Ha  Tl-naatpopme, a  KPUTMYHOCTb  areHTa
yCTaHaB/mMBaeTcA aHa/uTuKamu RT Protect EDR. KpuTu4HbIM MOKeT ObiTb areHT,
YCTAQHOB/IEHHbIM Ha Ba)HOM XOCTe: KOHTPO//Iep AOMEHa, CepBep C BaXkHOM 6azom
AaHHbIX U T.4. TpeHa0BanA yA3BUMOCTb B [[porpamme nomeyaeTca COOTBETCTBY O UM
3Ha4koM (#). O6bIMHO MOA TPEHAOBLIMU MOAPA3YMEBAKTCA TaKMe YA3BUMOCTH,
KOTOPble aKTUBHO UCMO/1b3YHOTCA 3/10YMbILL/IEHHUKAMU B AaHHbI MOMEHT BpEMEHU U
nostomy TpebytoT 0coboro BHMMaHMA K cebe CO CTOPOHbl COTPYAHMKOB
MHPOpMaLMOHHOM Be30onacHoOCTH.

CTpaHuLa YASBUMOCTU COAEPKUT AMArpaMmbl, HA KOTOPbIX MOXHO BUAETb
pe3y/bTaTbl CKAHMPOBAHWA OOHApyXeHHbIX B 3aluaemon MHOpaCTpyKType
NMpOrpamm, KO/IM4eCTBO BbIAB/IEHHbIX YA3BUMOCTEN C pa3bUBKOM MO KPUTUHHOCTH,
TaKXe MOKPbITUE areHTOB MO Ha/IMYMI0 Ha HUX YA3BMMOCTEN. 3anucu Auarpamm
Mporpammbl 1 YA3SBUMOCTU K/AMKaOe/bHbI M MO3BO/AAIOT MEperTU BO BK/IAAKY
Mporpammbl C COOTBETCTBYIOLLEM HACTPOMKOM GUAbTPaLMM NONEN.

MHbopmauma BO BKkAagke MHUMAEHTbI npeacTtaBneHa B Tabavue, KOoTopasn
COAEPXKUT CeaytoLLIMe NOAA:

1) UHumgeHT (cogepKUT HasBaHWe uHUMgeHTa U CVE-mgeHTUdUKaTop
YA3BUMOCTM);

2) AreHT (NOKasblBaeT UMA KPUTUYHOrO areHTa, Ha KOTOPOM COAEPXKMTCA
nporpamma ¢ TPEHA0BOM YA3BUMOCTbIO);

3) CTaTyc uHuMAeHTa (QaKTWMBEH, 3aBeplUeH aBTOMATUYECKU WM 3aBepLUeH
BPYHYIO);

4) NporpammHoe obecneyeHne (Ha3BaHMe MNpOrpaMmbl, B KOTOPOM
ob6Hapy:KkeHa TpeHA0Bas yA3SBUMOCTD);

5) Bpems obHapy:KeHus;

6) AencTeuaA (COAEPKUT KHOMKY 3aKPbITb MUHLUAEHT ® )
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MHUMAEHTBI MOXHO UCKaTb C NOMOLbIO Gu/1bTpoB: CTaTyc, AreHTbl, Fpynnbi.
Heobxoanmo yuuTbIBaTb, YTO pe3y/bTaTbl BbiBOAA PuUAbTPOB AreHTbl M [pynnbl
nepeceKkarTCAa, TO eCTb Npu BblbOpe rpynnbl, B KOTOPOM HET paHee BblOpaHHOro
areHTa, pe3y/bTaT, Bbl4AHHbIM MO 3TOMY areHTy nponager.

Mpu *enaHWM HACTPOMKU PUIbTPOB MOXKHO COPOCUTL NPU MOMOLLM KHOMKM
C6pocuTb PUALTPHI.

KAWK MO UMeHU MHUMAEHTa NPUBOAMUT K MEPEX0AY Ha CTPaHuLYy, COAEePKaLL Yo
cBegeHuA 06 MHUMAEHTe, CBeAEeHUA O MporpaMmme, B KOTOPOW HalgeHa TpeHA0BaA
YA3BUMOCTb, U CBegeHnA 06 3ToM yA3BUMOCTU. B 0b6s1acTn CBegeHusa 06 nHuMgeHTe
COAEPKUTCA KHOMKA 3aKpbiTb UHUMAEHT. [pU 3aKpbITUM MHUMAEHTA HEOBXOoAMMO
YKa3blBaTb NPUYMHY €ro 3aKpbITUA, 3TO MOXKET ObITb U3MEHEHUEe KPUTUHHOCTM areHTa,
OOHOB/IEHWE MPOrpamMmbl, 3aKpbiBatoLLee YA3BUMOCTb WU CHATME C YA3BMMOCTM
aHa/mMTUKOM Tl-naatdopmbl cTaTyca TpeHL0BOM.

MHbopmauma BO BKAaagke Mporpammbl npeacraBneHa B Tabsuvue, KOoTopas
COAEPXKUT C1eaytoLLIne NOAA:

1) Ums;

2) U3gaTesb;

3) Bepcus;

4) AreHTbl;

5) YA3BUMOCTMH.

Mporpammbl B Tabsivue MOXHO (GuAbLTPOBATb C MOMOLLBIO C/AEAYIOLMX
$UNbTPOB:

1) CTaTyg;

2) AreHTbl;

3) Fpynnb;;

4) Ums;

5) U3paTens;

6) Naatpopma (Windows mam Linux);
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7) KpUTUYHOCTB;

8) NMpu3HaK TpeHA0BOM YA3BUMOCTHU (TPEHA0Bas nan 06bl4HaRA);

9) CVE;

10) OueHka CVSS V2 (He meHee) (0T 0 £0 10);

11) OueHKa CVSS V3 (He meHee) (0T 0 40 10);

12) OueHKa CVSS V3.1 (He meHee) (0T 0 4,0 10);

13) OueHKa CVSS V4 (He meHee) (0T 0 40 10).

Hactpovku ¢uabTpoB cHpacbiBalOTCA C MOMOLLbLIO  KHOMKM COHpOCUTb
dunbTPBLI.

KAvk no mmenu nporpammebl B Tabsvue BKAagku Mporpammbl NpuBOAUT K
nepexoAy Ha CTpaHuLy, COAepKallylo CBEAEHUA O Mporpamme, B TOM 4ucsie o6
areHTax, Ha KOTOpbIX 3Ta NporpamMmmMa NpUCYTCTBYET, a TaKXe cBegeHusa 060 Bcex
OOHapy»KeHHbIX B MporpamMmme YA3BUMOCTAX. YA3BMMOCTM OTMEYAOTCA 3Ha4yKaMu,
MOKas3blBaIOLMMM CTENEHb KpUTUUHOCTM ( ~ — KpUTWUYHAA,  — BbICOKas, — — cpeaHns,

— HUXKEe CpegHero, — — HWU3KaA).

Kank no ngentudumkaropy CVE-yasBumocTn B Tabamue BKkaagku NMporpammel
MOKasbiBaeT KPaTKyld MHGOPMALMIO MO YA3BMMOCTM, Ha)KaTue KHOMKu MepenTn K
YA3BUMOCTU NMO3BO/IAET BbINO/IHUTb Nepexos Ha CTPaHULy, COAEP KaLLy CBeAeHUA
06 yA3BMMOCTH, B TOM 4uC/a1e CMUCOK OTHOCAWMXCcA K Helh CWE u Ko/im4vecTBO

nporpamm, B KOTOPbIX YA3BUMOCTb NPUCYTCTBYET.

NpumeyaHue
9

L‘. B ot/mnume ot CVE, naeHtnpukatop CWE ykasbiBaeT He Ha KOHKPETHYIO
YyA3BMMOCTb, @ Ha 06wyt npobiremy wauM HegodeT B NPOrpaMMHOM

obecneyeHuu.

Kpome cBegeHuit 06 yA3BUMMOCTM CTPaHULA COAEPXKUT  KpUTEpUM

COOTBETCTBUA YASBUMOCTH, €€ ONMNCaHNe, peKOMeHAaunn no yCTpaHEHUIO.
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Bo BK/agKke YA3BMMOCTM OTOOpa)KeHbl BCe HalgeHHble YA3BMMOCTU B
3awmwaemon  uHepactpyktype. MHbopmauma npeacrasieHa B Tabauue co
C/1eAyOLWUMU NONAMM:

1) CVE;

2) AreHTbl;

3) Mporpammbi;

4) UHUUAEHTI;

5) OTKpbITblE MHLUAEHTDI;

6) Co3gaHa.

YA3BMMOCTU MOXKHO GU/IbTPOBATH C MOMOLLBIO C/1eAYHOLWMX GUIbTPOB:

1) Moka3bIBaTb Mo;

2) KpUTHUYHOCTD;

3) AreHTbl;

4) Tpynner;

5) MpU3HaK TPEHA0BOM YA3BUMOCTY;

6) KpUTUYHOCTM areHToB;

7) CVE;

8) OueHka no CVSS V2 (He meHee);

9) OueHka no CVSS V3 (He meHee);

10) OueHka no CVSS V3.1 (He meHee);

11) OueHKa no CVSS V4 (He meHee).

dopmupoeaHue omyemHOCMU Hd CmMpdHUye € ya3sumocmamu

AHa/MTUK  MOXeT chOopmMMpOBaTb OTYET O HaAWAEHHbIX Ha areHTax
YA3BMMOCTAX U COXPAHWUTb 3TOT OTYET Ha KOMMbIOTEP, C KOTOPOro OCYLLeCTBAAETCA
AOCTYyNn K cepBepy ynpasaeHuA. OtvyeT dopmMupyeTcA Ha CTpaHuue Ynpas/ieHue

YA3BMMOCTAMM BO BK/agKe Mporpammbl. YTo6bl COXpaHUTb OT4eT B popmaTe Csv,

Heob6X0AMMO Ha¥KaTb KHOMKY , noc/ze yero oTyeT ByaeT A4OCTYNEH B Narke 3arpysku
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WM B 4PYrOM Nanke, yka3saHHOM B HaCcTporKax bpaysepa. A1 ¢opmMmMpoBaHMA OT4ETa

HeobX0AMMO MCMO/b30BaTb KHOMKY m
B oTueTe oTObparkaeTca no/HbIM cNMCOK MO Ha NPOCKaHMPOBAHHbIX areHTax,
B KOTOPOM MPUCYTCTBYIOT MPOrpaMmbl C HaWAEHHbIMU YA3BUMOCTAMMU. OT4eT

dopmMmpyeTCcA C y4eTOM NpUMEHAEMbIX Ha CTpaHuLe GuUAbTPOB.

PacnpocmpaHeHHOCMb npozpammel € ya38UMOCMbIO 8 3awjuuwjdemoli UHPpacmpykmype

Y1066l NOAY4UMTb MHOOPMALMIO O PaCNpOCTPaHEHWUM MpPOrpammbl  C
YA3BMMOCTbIO B 3awmuwaemon EDR uH$pacTpyKType, aHaauTtuky Heobxogmmo
nepenTtu B pasgen NMporpammbl CTPaHULbI YpaB/eHUe YA3BUMOCTAMM, NOC/1e Yero
K/IMKHYTb MO MMeHU nporpammbl. OTKPOETCA CTpaHuua C pasgenom CBegeHusA O
nporpamme, B KOTOPOM B Nno/ie AreHTbl € YA3BUMOCTbIO MOXHO NMPOCMOTPETb BCe

XOCTbl C YCTAHOB/1IEHHbIMW ar€HTaMu, Ha KOTOPbIX 06Hapy>KeHa nporpamMmma.

6.6 AHasumuka

OCHOBHOE Ha3HayeHWe WHCTPYMEHTOB, TMpPeACTaB/eHHbIX B  064acTn
AHa/MTUKA — 3TO CO3/4aHMe YC/I0BUK A/1A NPpeAOoTBPALLLEHUA MPOCTbIX U C/OXKHbIX
yrpo3, B TOM 4YMC/1€ U3BECTHbIX U Hen3BeCTHbIX APT-aTak. AHa/MTMYeCKue npasu/aa
MO3BO/IAIOT BbIAB/AATb aHOMA/IbHYH0 aKTUBHOCTb Ha 3aLLMLLLIAEMbIX KOHEYHbIX TOYKaX U
pearnpoBaTb B aBTOMATUY4ECKOM W/IU PYYHOM PEXMME Ha 3TM aHOManuu. MNogobHbie
BO3MOXHOCTM AOCTUrAlOTCA C MOMOLLBKD COOTHECEHUA COBbITUM TenemeTpum,
no/sly4aemMolr OT KOMMbIOTEPOB C areHTamu, C BHYTPEHHUMM HacTponkamu EDR wu
HacTpolikamu npaBun uHauKaumm (YARA-npaBuaa, UHAMKATOPbl KOMMpOMeTaLmu,
MHAMKATOPbI aTak).

B ocHoBy EDR 3a/10’KeHbl MHCTPYMEHTbI aBTOMAaTMYeCKOro ObHapyXeHUAa u
MHAWKaLMK, NO3BO/IAKOLME C BbICOKOW A0/1eM BEPOATHOCTU BblAe/UTb B COObITUAX
TeeMeTpuu, MNpUXOAAMX C areHToB, COObITUA, NOTEeHUMA/ZIbHO WAM MPAMO

yKasblBatoLLMe Ha BO3/4,eNCTBUA BPELOHOCHBIX MPOrpamMmm nau passutue APT-aTak.
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B cuctemy mHAMKaUUKM BXOAUT MHOXKECTBO nogcmuctem ob6paboTku cobbiTui,
CBA3aHHbIX C paboTon nporpamm, ¢panmnoBbIMK COOLITUAMM, COOLITUAMM peecTpa,
ceTeBbIX MHTepdelcoB, paboTon nogcncremol ETW-cobbituin, u 1.4,

B 061acT AHanUTUKA OCHOBHOM NaHem [1porpaMmbl HAXOAATCA CaeayroLwme
pasgaens:

1) UHAMKATOpbI aTak;

2) MHAMKaTOpbl KOMNPOMeETAaLMY;

3) YARA-npaBua (paibl);

4) YARA-npaswaa (namsaTb);

5) *KypHasbl.

Pa3sgenbl cogeprkaT Habopbl aHaMTUHECKMX NMPaBW/, KOTOpble MOTryT ObiTb
CO3/aHbl B MOAY/1€ 3 MUHUCTPUPOBAHMA MU NOAYyYeHbI C TI-niatdopmsl.

Habopbl aHa/MTU4YeCKMX MPaBUA U UCK/IKOHEHWUI, MO/1ly4aemble [IporpamMmmon oT
Tl, nomeyatotca 3Haukom ¥ 11| ecim HaBopbl CUHXPOHM3MUPYIOTCA, U 3HAYKOM ,
eC/IM CMHXPOHM3aLMK HeT (CKopee Bcero Takoi Habop 6bi/1 yaasneH Ha Tl-naatdopme).
Bce Habopbl momagatoT B OOWMA CMUMCOK M TPeOytT Ha3Ha4YeHMA CO CTOPOHbI
aAMUHUCTPATOpPA A4/1A UX MPUMEHEHMA HA areHTax.

BHewHme Habopbl npuxogawme oT Tl cepBuca ¢ OLULMOKOM, MOMeY€eHbl UKOHKOM

DTl 372 wkonka aKTya/IbHa Kak A/18 HabOpOB aHAa/UTUKK, TaK U AasA HAbOpOB C
MCKAOYEHUAMMU. A NpOoCMOTpa oWKnHOK Habopa, HYXKHO nepenTu B cam Habop, U B

none OUVIEKVHABOPA , HAXKaB Mo MKOHKe

, 4717 PACKpbITMA NOAPOOHOM MHPOpMaL MK
B popmare json.

AAMUHUCTPATOP MOXET yAanATb HECMHXPOHM3Mpyemble Habopbl B EDR, npu
3TOM CUHXPOHM3MpPYyeMble Habopbl yAANATb U USMEHATb HEe MOXKeT.

Ana nosnb3oBaTenen MNporpammel NpeagyCcMOTPeHa BO3MOXKHOCTb CO3/4aBaTb U
peAaKTMpoBaTb COBCTBEHHble HAabopbl AnA yBeanveHuA 3pdeKTMBHOCTM npouecca

OobHapyXeHMA BpegOHOCHbIX aTak M 06 bEeKTOB.
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B MNporpamme coxpaHeHbl aHaMTUYeCcKmne Habopbl MO YMO/HaHMIO, KOTOPble
MO3BO/IAOT AETEKTUPOBAaTb U3BECTHbIE U HEM3BECTHbIE YrPO3bl, @ TaKKe NMO3BO/AKOT

YMEHbLUNTb KO/IMYECTBO /IOXKHOMO/TOXKUTE/IbHbIX Cpa6aTblBaHMl7I.

6.6.1. UHOuKamopel amak
O6was uHpopmayus
NHAMKaTOpPbl aTak UCMO/Ib3YIOTCA B KadeCcTBe MHCTPYMEHTa AUMHAMWYECKOro
aHa/n3a yrpos A4 3aluLaemMon MHPPaCTPyKTypbl. MHAMKALMA aTak NOCTPOEHa Ha
OCHOBE TMpaBu/1 Kak YCTaHOB/IEHHbIX B [lporpamme Mo ymMO/4aHWio, Tak U BHOBb

CO34aBa€MbIX MO/1b30BaTe/1AMHN.

I BaXHoO

LLJ Ecwm B npoduie 6e30macHOCTM areHTa YCTAaHOB/IEH PEXMM «TO/IbKO
A ETEKTUPOBaHUe», TO AeNcTBMe «B/10KMPOBaTb» A1 UHAMKATOPOB aTak,
NpUMeEHAEMbIX Ha areHTe, OyaeT nepeornpesesneHO Ha AencTeue

«ACTEKTUPOBATb».

MogpobHoe onucaHue CTPYKTYpbl NpaBu/, OCOOEHHOCTEN MX HanmuMCaHuA U
paboTbl C MHAMKATOPAMM COAEPKUTCA B AOKYMeHTe «PyKoBOACTBO aHa/mMTUKa RT

Protect EDR».

Habopbl uHOukamopos amak

CTpaHuua ¢ Habopamu MHAMKATOPOB aTtak (puc. 72) BK/AO4YaeT B cebA
c/leAytoLme CTPYKTYPHbIE 3/1€MEHTbI:

— 3/1eMeHTbI AAA GUAbTpaLMY;

— Tabamua c HAbopaMu MHAMKATOPOB aTak;

— KHOMKa Jo6aButb Habop;

— KHorMkKa lNepepgatb Bce Habopbl areHTam;
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— KHOMKa Yga/uTb BbibpaHHble Habopbi;
— KHOMKa PegaKkTupoBarb;
— KHOMKa YaanuTb,

— KHoMkKa lNepegatb Habop.

Ha6opb! MHAMKaTOpOB atak

Irina Test @7
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11009933
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PucyHok 72 - Habopbl MHAMKaTOPOB aTakK

B Tabauue ¢ Habopamu MHAMKATOPOB COAEPKATCA C/1e4ytoLime NoAA:

— HasBaHue Habopa;

— KoanyectBo  3anuceit  (nokasbliBaeT, CKO/bKO  MHAMKATOPOB  aTaK
coAeprkuTca B Habope);

— MpuBA3aHO areHTOB (MOKa3blBAET, CKO/IbKO areHTOB NPUBA3aHO K Habopy);

— YnpaBneHue (CopepuT KHoMKkM PegaktupoBatb, Ygaautb u lMepegatb
Habop).

Ana duabTpauum MHbopmaumm Ha cTpaHuue ¢ Habopamu, npegycMOTpeHa
cuctema GUAbTPOB COM/IACHO C/1eAYIoLLLEMY CITUCKY:

— Mouck no noasam Habopa (MoMCK OCYyLLEeCTBAAETCA MO NOACTPOKe H6e3 yyeTa

perucTpa B no/sx: Tun, Ycarosue, OnucaHue, KommeHTtapmit);
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— HasBaHue Habopa.

MpumMep npMMeHeHUs YHUBEpPCa/IbHOrO GU/IbTpa NpeacTaB/ieH Ha PUCYHKe 73.

Ha6opbl MHAVMKaTOpPOB aTak

HazBaHue Habopa Konwuecteo zanuceii TIpUBAzaHO areHToR Ynpaenenve
TESTA @ 804 0 i
Eelo) 1437 0 i
ST-@ 1434 0 i
ST+ @ 1238 0 i

SIGMA V2 @ 1438 0 &
arw_ioa_win @ 40

Sigma windows npaeua @ 1665 0 i

P =

PucyHok 73 - Npumep npumeHeHnAa GuabTpaLum nNo MMeHU MHAUKaTopa

Ha pucyHKe Bblle npeacTaB/ieHa Tabamua ¢ HabopaMu MHAMKATOPOB aTak, B
KOTOPbIX MPUCYTCTBYET 334aHHbli B ¢uabTpe TeKcT (B AaHHOM C/y4yae UMsA
MHAMKATOpPA). Ha3BaHUA HaboOpOB AB/NAOTCA aKTUBHOM CCbIIKOW MPU HaxKaTuu Mo

KoTopou /IKM MO»KHO nepenTu Ha Habop ¢ npaBuaamu. PAgom ¢ Ha3BaHnem Habopa

NMPUCYTCTBYET MKOHKA Q, HaaB MO KOTOPOWM MOXHO NepenTn HenocpeACTBEHHO K
MHAWKATOPY aTaK, B KOTOPOM NMPUCYTCTBYHOT 334aHHble B puibTpe nosA.

OnucaHHble Bblle 3/1eMeHTbl PU/bTpauuKu TakKe NMpUMEHMMbl B pasgenax
aHA/IMTUKM Ha CTpaHULAx ¢ HAabopamu MHAMKATOPOB KOMMpOMeTauuu n Habopos ¢
KYPHa/ZlaMu, U B pasgenax UCKAKYEHU C HabopaMm UCK/IOYEHUIN A/1A NpOorpamm,
balnoB, ceTeBbIX UCK/IOYEHUH, @ TAKXKE UCK/IOYEHUM UHAMKATOPOB aTak.

Ha cTpaHuue no/sb30BaTe/Ib MOXKET BbINO/IHUTL C/1e4YtoLLmne onepawuu:

— NpoOCMaTpuBaTb paHee Cco34aHHble HAboPbl MHAMKATOPOB aTak;

— A,06aB/ATL HOBblE HAabopbl;

— peAaKTMpOBaTb Ha3BaHMe BbIOPaHHOrO Habopa;

— nepegaBaTb areHTaM U3mMeHeHMA BbIbpaHHOro Habopa;

— YAanATb BblbpaHHble HAabopbl.
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ANA KOppeKTHOM paboTbl HAOOPOB NOC/E KaXA0ro UsmeHeHnA TpebyeTtca nx
rnepegasaTb areHTam C MOMOLLbIO COOTBETCTBYHOLLMX KHOTOK.

Ana nepexoga K ctpaHuue MHAMKaTOpBbI aTak HeobxoauMMO HaxkaTtb /IKM Ha
nmMeHu Habopa B nose HaseaHue Habopa.

Ha cTpaHuue HabopoB npeacTaB/ieHbl Habopbl, KOTOpble OblM CO34aHbl B
nogkatodaemom mogysne «RT  Protect Tl». 3T Habopbl HegoCTynHbl  A/A

peaakTMpoBaHuA B mMoay/se agmuHuctpuposaHua RT Protect EDR v oTme4eHbl

3Ha4KOM G T .

CmpaHuya «MHOUKamopbl amak»

Ha cTpanuue UHAMKATOpPbI aTak CoAepXKMTCA MHPOpmauuAa O mnpaBuaax.
[MpaBu/ia NO3BO/IAKOT NPOBOAUTL AMHAMUYECKUIM aHa/M3 COObITUI, MOCTYNAOLWMX C
areHTa. Kpome TOro, CTpaHuua CoOAEepXUT UHCTPYMEHTbl KOHPUrypupOBaHUA 3TUX
npasui 1 ccbl/ikn Ha MITRE ATT&CK. Ccbl/ZIkM NMPpUBOAATCA HA Te MpaBu/ia, KOTOPble
OMUCHIBAIOT AE€TEKTUPOBAHME NU3BECTHbIX U YKa3aHHbIX B 6a3e 3HaHuii MITRE ATT&CK
TEXHUK NMPOHUKHOBEHUA N aTaK Ha KOMIMbIOTEPHbIE CETU U CUCTEMDI.

Ha cTpaHuue C WHAMKATOpamMM aTak MOXHO BbIMO/HUTL  C/eAyroLme
onepauuu:

— NpOCMaTpuBaTb MHPOPMaALMUIO O paHee CO3AaHHbIX UHAMKATOPaAX;

— CO34aTb HOBbIM MHAWKATOP aTaKu;

— BbINO/IHUTb MOUCK MO UMEHU UHAMKATOPA;

— BbINO/IHUTb MOUCK MO YC/I0BUIO UHAUKATOPA;

— KOMMPOBATb MHAMKATOP aTaku U3 04HOro Habopa B Apyrow;

— nepemMecTuUTb MHAMKATOP aTaku U3 04HOro Habopa B A4pyrov;

— 3KCMOPTMPOBATb MHAMKATOP B Painn;

— MMMNOPTMPOBATL AaHHbIE U3 panna;

— AaKTUBMPOBATb/AEaKTUBUPOBATb MHAMKATOP aTaKy;

— PeAaKTUPOBaTh MHAMKATOP aTakKuy,
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— YAA/MTb MHAUKATOPbI aTak 13 Habopa.

Tab/vua MHAMKATOPOB aTaK COAEPKUT C/1eAYyHoLMe 3/1eMEHTbI:

— Ums;

— Tvn;

— KputnuHocTtb/fleiicTBuE;

— MITRE;

— AaTa co3gaHus/ABTOp;

— NocneaHee nsmeHenue/lMosb3oBaTeb;

— YnpaBseHue.

NmsA — B nose oTtobpaxkaeTcs 3Ha4YeHne MMeHU UHAMKaTopa.

Tun - B none otobpaxkaetcA Tun cO6bITUA, Ha KOTOpoe cpabaTbiBaeT
MHAWKaATOP aTaku. CObbITUA, KOTOPblEe MOrYT ObITb OTMEYEeHbl Kak MHAMKATOPbI aTak:

— CeTb: UcxogALLee nogKAIOHEHUE;

— CeTb: BXxogAuLee nogk/io4eHue;

— CeTb: SSL HELLO;

— CeTb: OTKpbITUE /I0Ka/IbHOrO NopTa Ha npuem (LISTEN);

— CeTb: DNS-oT1BeT;

— @annbl: Co3gaH HOBbIY dai;

— ®annbli: Pana neperMmeHoBaH;

— @annbl: YaaneH dann;

— daiinbl: MpAMON AOCTYN K AUCKY (TOMY) Ha YTeHue;

— datibl: MpAMON 40CTYN K AUCKY (TOMY) Ha 3anuch;

— ®alisbl: Co34aH MMEHOBAHHbIM KaHas;

— @anabl: AocTyn K panny;

— Peectp: Co3aaH HOBbIM KAHOY;

— PeecTp: YaaneH kwovy;

— PeecTtp: B 3Ha4YeHue K/1t04a 3anuncaHbl A4aHHbIE;

— Peectp: K/itou nepemnmeHoBaH;
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— *ypHasbl: CobbITHE KypHana;

— Mpoueccol: 3arpys3Ka gparisepa;

— lNpouecchl: CrapT npouecca;

— Mpoueccor: 3arpy3ka 0bpasa;

— lNpouecchl: ocTyn K npoueccy;

— lpoueccol: Co3gaHMe HUTU B CTOPOHHEM MPOLLeCCE;

— [lpouecchbl: 4OCTyn K HATU NMpoLecca;

— Mpoueccol: 3arpy3ka obpasa B CTOPOHHMI NpoLece;

— Mpouecco: 3arpyska .NET-cbopku.

KputuuHoctb/fleiictBue — B rnose oOTOOpa)kaeTcA cTeneHb KPUTUYHOCTU
HacTyn/neHnsa cobbiTMA, OMUCAHHONO B WHAMKATOpe, a TakXke [Aencreue,
npeagnpuvHumaemoe [lporpammolt npu cpabatbiBaHuM npaBuna (06o3HavaeTcA
3Hakamu & — 6/10KMpoBaTh, - — 4eTeKTUpOBaTh).

MITRE - B nose oToOpaxKaeTcA CCbl/IKa Ha TEXHUKY aTaku u3 6asbl 3HaHWI
MITRE ATT&CK, Ha o6Hapy)eHMe KOTOpOM HacTpoeH WHAMKATop. Ccbl/iKa
npeacraBasaeT cobor ID TeXHUKM aTaku, YKa3aHHbIM Ha canTe 6asbl 3HaHu MITRE
ATT&CK.

Aata co3gaHuAa/ABTOp — B no/se oTobpakaeTcA gaTta U BpemMsA CO34aHuA
npaBu/a, a Tak»xe ero aBTop.

NocneaHee nusmeHeHue/losnb30BaTeNb — B Mo/ie 0TOOpaxkaeTca gaTa v Bpems
rnoc/seAHero U3MeHeHus rnpaBu/ia, a TakKe MMSA Mo/1b30BaTe/1A, BbIMO/IHUBLLErO 3TU
M3MeHeHUA.

YnpaB/eHue — COAEepPKUT KHOMKKU aKTUBAL MM/ AeaKTUBALLMM MpaBuaa B Habope,
peaakTUPOBaHUA U yaa/leHUA npasu/a.

AnAa AobaBaeHMA HOBOro MHAMKATOPA aTakM HEOOBXOAUMMO HaXKaTb KHOMKY
A,06aBUTb UHAMKATOP B HUXKHEW HYaCTW CTPAHULLbI.

,063aBUTb MHAUKATOP MOXKHO ABYMSA crnocobamu (puc. 74):

1) C034aTb HOBbIM MHAMKATOP;
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2) UMNOPTUPOBATbL MHAMKATOP U3 sigma-npaBu/a.

HoBblA UHAKMKATOP

VIMnopT 13 sigma-npasuna

[obaBuTb MHAMKATOP ™

PucyHoK 74 — OKHo Bbibopa cnocoba go6aB/seHnA MHAMKATOpPaA aTaku

Mpu BbIGOpe cnocoba HOBLIM MHAMKATOP OTKpPOeTCA OKHO [obaBuTb
WHAWKaTOP.

B gaHHOM OKHe Cc/eayeT NponMcaTb YC/10BUA, HA OCHOBaHUKM KOTOPbIX OyaeT
cpabaTbiBaTh NpaBu/io. OCOBEHHOCTU HaMUCAHUA MHAMKATOPOB aTak, MX CUHTAKCUC

noapobHO OnucbIBaeTCA B AOKYMeHTe «PykoBOACTBO aHaznuTuKa RT Protect EDR».

Moc/e HanucaHUA YC10BMA HEODXOAMMO HaXKaTb KHOMKY “‘5“"“'.
Mpy HanMcaHUM MHAMKATOPOB aTaK OTAe/IbHble 3/1eMeHTbl YC10BuA byayT
noacseumBatbcA  (onepaTtopbl,  3HayeHWA  no/sei).  HanucaHwe  yC/10BUiA

nogpasymMeBaeT MPOBEPKY CMHTAKCUCA, KOTOpas 3anyCKaeTcas WAM C MOMOLLBHO

KHOMKM B HUXHEM 4acTM OKHa pasgena YcioBue (), WAW NpU COXPaHEHUM
MHAMKATOpa aTaku. AR CO34aHMUA MHAMKATOPA M ero Aa/ibHeiluero npuvMeHeHUs
Heob6X0ANMO, YTODbI YC/I0BME HE MPOTUBOPEUU/IO CUHTAKCUCY NPaBUI.

ANA peAaKTUPOBaHUA MHAMKATOPaA C/edyeT HaxaTb KHOMKY PegakTupoBaTb

B CTPOKe BbIOpaHHOro MHAMKATOPaA aTaku U B OTKPbIBLLUEMCA OKHe PegakTupoBaTthb

MHAWKATOP BHECTU HEOOXOANMbIE U3MEHEHMUA.

ANA COXpaHEeHUs BHECEHHbIX W3MEHEHU HeoBXOAUMO HaXKaTb KHOMKY
CoXpaHUTDb.

B Bbinagatowiem crnvcke PeXuM 1o/1b30BaTe/lb MOXKET YCTaHOBWUTb PEXUM

OOHapyKeHMA MHAMKATOPaA aTaKkm.
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A,0CTYMNHbI C/1eAYIOLME PEXMUMDI:

1) O6bI4HbIVi (6e3 onpepaeeHHbIX YC/10BUiA);

2) Be3 reHepauuu oOHapyxeHuA (MHUMAEHT CO34aBaTbCcA He byaeT, HO
cobbiTHe ByaeT 0TOOparKeHo Ha CTpaHuLe AKTUBHOCTD);

3) O4HOKpaTHaA reHepauuAa obHapyxkeHusa (OyseT co3gaH TO/bKO OAMH
MHUMAEHT, AaXe ec/1n cobbiTMe, KOTOpPOe CreHepupoBaZio MHLUMAEHT, NpousoiaeT
HEOAHOKPATHO).

A/A KONMUPOBAaHUA WU MepeMeLLeHns UMHAMKATopa M3 OAHOro Habopa B

APYroi HEOBXOAMMO OTMETUTL MHAMKATOP (G/AXKKOM M HaxaTb KHOMKy =, nocse
4yero B OTKpbIBLUEMCA OKHe Bbibop Habopa onpegemtb HAabop, B KOTOpbIM CiegyeT
CKOMUPOBaTb WM MNepemecTuTb BbIOPaHHbIM  3/1emMeHT. /[l1A  nepemelleHuA
MHAMKATOpa c/1egyeT nocTaBuTb $aaxkok lMepemecTtuTb M yaa/mTb BbliGpaHHblE
3/1IeMeHTbl U3 TeKyliero Habopa. /1217 3aBepLueHmA onepaumm HeobXoANMMO HaxKaTb
KHOMKY BblbpaTb.

YT106bl 3KCMOPTUPOBATbL MHAMKATOPbI aTak B ¢aia, HeobxoAMMO HaxKaTb

KHOMKY . /lanee Bbl6paTb OAMH U3 ABYX MPEeA/OMKEHHbIX GOPMAaTOB 3KCNOpTa
darna (csv, json). dain COXpPaHUTCA B AUPEKTOPMU 3arpy3ku. DKCMOPTUPYETCA
BbIOpaHHbIM HAbOp ue/MKom. YTobbl MMNOPTUPOBATb MHAUKATOPLI aTak 13 ¢aiiia B
BbIBpaHHbIi HABop, HEO6XOAMMO HaXKaTb KHOMKY ©, noc/e 4yero Bbibpatb daiia ¢
UMMOPTUPYEMbBIMU UHAMKATOPAMMU U HAXKATb KHOMKY OTKPbITb.

/17 aKTMBaLMK/AeaKTUBALMM NPaBK/Ia HeO0bXxoAMMO HaxaTb kHonky @/
W/ HAXKaTb COOTBETCTBYIOLLUIM 3/1€MEHT ( “) CHU3Y Tab/MLbl MHAUMKATOPOB aTak.

AnA yaaneHna nMHAMKATopa aTaku HeobxogMmo BbibpaTb €ro C MOMOLLbIO
KHOMKM BblIOOpa, yCTaHOBMB GAaXKOK, MOC/IE€ Yero HaxKaTb KHOMKY YAaauTb
BblOpaHHble. [lnA  3aBepweHusa onepauun ee HeobxoaMMO NoATBEPAUTH B
OTKpbIBLLEMCA OKHe MoaTBepKAeHUE AeUCTBUA.

Mpu BbibOpe cnocoba pobasaenna nHankatopa UMNopT U3 sigma-npaeuia,

OTKpPbIBAETCA OKHO, NpeAcCTaB/1I€HHOE Ha PUCYHKE 75.
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Mmnopr sigma-npasmna

PucyHok 75 — OKHO g06aB/1eHMA MHAMKaTOpa C MOMOLLbIO UMMNOpTa U3 sigma-

npasuia

Sigma-npaBu/i0, Ha OCHOBAaHWMM KOTOPOro OyaeT CO34aH MHAMKATOP aTak,
MOXeT bbITb g06aBneHO B popmaTte daina, ambo B GopmaTe CTPOKM.

ANA CO34aHMA MHAMKATOPA Ha OCHOBe Sigma-npaBu/ia c/leayeT nepenTn Ha

cant https://github.com/SigmaHQ/sigma/blob/master/rules/windows u, Bbibpas ogHo

13 NMpaBW/l, HaXXaTb NO MKOHKE .

Mpy yaayHOU KOHBepTauuu mnpaBuaa, B nose Pe3ynbTaT KOHBEpTauuu

NOABUTCA 3aMnMcb YCnewHas KOHBepTauus. Jasnee a/18 peaakTUPOBaHMA UHAMKATOPA

. ATH K M MHAWKAT arak

OTKpoeTcAa OKHO fl06aBUTb MHAMKATOP C MHPOPMaLMel U3 TOro sigma-npasu/a, Ha
OCHOBAHUM KOTOPOro CO34aH MHAMKATOP. [la/ibHeNwne 4eACTBUA peAaKTUPOBaHUA U
COXPaHEeHUA WHAMKATOPA aTaK aHa/loMM4Hbl AEWCTBUAM, OMUCAHHBIM B AaHHOM
pasgene BblLLe.

Kpome yKa3aHHOWM Bbllle npoueaypbl MOXHO BOCMO/b30BaTbCA MMMIOPTOM

yml-¢aiina ¢ npaBu/ioM, CKa4yaB ero no CCbl/IKe C Sigma-npaBu/iamMu U 3arpys3vB B

dopwate daiina  nomoupio ko I S
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https://github.com/SigmaHQ/sigma/blob/master/rules/windows

6.6.2. MHOUKamopbl KoMnpomMmemayuu

NHAMKaTOpbI KOMMpOMeTaLuu, obpabaTtbiBaemble Mporpammon,
noApasaenAanTca Ha ceTeBble U dannoBbie. OCOBEHHOCTbIO paboTbl ¢ danoBbIMK
MHAWKATOpaMM ABAAETCA TO, YTO BCe dal/ibl, HAXOAALMECA HA KOHEYHbIX TOYKaXx C
YCTaHOB/IEHHbIM Ha HUX areHTOM, MPOBEPAIOTCA TO/IbKO MO MMeHM danna.

Mo ymoyaHuto palizioBas aHauTHKa (MoACHeT XeLel, MaTYUMHT MHAUKATOPOB
W Ap.) NPOU3BOAMUTCA TO/IbKO A/1A UCTIONHAEMBIX Gait/I0B U TO/IbKO NMPU UX 3aMyCKe Uam
3arpyske, ec/iM UCnosHAeMbIA $aii — 3TO AMHAMUYECKM 3arpy*kaemas bubamorteka.
OnumAa npoduaa 6e30nMacHOCTM areHTa MNO3BO/AAET AOMNO/HUTE/IbHO  YKas3aTb
pacwupenuna ¢ain1oB (MOMMMO UCMO/IHAEMbIX), A/ KOTOPbIX Takxke Tpebyetcs
BK/IIOUYUTb (Gal/10BbIM aHa/M3, KOTOPbIM ByaeT NpoOu3BOAUTBECA B PEXKMME peasibHOro
BPEMEHMU NMpu A0CTyne K 3Tum darnaam.

Mpw obpaweHnn K danny, xew-cymma KOTOpPOro CoBnagaeT C XeLl-CYMMOM,
YKa3aHHOM B MHAMKATOpe KOommnpomeTaumu, obpalleHme 6/10KMpyeTca, a B Moay/ae
aAMUHUCTPUPOBaHMA popmupyeTcs (UM AONONHAETCA) MHUUAEHT, 06 beANHAIOLLMIA
B cebe Bce cobbITMA, COOTBETCTBYIOLIME UHAMKATOPY. DT COOLITUA MOryT MMETb
PasHbI TUM B 3aBUCUMOCTU OT BbINO/IHAEMOM Oonepaumm: OTKpbiTUe dansa, YTeHue,
yAa/ZieHue, a TaKXKe MOryT OTHOCUTbCA K PasHbIM npoueccam B cUcTeme. Takum
obpasom 6/10KMpYyOTCA BCe onepauuun ¢ paiiom, U30/MpyAa ero «rno mecTy», bes
nepemeLLeHns B KapaHTUH.

3anyck ucnoaHsemoro ansia wam danna ¢ NOTEHUMANbHO aAKTUBHBIM
COAEPXXUMbIM,  Xell  KOTOPOro TMpUCYTCTBYeT B TMepeyHe  UHAMKATOpPOB
KomMnpomeTauun, 6yaet 6/10KMpOBaTbCA MOHUTOPOM $ai/I0BOM CUCTEMbI HA CAMOM
paHHeM >3Tane 3anycKka, Korga CUMCTeMHblM OOBEeKT mpouecc A/1A Hero eule He

cbopmmMpOBaH.
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O6wasn uHpopmayus

Ha cTpannue Habopbl WMHAMKATOPOB KOMMpOMeTauuuM B  pasgene
MHAMKATOpPbl KOMMPOMETAUUU COAEPKUTCA MHbopmauma o6 obbektax (Maum
apTedakTax), KOTopble AB/AAOTCA UCTOYHUKOM KOMMPOMETALMU.

ObHapy»keHne CcoObITUM, CBA3AHHbBIX C  OMUCAHHBIMM B  Habopax
KOMMpOMeTaLum aptedakTamu, BbI3blBaeT onpegeneHHoe AencTeune,
3admKcmMpoBaHHOe B Habope. Taknum gencrtBuemMm moxKeT ObiTb 6/10KMpOBaHMe uam

A,ETEeKTUPOBAHUE BbI3biBAaeMOro aptedakTom npouecca.

ra Ba)xHo

L. Eouwm B npodune 6e30macHOCTM areHTa YCTaHOB/IEH PEXUM «TO/IbKO
AETEKTUPOBaHME», TO AencTBue «DB/N0KMPOBaATb» AAA WHAMKATOPOB
KOMMNpOMeTaL MK, MPUMEHAEMbIX Ha areHTe, bygeT nepeonpese/ieHO Ha

AEUCTBUE «4eTEeKTUPOBATb».

MoapobHaa uHPopmauma 06 OCOOEHHOCTAX aHaAMTUYECKOM paboTbl ¢
WMHAWKATOpaMKU KOMNPOMeETaL MK U MeToAax OOHapyKeHUA U3BECTHbIX U HEM3BECTHbIX

Yyrpo3 coaepXuTca B 4okymeHTe «PykoBoacTBO aHaauTuka RT Protect EDR».

Habopel uHOUKamopoe komnpomemayuu
MHbopmauma Ha cTpaHuue Habopbl MHAMKATOPOB KOMMNpOMeETauuu
npeacTaB/seHa B TabsMyHom Buge. ECan Ha cTpaHuue nNpucyTCcTByeT XOTA Obl 0AUH

HernpuMMeHEeHHbIM HAbOp UHAMKATOPOB KOMMNPOMETALMK, TO B BEPXHEN YacTh TabauLbl

MOABUTCA 3HAYOK NpeaynpeXKAeHns
[pv HaBegEeHMM Ha 3HAYOK KYpCcopa MbILLK BO3HMKHET 3anmcb He Bce Habopbl

6biiM  npumeHeHbl. CTPOKa 4/1A TaKoro Habopa Takxke OygeTr nomeyeHa
npeaynpexKAaroLLnM 3HAYKOM € BCM/IbIBAKOLLLen Hagnucbto Habop He npumeHeH, B

no/ie YnpaB/eHue 4/1A Takoro Habopa noABuTCA KHOMKa MNepeaatb Habop (77), a B
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cepeamMHe HWXKHEM 4YacTW CTpaHuubl MOAB/AAETCA KHOMKa lepeaatb Bce Habopbl
arentam (M),

B wanke Tabauubl npeacTaB/ieHbl C/eAylowMe MOAA: KHOMKa Bblbopa
(oTmeueHa 3nemeHTOM '), HasBaHue Habopa, KoauvectBo 3anuceii, MpuBsasaHo
areHToB, YrpaB/ieHue.

HasBaHue Habopa — B nose otobparkaeTca Ha3BaHMe Habopa MHAMKATOPOB
KOmnpomeTaumm, npu Haxatun /IKM Ha Ha3BaHWe Habopa NpouCxXoauT nepexos K
CcTpaHuue MHAMKaTOpbl KOMNpOMEeTaLuHu.

KoanyectBo 3anmceit — B nose oTobpaxkaeTcA KO/MYECTBO WHAMKATOPOB,
COXPaHeHHbIX B Habope.

MpuBA3aHO areHTOB — B no/se OTOOparkaeTcA KO/MYECTBO MPMBA3AHHBIX K
Habopy areHTOB. [pu Haxatun /IKM Ha 4MCI0 areHTOB MPOUCXOAMUT Mepexos K
CTpaHuue AreHTbl, H3 KOTOPOM B Tabanue B6yayT NOKasaHbl NpMBA3aHHbIE K HAbOpy
areHTbl.

YnpaBneHue - B no/se OTOOpaXKarTCA KHOMKU onepaumin ¢ Habopom

MHAWKATOpPOB KOMNpomeTaumn: PegaktupoBatb -~ , Ygaiutb ' 1 Mepeaatb Habop

PegaKkTMpoBaTh — NPU HAXKaTUM KHOMKKW ~ OTKPbIBaeTcA OKHO PegakTuposaTb
Habop. B nose WUma oTtobpaxkaetcA Ha3BaHWe Habopa, A/1A ero U3MeHeHusA

HeoB6X0AMMO BBECTU B CTPOKE C UMeHeM Habopa HOBOE UMA M HaxkaTb KHomKy .,

Yaa/uTb — npu HaxaTum KHOMKM ) OTKpbIBaeTcA OKHO fMogTBepxaeHue
Aencteua. lanee gnAa yaaneHma Habopa He0HBX0AUMMO HaXKaTb KHOMKY m

Mepeaatb Habop — KHOMKa O oOTOOpaxaeTcA B Mnose YnpaeaeHue Mpu
yC/10BUM, 4TO B Habope WHAMKATOPOB KOMMpoOMeTauuu Oblav usmeHeHuA. [pu
HaXKaTUM KHOMKWM OTKpbIBaeTCcA OKHO [oaTBepKaeHue geiictBuAa. [anee ans

nepegayv Habopa areHTam Heo6X0AMMO HaxKaTb KHOMKY MoaTBEpAUTD.
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B HukHel uyactu cTpaHuubl Habopbl MHAMKATOPOB KOMMpOMeTaLuuu
HaXOAATCA KHOMKM WY ion socpane vacops |

Ana  pobaBneHnA  HoOBOro Habopa WMHAMKATOPOB  KOMMpOMeTauuu
HeobX0AMMO HaKaTb KHOMKY Ao06aBuTb HAaboOp, NOC/ie Yero B OTKPbIBLUEMCA OKHe
Aob6aButb Habop B cTpoKe UmsA BBECTM Ha3BaHWe HOBOro Habopa.

Ecam K HoBOMY Habopy TpebyetcA p06aBuTb MHAMKATOPLI M3 HabopoB,
CO3/,aHHbIX M COXPaHeHHbIX B [lporpamme paHee, TO B nose basosbi Habop creayeT
BbIOpaTb M3 BbiMagatowiero CnMcka Habop, KOTOPbIM CTaHeT OCHOBOW A/l HOBOIrO
Habopa.

Alob6aBneHne 6a3oBoro Habopa ABAAETCA OMNUMOHA/IbHBIM yC/10BMeM. Eciv B
OKHe fo6aBuTb Habop He BBECTU 3HAYEHWE MMEHM HOBOro Habopa, TO KHOMKa
Ao06aBuTb He OyaeT akTUBHA. /17 3aBepLueHmA onepaumm gobasaeHnsa HeobxoaAnmo
Ha*kaTb KHOMKY [,06aBUTD.

AnAa  ypaneHua  OAHOMO  WAM  HECKO/IbKMX  HAabopoB  MHAMKATOPOB
KOMMNpOMeTauumn cseayet OTMeTUTb (AarKKamu COOTBETCTBYHOLME WM KHOMKM
Bbibopa &, nocne 4ero HaaTb KHOMKY YAanutb BblbpaHHble Habopbl. B
OTKpbIBLIEMCA OKHe [loaTBepXaeHue AeUCTBUA HeOoOXOAMMO HaxaTb KHOIMKY

MoaTBepaUTh.

CmpaHuya «<MHOukamopbl Komnpomemayuu»

Mepexos Ha cCTpaHuyy C  Tabauuen HMHAMKATOPbI KOMNpOMeTauuu
NPOUCXOAUT nNpu Haxatum /IKM Ha Ha3BaHuu Habopa B Tabsvue Habopbl
MHAUKATOPOB KOMMNpOMeTaLUM.

Ha cTpaHuue UHAMKaATOPbl KOMMPOMETAL MU NM0/1b30BaTE/Ib MOXKET BbIMO/IHATb
cnegyrouime AencTBUA:

— NpOCMATpuBaTb MHPOpPMALUIO 06 MHAMKATOpPax, BXOAALLMX B BbIOPAHHbIN
Habop;

— C034aBaTb HOBblIE MHAMKATOPblI KOMIMPOMETaLUnu;
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— U3MEHATb MHAUKATOPbl KOMMPOMeETaL MK, BXOAALLME B BbIOPaHHbIM HAabop;

— DKCNOPTUPOBATb UHAUKATOPbI B pali/ibl pasnMyHbIX POPMATOB;

— MMMNOPTUPOBATDL AaHHble U3 $paraa B HAbOp MHANKATOPOB;

— KOnupoBaTb/nepemeLlatb WHAMKATOPbl BblIOpaHHOro Habopa B apyrue
Habopbl MHAMKATOPOB KOMNPOMETaLUW;

— COXpaHATb HAabop ¢ f06aB/NEHHBIMU MHAMKATOPaMK KOMMNPOMeTaL MK,

— aKTMBMPOBATb/A,EaKTUBUPOBATb BbIOpaHHbIE MHAUKATOPbI KOMMpOMeTaL UK.

— YA3ANATb U3 Habopa BbIOpaHHbIE MHAMKATOPbI KOMMPOMETaL UK.

B BepxHei yactn 06a1actv UHAMKaTOPbl KOMNpOMeTaLuun OTobpaxkaeTca Ums
Habopa 1 uabTp MoKasbiBaTh NO (BO3MOXKHO 334aBaTb 3Ha4YeHuUs 10, 20, 50, 100 1AW
500 3/1eMEHTOB).

Nocne ﬂ,06aB/'IEHI/IFI A1 NSMEHEHNA MHANKATOPOB CBEPXY Ta6/1VIL|,bI NOABUTCA

3HaYOK C npeaynpexgatmowmm coobueHnem Habop He npumeHeH. CooblieHune
NoAB/AAETCA MPU HABEAEHUMU KYPCOPA MbILLK Ha NpeaynpexXAatoLLMiA 3HAYOK.

LLlanka Tab/uLbl C UHAUKATOPAMU COAEPKUT C/leAytoLme NoAs:

1) KHonKa Bbibopa (0OTMeveHa 3/1eMeHTOM — );

2) UMA MHAMKATOPa;

3) Tun apTedaKTa;

4) AencTsue;

5) KoMmmeHTapwuif;

6) [aTta co3gaHuna/ABTOP;

7) NocneaHee nsmeHeHue/lo/1b30BaTE/b;

8) AKTUBHOCTb;

9) YnpaB/ieHue.

UmA uHAMKATOpa — Mno/ie COAEPXKMT MPOU3BO/IbHOE Ha3BaHWE MHAMKATOPA,
3a/laHHOE NM0/1b30BaTE/IEM.

Tun apTedakTa — No/e COAEPKUT TUM 06BEKTA, AB/AIOLLErOCA UHAUKATOPOM

KOMMpoMeTaLuu.
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KaxablM UHAMKATOP KOMNpPOMeTaL MM OCHOBbIBA@TCA HA ONpese/IeHHOM Tune
aptedakTa. Tun aptedaKkra 3agaeTcAa Npu CO34aHUN UAN U3MEHEHUW UHAMKATOPA
KOMMNpOMeTaLum.

B Mporpamme npeayCcCMOTPEHO HECKO/IbKO TUMOB apTedaKTOoB:

1) ®aiin — npu BbIbOpe AAHHOrO TWMa Mpu CO34aHWM WU PeAAKTUPOBAHMU
MHAMKATOpa KOMMNPOMeTaUumM NMOABAAOTCA AOMNO/IHUTE/IbHO No/e ¢ 0b6A3aTe/IbHbIM
umeHem ¢aiina, a TakKe OMNuMOHa/IbHble NoaA ApTedakTt (xew ¢aitna SHA-256) u
ApTedaKT (pasmep ¢aiina);

2) SHA-256 — B KayecTBe MHAMKATOpa KOMMpoOMeTauuu B nose ApTedakT
6yaeT BbIOpaHO 3Ha4YeHWe xela, pacCHUTAHHOMO MO aAropuTmy sha-256, Ana 06beKTa,
npv 0bHapyxeHun KOoToporo NMporpamma co34acT UHLMAEHT;

3) SHA-1 — B KauyecTBe MHAMKATOpa KOMMpomMeTauuu B nose Aptedakr byaert
BbIOpaHO 3HaveHue Xxella, pacCYUTAHHOro no aAroputmy sha-1, gna obbvekTa, npu
obHapyKeHun KoToporo lNporpamMmma co34acT MHUUAEHT;

4) MD5 — B KayecTBe MHAMKATOpa KOMNpoMeTauuu B nose AptedakT byset
BbIOpaHO 3HauYeHue Xxela, pacCYMTAHHOro no aaroputmy MDS5, ana obbekTa, npu
0bHapy»keHun KoToporo Nporpamma co34acT UHLMAEHT;

5) IP-agpec — B KayecTBe MHAMKATOpPA KOMMpomeTauuu B nose ApTedakt
byaeTt BbiOpaH IP-agpec ceTeBOro coeguHeHuA, Npy B3aUMOAENCTBUN C KOTOPbIM
[Mporpamma co34acT UHUUAEHT,

6) lOMeHHOe MMA — B KayecTBe WMHAMKATOpPA KOMMpOMeTauuu B ro/e
ApTtedakT 6yseT BbIbpaHO MMA gOMeHa, Hanpumep, mail.ru, npu B3aMmogencTBum ¢

KOTOpbIM [Tporpamma co34acT UHUUAEHT;

BaxHo
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AomeH wn IP-agpec Moryt ©ObiTb HamucaHbl BMeCTe C MOPTOM
(<IP/gomeH>:<nopT>). MOPT B KOHTEKCTE CeTEBbIX KOMMYHUKALUIA — 3TO
9 BUpPTYa/lbHOE «OKHO», Yepe3 KOTopoe TMpoxXoAAT AaHHble A/A
onpegeneHHon [porpamMmmbl Man Cayxbbl. Kaxkabii nopt mMmeeT CBOM

YHUKa/IbHbI HOMeEp.

7)URL - B KayecTBe WHAMKATOpa KommpomeTtauuu Oyaer BbibpaH
YHUPUUMPOBAHHDBIA yKasaTe/lb pecypca B ceTU MHTepHeT, npu B3aMMOAENCTBUM C
KOTOpbIM lMporpamma co34acT MHLMAEHT;

8) CeTeBaA curHatypa — B KayecTBe WMHAMKATOpPa KOMMpOMeTauuu B ro/se
Aptedakt Oyager BbiOpaHa ceTeBaA CWUrHaTypa, Npu OOHApyXeHuUM KOTOPOM
Mporpamma co34acT UHLMUAEHT.

ApTtedakT - B nose otobparkaetrcAa HaMmeHOBaHue apTedarTta. HasaHue
aptedaKTa 40/MKHO COOTBETCTBOBATb BblOpaHHOMY Tuny apTedakTa, TO eCTb, ec1m
yKasatb Tun apTedakta [JOMeHHOe MMA, TO HasBaHMe apTedaKTa AO/KHO
COOTBETCTBOBATb NPaBK/1aM HanUCaHWA AOMEHHbIX UMEH, K NpuMepy, example.com.
/OMO/IHUTE/IbHO M0/1e COAEPXKMUT 3/1eMeHT &) Mo3Bo/IALWMIA CKONMPOBaTh B Bydep
obmeHa umsa aptedakTa.

AencTBUe — B Nose oTOOpaxKaeTca A4eNCTBUE, KOTOPOE A0/1XKHA OCYLLLEeCTBUTb
lMporpamma npu obHapy»KeHun CobbITUA, CBA3AHHOIO C BbIOPAHHBIM MHAWKATOPOM
KOomMnpomeTaumn. B KayecTBe OTBeTa Ha BPEAOHOCHYKD WM MOTEHLMA/BbHO
BPEeAOHOCHYIO aKTUBHOCTb NpeAyCMOTPEHbI C1eAytoLLne AeNCTBUA:

— — B 3TOM C/ly4ae akTMBHOCTb DyaeT 3anpelleHa;

— [BeEsTipoEsiE — B 3TOM C/1y4ae aKTMBHOCTb OyaeT paspelueHa, Ho lMporpamma
yBEA4OMUT M0/b30BaTe/NIsi 06 OOHapy)KeHUU aAeTeKTUpyemoro cobbiTvA, CO34aB

MHLMAEHT.
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KommeHTapuit — B nose otobpakaeTca MpPOU3BO/IbHLIM KOMMEHTapui K
BbIOpAHHOMY MHAMKATOPY KOMnpomeTaumn. NMose KommeHTapuit 3ano/HAETCA npu
HeobXx04MMOCTHN BO BpeMA peAakTUpPOBaHUA nam g06aB/1eHrA HOBOrO MHAMKATOPaA.

®PannoBble UHAMKATOPbI KOMMpPOMETAuMn cogepKat ¢aar BaoKkupoBKa
AEUCTBYET U B KOHTEKCTE KPUTHMYECKMX CUCTEMHBbIX MNPOLLEeccoB, MnoapobHaA
MHbopmaumAa o daare M KPUTUYECKUX CUCTEMHbIX Mpoueccax COAEPXKUTCA B
AOKyMeHTe «PykoBoacTBO aHazmTuKa RT Protect EDR».

AaTta co3gaHuA/ABTOp — B Mnosie oTobOparkaeTca gata M BpemsA CO34aHusA
npaBu/a, a TakXe ero aBTop.

NMocnepgHee nsmeHenune/lMonb3oBaTe b — B Mo/1e 0TOOpakaeTcAa gata u Bpems
noc/egHero U3MeHeHus rnpaBu/ia, a TakXe UMA Mo/1b30BaTe/IA, BbINO/IHUBLLErO 3TU
U3MEHEHMUA.

YnpaBaeHue — B 0/1e 0TOOparkatoTcA KHONKKM PegakTupoBatb -, YAanutb
a TaKkXKe KHOMKa aKkTMBaLumM/geakTMBaLmMmn cooTeeTcTBytolero nHamnkatopa (/) ).
ANA  pefakTUpPOBaHUA WMHAMKATOPA KOMMpPOMETauUu cC/1eayeT Ha)kaTb KHOIMKY
PepgakTupoBatb. B OoTKpbiBlIEMCA OKHe PegakTUpoOBaTb MHAMKATOP HeobxoauMOo
M3MEHUTb OAHO WU/IM HECKO/IbKO MO/eN, TPebYOLWMX M3MEHEHUA NN KOPPEKTUPOBKMY,
M HaxKaTb KHOMKY CoxpaHuTb. [1041a dopmbl PegakTMpOBaTb MHAUKATOP UAEHTUYHDI
noaAM TabanLbl MHAMKATOPOB, OMUCAHHbBIM BbILLIE.

ANA yaaneHus MHAMKATOpa KOMMNpoMeTaumm HeobXOAMMO HaXKaTb KHOTMKY

Ypaautb 1. B OTKpbIBlIeMcA OKHe MMoaTBepAeHWe AencTBUA C/lesyeT HaxKaTb

KHOIMKY .

B HWKHEM 4YacTu Tab/uubl MHAMKATOPOB HAXOAATCA KHOMKM ornepauui ¢

MHAUKATOpamMu:

)

2) Nepepatb HAabop areHTam — 5 ;
3) KonupoBaTtb/nepemecTuTb BbiGpaHHbIe 3/1eMeHTbI B g4pyroi Habop — & ;

4) IKCNopTUpoBaTh Habop B pann - @ ;
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5) UMNopTupoBaTh AaHHble U3 daiiia B Habop (nogsepruBaemble GopmaTbi:
csv, json) — = ;

6) AKTMBMPOBaTb/AeaKTMBMPOBaTb UHAMKATOP MM HAMKaTopb! EIE,

7) YAanuTb UIHAUKATOP UM MHAUKATOPSI

Ana pobaenenHna mHaMKaTopa B 06s1acT MHAMKaTOpbl KOMMNpOMeTauuu
HeobX0AMMO HaxKaTb KHOMKY . flanee B OTKpbIBLLIEMCA OKHEe [06aBUTb

uHgUKaTop (puc. 76) c1ieAyeT 3arno/HUTb NO/A, COOTBETCTBYHOLLME NMO/AM, YKa3aHHbIM

B LLarnke Ta6/1VlL|,bl MHAUKATOPOB, NOC/1€ HEro Ha*aTb KHOMKY .

[oBaBUTL MHAWMKATOP

VMR MEamkaTopa *

Twn apredakTa *

©aiin

ApredaxT (MR daitna) *

ApredaxT (xew daina SHA-256)

Apredaxr (pasmep daing)

JefcTEne

BAOKMpOEaTH

KoMMERTEDHME

PucyHoK 76 — OKHO «/106aBUTb MHAMKATOP» € TUNOM apTedakTa «Paia»

ANA nepegayn areHtam /t060ro M3MeHeHUs B MHAMKATOpax Heobxoammo

HakaTb KHOMKy lNepegaTtb Habop areHTam. KHoMKa 0 He byaeT oTobparkaTbCA

Ha CTpaHuLLe 40 BHECEHUA C/1e4YIOLWLMX U3MEHEHUIN B HAbOP.
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ANA KONMPOBaHMA WMAU NepeMeLleHUA UHAMKATOPOB M3 04HOro Habopa B
APYron cnepyet OTMETUTb (/1aXkKaMM KHOMKM BblbOpa A/NA MHAMKATOpa WM
MHAMKATOPOB, KOTOPbIE HYKHO CKOMMPOBATb/MepeMeCcTUTb B APYron Habop.

Mocne BblbOpa MHAWKATOpPOB ciepyet HaXaTb KHOIMKY
KonupoBaTtb/llepemecTuTb BbiIGpaHHbIe 3/1eMeHTbl B APYroi Habop _J

B oTKkpbiBLLEMCA OKHe Bbibop Habopa Heobxoanmo B nose Habop BbiGpaTh 13
BbIMAAAI0LLEro Cnmcka Habop MHAMKATOPOB KOMMpomMeTauun. B 3toT Habop byayT
CKOMMPOBaHbI BbIOpaHHblE paHee MHAMKATOPbl. Ec/in HeobxoaAnMMO nx nepemecTuTb C

yAaneHvem 13 Habopa-goHOpa, TO C/ieAyeT yCTaHOBUTb (/1axKoK lMepemecTtutb M

YAQ/NTb BbIOpaHHbIE 3/1eMeHTbl U3 TeKyLero Habopa.

ANA 3aBepLlUeHUA OMepauuu HYXXHO HaxKaTb KHOMKY . AnAa OoTMeHbI
onepaumm cieayeT HaXKaTb KHOMKY 3aKPbITUA OKHa * .

Ana skcnopTa Habopa B daiin cregyeT HaxKaTb KHOMKY DKCMOPTUPOBATb
Habop B daiin © . [lanee B OTKPLIBILIEMCA CMIUCKE HEOBXO0AMMO BbIGpaTh $ai10BbIl
dbopmart, B KOTOpOM ByayT COXpaHeHbl gaHHble 3 Habopa. [ocae Boibopa popmara
CO3faHHbIM darn B ykazaHHOM dopmaTte OygeT COXpaHeH B Marnky, B KOTOPYHO
HacTpoeHa 3arpy3ska ¢ali/10B B OnepaLyoHHOM cucTeme (Hanpumep, narka 3arpyskm).

o L
A28 UMMNOPTa AaHHbIX U3 Paitna C UHAMKATOPaMu C/1eAyeT HasKaTb KHOMKY | =

- UmnoptupoBaTtb aaHHble U3 ¢aiiia B Habop, nogaepkuBaembie GOpMaThbI: CSV,
json. [1oc/1e HaXKaTuA KHOMKKM OTKPbIBAETCA OKHO Pan/10BOro MeHeaKepa, B KOTOPOM
Heobx04MMO BblOpaTb MMNOPTUPYEMbI dalia, NOC/1e Yero MMNOPTUPOBATb AAHHbIE
u3 danna B BbIOpaHHbIM HABOP MHAMKATOPOB KOMMNpomeTauuu. [locae 3aBepLueHus
onepauuMm MMMOpPTa MHAMKATOPbl KOMMPOMETALUM U3 MMMNOpPTMpPyemoro dawnsa

£,06aBATCA B BbIOpaHHbI HAOOP MHAWMKATOPOB KOMNPOMETaLUM.
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6.6.3. YARA-npasusa (patiner)
O6was uHpopmayus
MpaBuaa, ykasaHHble B pasgene YARA-npaBuaa (¢aiiibl), MCno/b3ytoTCA B
KayecTBe MHCTPYMEHTA aHa/n3a yrpo3 4214 3almiaemMon MHGPaCTPYKTYpbl B HacTH
aHa/M3a BpeA0HOCHbIX ParNoBbIX CUrHATYP.
B Mporpamme npegycmoTtpeHbl YARA-paBuaa B Habope no ymoa4aHuio, a

TaKXe MHCprMeHTapVIﬁ ANA CO34aHNA HOBbIX NMpaBu/I.

BaxxHO

L

L. J YARA-mpaBuia paboTatloT Ha areHTe TO/IbKO B TOM C/lyyae, eC/M B
npodune 6e30MacHOCTM BbIOPAHHOTO areHTa YCTAaHOB/IEH pPEeXUM
rnyboKoro CKaHMpOBaHUA, BKAKOHaOWMIM B ceba YARA-npaBu/aa, TO eCTb

BbIOpaHbl pexxnmbl YARA-npasuaa viv ML u YARA-npaBuia.

MogpobHOe onucaHue CTPYKTypbl MpaBu/, OCOOEHHOCTEN MX HamMcaHuA U
paboTbl ¢ YARA-NpaBuaamu CogepKuTCA B 4OKYMeHTe «PyKoBOACTBO aHanuTuKa RT

Protect EDR».

Habopsl YARA-npasun (patiner)

CtpaHuua ¢ Habopamm YARA-npaBun pgaa ¢anioB BKAOHaeT B cebA
ceayrowme CTPYKTYPHbIE 3/1EMEHTbI:

— 3/1eMeHTbl duabTpauuy;

— Tabsmua c Habopamu YARA-npaswu;

— KHOMKa Jo6aButb Habop;

— KHorMkKa MNepegatb Bce HAabopbl areHTam;

— KHOMKa YgaauTb BbiIbpaHHble Habopbl.

Ana pobaBneHnA HOBOro Habopa HeOH6XOAMMO HaxKaTb KHOMKYy fob6aButb

Habop, noc/e yero B okHe flobaBuTb Habop BBeCTU Ha3BaHMe HOBOro Habopa YARA-
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npasma. Ha 3tom 3Tane moxHO ao06aeutb YARA-npasuia mn3 6asoBoro Habopa B
HOBbIM. /119 3aBepLUeHUA onepauumn HeobXoAUMO HaXKaTb KHOMKY 06aBUTb.
Mocne nboro nsmeHeHnA Habopa AaAa KOppeKkTHoOM ero paboTbl TpebyeTca

nepegarb ar€éHtamMm c4e€/1aHHble USMEHEHUA, 4/14 3TOro HGO6XOAMMO Ha»aTb KHOIMKY

MepeaaTb Habop ( ' ) wan MepeaaTb Bce HA6OPbI areHTam (E).

ANA yaaneHus Habopa He0BX0AMMO HaxKaTb KHOMKY YaaauTb () uamn Yganutb
BblGpaHHble Habopbl.

Ana $uabTpauum Ha cTpaHuue Habopbl Yara-mpasua (¢aitabl) vmeeTcA
cucTema uabTPOB, NpeACTaB/IeHHAA B C/1e4y0LLEM CNIUCKE:

— UmsA npaBuia (Heo6X04MMO BBECTU NO/IHOE UMA NPaBKUa);

— HasBaHue Habopa.

Mpw HaxkaTtnm /IKM Ha umeHn Habopa oTKpbiBaeTcA cTpaHuua YARA-npaBuaa

(daiinbl) paa BoIGpaHHOTO Habopa (puc. 77).

YARA-npaBuna (¢aiinbi) 19 Moxazsisars no:

Una daiina VA npasunz

Nocneanee usmenenme /
Vima Konwuecrso npasun [Bata cosganns / Astop A Ynpasnenme
Nonusosarens

PucyHok 77 - YARA-npaBuaa (¢aiiabl)

CmpaHuya «YARA-npasusa (¢aiinei)»
Ha ctpanuue YARA-npaBuaa (¢paiinbl) MOMKHO BbIMO/HATL C/egytolme
onepayum:

— NpoCcmaTpuBaTb NpaBmaa U3 BbiIbpaHHOrO Habopa;
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— A,06aB/1ATb HOBbIE NPaBu/a B BbIOPaHHbLIM HAaboP;

— NPUMEHATb HAbOpbl NOC/1€ U3MEHEHUA NpaBu/;

— KonupoBaTb/nepemelLaTtb BbIOpaHHble NpaBu/ia B A4pyrol Habop;

— 3KCNOPTMPOBATb BbIOpPaHHbIM HAabop B dan;

— UMMOPTUPOBATb AaHHble 13 daiia B BbIOpaHHbIM HAOOP NpaBu;

— aKTUMBMPOBATb UM AEaKTUBUPOBATb NPaBU/O;

— peAakTMpoBaTb BbIOpaHHOE NpaBu/io;

— yAanuTb BbIbpaHHOe npasu/o 13 Habopa.

Ana pobaBneHmMA HOBOro npaBu/ia HEOOXOAMMO HaxaTb KHOMKy [o06aButb
npaBuia, roc/e 4Yero HeobxoAMMoO BbibpaTh onepauuto Hosbii  ¢daia (a4
AobaeneHna ogHoro danna B pexmme Habopa TeKCTa WAM 3arpysku C XOCTa
aAMUHUCTPpaTopa) uav 3arpysutb ¢aiinbl (415 406aB/EHUA O4HOTO /U HECKO/IBKUX
¢daliz10B NyTéM 3arpysKu ¢ XOCTa agMUHUCTPaTopa). Moc/e Bbibopa onepauum HoBbii
¢daiin oTKpoeTca okHO lo6aBuTb YARA-npaBu/ia, B KOTOPOM Heo6xoaMMo 406aBUTb
uma YARA-¢pailaa u Hanucatb MpaBu/IO UAM HECKO/IbKO MpaBu/1 B COOTBETCTBUM C

cuHTakcucom YARA. AAMUHUCTpPATOp MOXeT AobasButb ¢dann B dopmate .yar ¢

MOMOLLbIO KHOMKM 3arpysuTb ¢aiin ()
MoagpobHaa nHPopmMaumAa O cuHTakcuce YARA COAEpXUTCA B AOKYMEHTE
«PykoBogcTBO aHasnuTmka RT Protect EDR» n oduumanbHon gokymeHTtauum YARA.

Mpumep npasuia YARA npusegeH Ha pucyHKe 78.
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https://yara.readthedocs.io/en/latest/writingrules.html

Pegaktvpoeate YARA-npaewna (baiiner) in 1 ®

scan, Ge3 mognwcu”

= {B8 E9 DA TE ©2 B8 EY (5 E6 98 @8 ED 98 60 B2 08 EY 5B 826 85 @0 EY 26 BC @7 88 EO 81 7C 856 99 EY 1C BF 94 88 EY

58 FF 15 1C 81 48 &8 BB CB BB 45 B8 83 Ce FD 8D 8O B9 BB B8 23 C1 FF DB 1B C8 48 BY 45 BE 39 5D @8 75 86

AB BF 11 4E 14 #F 11 &6 B9 ©A 899 B8 2B 4C BY D7 4C 8D B84 24 FE @5 098 89 4C 89 Co F3 48 A5 41 BA 48 54 41 BB

PucyHok 78 — lMpumep npasusia YARA

AnAa KoppekTHOM paboTbl nocse AbbIX U3MeHeHuM B Habope Heob6xoaMMOo

HaaTb KHOMKyY MepeaaTh Habop arenTam (- &50).
Mpu BbIGOpE onepauun 3arpy3nTb $ai/ibl OTKPOETCA OKHO 3arpysuTb ¢ait/ibl
YARA, B KOTOPOM HeOOXOAMMO HaxKaTb KHOMKy Bbibpartb ¢aiiabl, nocsie yero B
lMpoBOAHUKE BbIOpaTb OAMH WM HECKO/ABbKO (annoB C pacwmpeHvem .yar. Ans
3aBepLUeHMA onepalmm HeobX0AMMO HaxaTb KHOMKY 3arpy3uTb ¢paii/aibl Ha cepBep.
A/1A KOMMPOBAHMA UAW NepemeLLLeHMA NpaBu/aa U3 o4HOro Habopa B Apyrom

HeobXxoAnMO BbIOpaTb HYKHble 3/1eMEeHTbI Z HaXaTb KHOMKY

KonupoBatb/llepemecTuTb BblOpaHHble 3/1€MeHTbl B ApYyroi Habop (‘5] ). Aanee
BbIOpaTb Habop, B KOTOpbi OyaeT KOnNMpOBaTbCA BbIOpPAHHbIM 3/1emMeHT. Ecam
HeobX0AMMO NepemecTUTb 3/1EMEHT, TO C/le4yeT B OKHe Bbibop Habopa ycTaHOBUTb
dnaxok MepemecTuTb U yAaAUTb BbIOpaHHbIE 3/1€éMEHTbI U3 TeKyLero Habopa. /14

3aBepLueHuA onepauum Heob6Xxo4MMO HaxKaTb KHOMKY BbibpaThb.
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AnAa 3kcnopTta Habopa B dana cregyeT HaxKaTb KHOMKY DKCNOPTUPOBATb
Habop B ¢aiin = (dopmat JSON). Habop 6yaeT coxpaHeH B nanke 3arpysku B
cooTBeTCTBYIOWEM popmare.

AnAa vmnopTta npasua 3 dania TpebyeTcA HaXKaTb KHONKY UmnopTupoBaTb
AaHHble U3 daiina B Habop, noaaepxkuaemblie popmatbi: JSSON ((5).

Aanee BbIOpaTb Ha KommnbioTepe ala cooTBeTCTBYOWeEro ¢opmaTa,
COAEP KALLMI HY>KHble MPaBU/A, U HAXKaTb KHOMKY OTKPbITb.

YT06bI aKTMBMPOBATbL UK AEaKTUBMPOBATb NMPaBU/I0 U3 BbIOpaHHOro Habopa,
Heo6xoauMo HaxaTb kHorky @/ WU BbINO/HUTb aKTUBALMIO/A€aKTUBALMIO C
MOMOLLBIO  KHOMOK AKTUMBUPOBATb BblbpaHHble  3/1emeHTbl/{leakTUBMpOBaTb
BblbpaHHbIe 3/1eMeHTbI (-“)

ANA yaaneHua npasua n3 Habopa Heob6xo4MMO OTMETUTL (/1aXKKamu NpaBua,
KOTOpble TpebyeTca yaa/mMTb U Ha)KaTb KHOMKY YAa/uTb BbibpaHHbIe MU YA3/UTb
MpaBW/a Mo OTAE/NbHOCTH C MOMOLLLbIO KHOMKKU YaaauTb (11).

ANA peaKTUPOBaHMA NPaBUIa C/leAyeT HaXKaTb KHOMKY PegakTupoBatb (- ),
noc/ie 4ero BHeCTU M3MEHEHUA B OTKPbIBLLEMCA OKHe C NpaBu/10oM. [locse BHeceHuA
M3MEeHeHUI B NpaBu/10 HEOH6XO0AUMO HaxKaTb KHOMKY COXPaHUTD.

Ha ctpanuue npegycmoTtpera ¢uabtpauma YARA-NpaBua No UMeEHU, a Takxke
¢unbTpaumnAa ¢pannos no umMeHu ¢aiana B COOTBETCTBYHOLMX CTPOKax. lpu 3TOM
HeobX0AMMO NOMHUTb, YTO MOUCK NO UMEHM NpaBua TpebyeT BBOAA NO/HOrO MMEHM

npasua.

6.6.4. YARA-npasusa (namsameo)

MpaBuaa, yKasaHHble B pasgese YARA-npaBusa (mamsTb), UCMO/b3YOTCA B
KayecTBe MHCTPYMEHTa aHa/n3a yrpos A4 3aluLiaeMon MHPPACTPYKTYpbl B 4acTH
aHa/M3a namATU npouecca Ha HaAnvme BpeaOoHOCHbIX curHatyp. B lporpamme
npeaycmoTtpeHbl YARA-npaBuaa B HAbope No yMOA4YaHMIO, @ TaKXKe MHCTPYMEHTapui

ANA C034aHNA HOBbIX NMpaBu/.
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Ha6opel YARA-npasua (namsame)

CrpaHuua ¢ Habopamu YARA-MpaBua aA/1A NamMATM BK/AOYaeT B cebA Te xe
CTPYKTYpPHbIE 3/1eMeHTbI, 4TO U cTpaHuL,a Habopbl YARA-npaBua (dpaiinbi):

— Tabsmua c Habopamu YARA-npaswu;

— KHOMKa flo6aBuTtb Habop;

— KHOMKa MNepegatb Bce Habopbl areHTam;

— KHOMKa YgaauTb Bbi6paHHble Habopbl.

Ana pobaBneHna HOBOro Habopa HeoH6XOAMMO HaxkaTb KHOMKY fob6aBuTb
Habop, noc/ie yero B okHe flo6aBuTb Habop BBECTU Ha3BaHMe HOBOro Habopa YARA-
npasma. Ha 3tom 3Tane moxHO ao06aeutb YARA-npasusia mn3 6asoBoro Habopa B
HOBbIN. [1/1A 3aBepLUeHMA onepauun HeoH6X0AMMO HaxKaTb KHOMKY 06aBuUThb.

Mocne nboro nsmeHeHnA Habopa Aaa KOppeKkTHoM ero paboTel TpebyeTca

NMPUMEHATb CA€/1aHHblE U3MEHEHUA, A1 3TOro H€O6XOAMMO Ha*XaTb KHOTIKRY

Mepegatb Ha6op ( S ) unu NepeaaTtb Bce HABOPbI areHTam (B).

ANA yaaneHnsa Habopa He0BX0AMMO HaXKaTb KHOMKY YaaauTb () uaun Yganutb
BblGpaHHble Habopbl.

Ana duabTpaumm Ha cTpaHuue Habopbl Yara-npaBua (MamATb) UMeeTCs
bUABLTP NO UMEHU NPaBU/A, BXOAALLEro B Habop.

Mpu HaxkaTum /IKM Ha umeHn Habopa oTKpbiBaeTcA cTpaHuuya YARA-npaBuaa

(mamATb) A9 BbIOpaHHOrO Habopa.

CmpaHuya «YARA-npasusa (namams)»

Ha ctpaHvye YARA-npaBusia (namsATb) MOXKHO BbIMO/HATL C/egytoume
ornepauuu:

— NPOCMaTpu1BaTb NpaBuK/aa U3 BbIOpaHHOrO Habopa;

— A,06aB/1ATb HOBbIE NpaBw/a B BbIOpaHHbIM HAabop;

— NPUMEHATb HAabopbl NOC/1e U3MEHEHUA NpaBu;
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— KonupoBaTb/nepemeLlaTb BblbpaHHble NpaBu/aa B 4pyroi Habop;

— 3KCMNOPTMPOBATL BbIOpaHHbIN HAboPp B dain;

— MMMNOPTUPOBATb AaHHble U3 $ariaa B BbIOpaHHbIM HAbOp npasu;

— aKTMBUPOBATb WU AE€aKTUBMPOBATb NPaBU/IO;

— peAaKTUpoBaTh BbIbpaHHOE NpaBu/o;

— yAanuTb BbibpaHHOe npaBu/i1o us Habopa.

Ana pobaBneHMA HOBOro npaBu/ia HEOOXOAUMO HaxKaTb KHOMKY [o06aButb
npaBu/Aa, rnoc/e 4ero Heobxoaumo BblibpaTb onepaumto HoBbiit  ¢aitn  (a1s
AobaBneHna ogHoro ¢anna B pexume Habopa TeKkCTa WAM 3arpyskuM C XOCTa
aAMUHUCTPpaTOpa) uau 3arpysutb ¢aiinbl (415 406aB/EHUA O4HOTO /U HECKO/IBKMUX
daliz10B NyTéM 3arpy3sKu C XoCTa agMuHUcTpaTopa). Nocse Bbibopa onepauun HoBbli
¢dain oTkpoeTca okHO flo6aButb YARA-npaBuaa, B KOTOPOM Heob6xoauMo 06aBuThb
nma YARA-balaa u Hanucatb NpaBu/IO UAM HECKO/IbKO MpaBu/l B COOTBETCTBUM C

cMHTakcncom YARA. AgMUHUCTpAToOp MoXeT aobasButb ¢ann B popmarte .yar ¢

MOMOLLbIO KHOMKM 3arpysuTb ¢paiin ()

Ana KoppekTHOM paboTbl nocse AbbIX U3MeHeHUM B Habope Heob6xoaMMOo

Ha<aTb KHOMKY MNepeaaTtb Habop arenTam (- &5 ),
Mpu BeIbOpe onepauuu 3arpysmuTb pain/ibl OTKPOETCA OKHO 3arpy3uTb ¢pai/bl
YARA, B KOTOPOM HeOOXOAMMO HaxKaTb KHOMKy Bbibpartb ¢aiiabl, nocsie yero B
OTKPbIBLLEMCA OKHe BblIOpaTbh OAUH UM HECKO/IbKO $ai/10B C paclumpeHunem .yar. Ana
3aBepLUeHMA onepalmm HeobXoAMMO HaxaTb KHOMKY 3arpysuTb ¢paii/aibl Ha cepBep.
A/1A KOMMPOBAHMA MAW NepemeLLLeHMA NpaBu/aa U3 04HOro Habopa B Apyrom

HeobxoAMMO BbIOpaTb HY»Hble 3/1eMEeHTbI " HakaTb KHOMKY

Konuposatb/llepemecTuTb BbibpaHHble 3/1€MEeHTbl B Apyroil Habop (‘5I ). Aanee
BbIOpaTb Habop, B KOTOpbi OyaeT KOnNMpOBaTbCA BbIOpPaHHbIM 3/1emMeHT. Ecam
HeobX0AMMO NepemecTUTb 3/1EMEHT, TO C/leAyeT B OKHe Bbibop Habopa ycTaHOBUTL
dnaxok MepemecTuTb U yAaAnTb BbibpaHHbIe 3/1€MeHTbl U3 TeKyLero Habopa. /14

3aBepLueHuA onepauum Heob6Xxo4MMO HaxKaTb KHOMKY BbibpaThb.
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AnAa 3kcnopTta Habopa B dana cregyeT HaxKaTb KHOMKY DKCNOPTUPOBATb
Habop B ¢aiin = (dopmat JSON). Habop 6yaeT coxpaHeH B nanke 3arpysku B
cooTBeTCTBYIOWEM dopmare.

AnAa vmnopTta npasua 3 dania TpebyeTcA HaXKaTb KHONKY UmnopTupoBaTb
AaHHble U3 daiina B Habop, noaaepxkuaemblie popmatbi: JSSON ((5).

Aanee BbIOpaTb Ha KommnbioTepe ala cooTBeTCTBYOWeEro ¢opmaTa,
COAEP KALLMI HY>KHble MPaBU/A, U HAXKaTb KHOMKY OTKPbITb.

YT06bI aKTMBMPOBATbL UK AEaKTUBMPOBATb NMPaBU/I0 U3 BbIOpaHHOro Habopa,
Heo6xoauMo HaxaTb kHorky @/ WU BbINO/HUTb aKTUBALMIO/A€aKTUBALMIO C
MOMOLLBIO  KHOMOK AKTUMBUPOBATb BblbpaHHble  3/1emeHTbl/{leakTUBMpOBaTb
BblbpaHHbIe 3/1eMeHTbI (-“)

ANA yaaneHua npasua n3 Habopa Heob6xo4MMO OTMETUTL (/1aXKKamMU NpaBua,
KOTOpble TpebyeTca yaa/mMTb U Ha)KaTb KHOMKY YAa/uTb BbibpaHHbIe MU YA3/UTb
MpaBW/a Mo OTAE/NbHOCTH C MOMOLLLbIO KHOMKKU YaaauTb (11).

ANA peaKTUPOBaHMA NPaBUIa C/leAyeT HaXKaTb KHOMKY PegakTupoBatb (- ),
noc/ie 4ero BHeCTU M3MEHEHUA B OTKPbIBLLEMCA OKHe C NpaBu/10oM. [locse BHeceHuA
M3MEeHeHUI B NpaBu/10 HEOH6XO0AUMO HaxKaTb KHOMKY COXPaHUTD.

Ha ctpanuue npegycmoTtpera ¢uabtpauma YARA-NpaBua No UMeEHU, a Takxke
¢unbTpaumnAa ¢pannos no umMeHu ¢aiana B COOTBETCTBYHOLMX CTPOKax. lpu 3TOM
HeobX0AMMO NOMHUTb, YTO MOUCK NO UMEHM NpaBua TpebyeT BBOAA NO/HOrO MMEHM

npasua.

6.6.5. }KypHaneol

Obwas uHpopmayus
Ha cTpanuue Habopbl XypHasoB codep»atcA Habopbl € npaBuiamu
A,€TEeKTUPOBAHUA NOACUCTEMbI TPACCUPOBKM coBbITUI Ana Windows (ETW). CobbiTuA,
reHepupyemble noagcuctemon ETW, cobupatoTca areHTomM M AO0CTaB/AKTCA Ha

cepsep, €C/IM areHTy Ha3Ha4eHbl HAbOPbl C COOTBETCTBYHOLLMMM NPaBUIaMM.
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MMpaBuia — 3TO MO CYTU MOAMWUCKM Ha onpegeneHHble ETW-nposangepbl,
KOTOpPble MOXHO CO34aBaTb C MOMOLLbIO YA400HOro nHtepdeinca pasagena *KypHanbl
Mporpammbl. MHGopmauma o cobpaHHbix ETW-cobbiTUAX MOKeT BblTb MCNO/b30BaHa
MPU HANMMCAHUM UHAMKATOPOB aTak (B AaHHbIA  MOMEHT (YHKUMOHAA He

noAAepKuBaeTcs.

Hab6opvl scypHanos

Ctpanvua Habopbl KypHa/lOB  COAEPXKUT  C/eaytolimne  CTPYKTYpHble
3/1€MEHTbI:

— 3/1eMeHTbl GubTpaLmy;

— Tabsmua ¢ Habopamu KypHa/oB.;

— KHOrMKa ,o6aBuTb Habop;

— KHorMKa MNepeaaTtb Bce Habopbl areHTam;

— KHOMKa YgaauTb BbiIbpaHHble Habopbl.

Y106b1 f,06aBUTL HOBbLIM HAOOP C KypHasamu, HEOOXOAMMO HaXKaTb KHOMKY
Ao6aBuTb Habop, Noc/ie 4yero BBECTM Ha3BaHMe HOBOro Habopa. Ha stom 3Tane
MOXHO A406aBUTb K HOBOMY HAabOpy *KypHa/ibl U3 paHee COXPaHeHHbIX HabopoB.. A4
3TOr0 HYXHO BblOpaTb COOTBETCTBYHOLMM HAabOp B CcTpoke basoBbi Habop. A
3aBepLUeHMA onepalmm Heob6X0AMMO HaxaTb KHOMKY 406aBUTD.

ANA  peaaKTMpPOBaHMA  Ha3BaHWMM  HAbOpPOB  MpPUMEHAETCA  KHOMKa
PepgakTupoBarts ( ).

YT06bl yganuTb Habop/Habopbl TpebyeTcA OTMETUTb HyXKHble Habopbl
dAaxkKaMmM M HaxKaTb KHOMKY YAa/auTb BblbpaHHble HAbopbl MAW yAaAnTb UX MO
OTAe/1bHOCTU C MOMOLLbIO KHOMKK Yaanutb ().

AnA nepexoga K ctpaHuue XypHaabl Heo6xoAMMO HaxaTb /IKM Ha nmeHu

Habopa »KypHa/noB B no/e HassaHue Habopa.
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Cmpanuya «KypHansi»

Ha cTpaHuue XypHaabl B TabnyHOM Buge oTobparkaetrca Hopmauma ob
onpege/sneHHom Habope npasua gaa ETW-cobbituii.

Monb30BaTe/Ib MOXET BbINO/IHUTb HA CTPAHULLE C/1e4YIoLLIMe OnepaLum:

— A06aBUTb HOBOE MPABU/I0 UM HECKO/IbKO NPaBu/ 4/1A KYPHA/0B;

— pPeAaKTUpOBaTh UM YAa/IUTb CyLLEeCTBYHOLLee NpaBu/10/npasna;

— 3KCNOpT/MMNopT daisa ¢ Habopowm;

— KONUPOBATb 3/1IeMEHTbI 0AHOr0 Habopa nan Becb Habop B Apyror Habop.

B Tabauue XKypHanbl oTobparkatoTca cieayrowme nos:

1) MosA kHonku Bbibopa (@ );

2) UmsA npoBaiiaepa;

3) KatoueBble c0Ba (/t06ble);

4) KnroueBble c/10Ba (Bce);

5) YpOBeHb;

6) BK/AtOYEHUE[UCKAOUYEeHME KOAO0B COBbLITHIA;

7) lONO/IHUTE/IbHbIE MapaMeTpbl;

8) NocneaHee usmeHeHune/lMob3oBaTE b;

9) Ynpas/ieHue.

MmAa npoBakgepa - B nose oTobparkaeTcA MMA npoBargepa cobbiTui
nogcuctemol ETW.

KatoueBble c0Ba (A06ble) — B nosie oTobparkaeTtcsa uHdopmauma o Nobbix
K/IOYEBbIX C/10Bax, Ha OCHOBE KOTOpbIXx OyayT oOOHapyKmMBaTbCcA COOBITUA
BblIbpaHHoro ETW-npoBaigepa. B [Iporpamme g0CTynHa HaCTPOMKa AeTeKTUPOBaHUA
COBbITMI NO K/KOYEBBIM C/I0BaM f/1A ONpegeeHHbIX npoBangepos ETW, nostomy ana
MHOTUMX NpaBu/ B nose byaeT 0TOOpaxkaTbCA HAANMUCH Hesaaaner

KawoueBble cn0Ba (Bce) — B nose oTobpaxkaerca MHPopmauus o060 Bcex
K/lOYEBbIX C/10BaX, Ha OCHOBe KOTOpbIX OyayT oO6HapyxuBaTbcA COObITMA

BbI6paHHoro ETW-nposaigepa.
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B lNporpamme A0CTynHa HAaCTPOMKA AE€TEKTUPOBAHMA COOBITUIM MO K/AHOYEBLIM
C/10BaM £/1A Onpege/ieHHbIX npoBangepos ETW, noaTomy 418 MHOMMX NpaBuA B no/e
ByaeT oTObpaKaTbCA HAAMUCH Hesaaans:

YpoBeHb — B Mosie OTOOparkaeTcA YpPOBEHb AeTeKTUpPyemoro cobbiTus,
3a4aHHbIi  no/sb3oBaTesnemM. YpoBeHb gobaBaseTcA  npu CO34aHUM UM
pPeAaKTUPOBAHUKU MPaBUA A/A KYPHAZNOB. [OCTYNHbl C/1eAytoline YPOBHU COObITUI:
MoagpobHo, UHpopmauus, NMpeagynpexaeHne, Owmnbka n Kputuieckas owmnbka.

®uabTp KOAOB COBBLITUI — B NO/1€ MPOMUCHIBAOTCA KOAbl COObITUM, COr1aCHO
KOTOpbIM ByayT duabTpoBaTbCA COObITUA BbIOpaHHOro npoBanaepa. lNpasuaa 3anucu
KO4OB COBbITUI OTOGpa)KaeTcA MpU HaBeAeHMM Kypcopa Ha 3HadoK ' B OKHe

A,06aB/1eHusA KypHana (puc. 79).

BeeauTe koAbl CODLITWA KM
AMaNazoHB KOAOE, pa3gennan
WX 3anATLIMIL JlnA

HMONHOUEHWA YCNOBKUA
EBSMTE IHIK MUHYC.
Hanpumep: 1, 3, 40-45, -41.

PucyHok 79 - lpaBuia 3anucm KogoB cobbITUM

Aono/HuTe/bHbIe NapameTpbl — B Mno/e oTobparkaetca MHboOpmauma o
AOMO/IHUTE/IbHBIX MNapameTpax AeTeKTUpoBaHuA ETW-cobbitun. AocTynHbl AnA
BbIbOpa c/iegytoLme napameTpbi:

1) SID nosb3oBaress;

2) ID TepMUHa/IbHOM ceccuu;

3) CTeK BbI30BOB;

4) UICKMOUUTB COBLITUA C HY/1eBbIM 3Ha4YeHem KEYWORD;

5) Fpynna npoBaiigepos;

6) NMopAAKOBbI HOMEpP NpoLecca;

7) Kntou cobbiTus;
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8) UCK0UUTB COBLITUA OT NMPUBATHBIX MPOLECCOB.

YTtobbl A06aBUMTL HOBOro nmnpoBarvgepa cobbiTuit nogcuctembl ETW, B
COOTBETCTBMM C HACTPOMKAMM KOTOPOro byayT 06Hapy»KMBaTbCA COOLITUA Ha areHTe,
HEOBXOAMMO B HUMKHEN YacTW CTPaHMLbl HaKaTb KHOMKY i, [10/1b30BaTe/N0
AOCTYMHO ABa peXunma f006aB/1eHUA XKypHana:

—no GUID;

— M0 MMEHM KaHasa.

Ana pexnma GUID obA3aTesbHbIMM K 3anOAHEHUIO ABAATCA noaa Uma
nposaligepa 1 GUID npoBaigepa. Aaa pexuma UmAa KaHana obA3aTe/ibHbIM AAA
3ano/IHeHUA ABAAeTCA nose UmaA KaHana.

[N KOMMPOBAHMA UM NEepeMeELLEHUA }KypHaaa 3 ogHoro Habopa B gpyrom
HeobXxoaAnMO BbIOpaTb HY>KHble 3/1eMeHTbI Z HaXaTb KHOMKY
KonuposaTtb/llepemecTuTh BbiGpaHHble 3/1eMeHTbl B apyroii Habop (). Janee
BbIOpaTb Habop, B KOTOpbIM OyaeT KOmMMpoBaTbCA BblOpaHHbIM 371emeHT. Ecam
HeobX0AMMO NnepemecTUTb 3/1EMEHT, TO C/leAyeT B OKHe Bbibop Habopa ycTaHOBUTL
baxok NepemecTuTb U yAa/IMTb BbiIOpaHHbIE 3/1eMEeHTbI U3 TeKyLero Habopa. /A4
3aBepLUeHMA onepalmm Heob6X0AMMO HaxKaTb KHOMKY BbibpaTb.

Ana 3skcnopta Habopa ¢ KypHasnamu B ann caeayeT HaxKaTb KHOIMKY
3KcnopTupoBaTtb Habop B ¢aiin (7). [lanee BbibpaTh popmaT, B KOTOPOM 6yaeT
3KkcnopTupoBaTbcs Habop (CSV uam JSON). Habop byaeT coxpaHeH B nanke 3arpysku
B BbIOpaHHOM dopmare.

Ana vumnopTa }KypHanoB u3 ¢arna TpebyeTcA HaxKaTb KHOMKY UMNopTupoBaTthb
AaHHble U3 ¢aiia B Habop, noaaepkuBaemoie popmatbl: CSV, JSON ( = ). Aanee
BbIOpaTb Ha KOomMbloTepe daia COOTBETCTBYIOLWEro ¢opmaTa, CogeprKaLlmi HyKHble
’KYPHa/ibl, MU HAXaTb KHOMKY OTKPbITD.

YT06bl aKTUBMPOBATb UM A,€aKTUBMPOBATL KYPHA/Ibl U3 BbIOpaHHOro Habopa,

HEeoBbX0AMMO HaXKaTb KHOTMK © MAn BbIMO/IHATb aKTUBAUUIO/AE€aKTUBALUUIO C
y
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MOMOLLBIO  KHOMOK AKTUMBMPOBATb BblbpaHHble  3/1emeHTbl/{leakTUBMpOBaTb

BblIGpaHHbIE 3/1EMEHTbI (-“ )
ANA yAaneHUs KYpHa/ZioB U3 Habopa HeobXOoAMMO OTMETUTb daxkKamu
KYPHa/Ibl, KOTOpble TpebyeTcA yAa/UTb, U HAXKATb KHOMKY YAa/UTb BbIGpaHHbIE U/IU

YAQ/UTb 3KYPHA/Ibl MO OTAE/IbHOCTM C MOMOLLbIO KHOMKK Yaaautb (7).

6.7 UckmoueHun

B 061acTu UckatoueHunsa cogeprKaTca cieaytowme pasaenbl:

— UckatoueHnua ana ¢ainnos;

— Uckao4eHua gaa nporpamm;

— CeTeBble UCK/NOYEHUS,;

— UcKN04eHnAa MHAMKATOPOB aTak.

C nomowbilo 3TUX pasaesioB  BbINO/HAETCA HACTPOMKA (Pan/ioBbIX U
MPOrpaMMHbIX MCK/IOYEHUM, KOTOPble MO3BO/ANT paspewunTtb paboty ¢ainaos wm

NpOrpaMm W/u 3anpeTuTb onepaymm ¢ HUMK 6e3 CO34aHUA UHLMAEHTOB.

6.7.1. UckntoueHUA 0419 npopamm

O6wasn uHpopmayus

Ha ctpaHuue Habopbl MCKAOYEHMI AnA NMPOrpamMm COAEPXKUTCA CMUCOK
nporpamm, WCMO/IHEHNE KOTOPbIX AO/MKHO COOTBETCTBOBATb Te€M WU WHbIM
HacTpolKkam 6e3onacHocTu. Asa 3Ttoro B [porpamme npegycMOTpeHa cucTema
bnaros, yCTaHaB/MBaKOWMX NapaMeTpbl 6€30MacHOCTU AaA UCMOHAEMbIX ¢aliioB.
Nckatovarowme paarm onpeaenatoT, Kakne NpoBepKU HEOBXOAMMO BbIK/IOUYUTL A1A
YKa3aHHOro ncnoaHAaemoro ¢araa u, COOTBeTCTBEHHO, MOPOKAAEeMOro UM npotecca.

B CNMCOK MCKAOYEHUI A/19 NPOrPamMM MOXHO BHOCUTb UCMO/IHAEMble $ai/bl
6e3 HaCTPOMKM ANA HUX KaKUX-MOO onpeesieHHbIX YC/10BUI, 3adaBaeMbix daaramu.

Hannume 3TOM BO3MOXHOCTM MNO3BO/AAET A4MUHUCTPATOPY HACTPOUTb

Mporpammy A/nA yMEHbLUEHWA KO/MYeCTBa /I0XKHbIX CpabaTbiBaHMi, a B C/ay4ae
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HeobXxoAnMOCTH, 3ab/0KMPOBATb Ty M/AM MHYIO MPOrpamMmy B LenAx obecneyeHuA

6e30mnacHOCTH.

Habopvl uckaroveHuli 019 npozpamm

CtpaHuua Habopbl CKAO4EHUI ANA NpOrpaMm BK/AKOYaeT B cebsa creaytowme
CTPYKTYPHbIE 3/1eMeHTbI:

— 3/1eMeHTbl GuUbTpaLmu;

— Tabsmua ¢ Habopamu UCKAKOHYEHUI AR NPOrpamm;

— KHOMKa flo6aBuTtb Habop;

— KHorMKa MNepeaaTtb Bce Habopbl areHTam.

— KHOMKa YgaauTb BbiIbpaHHble Habopbl.

Y1066 406aBUTH HOBbINM HAOOP C UCK/KOHEHUAMMU ANA MPOrpaMm, HEOBX0ANMO
Ha*kaTb KHOMKy Ao06aBuTb Habop, Noc/ie Yero BBECTU Ha3BaHMeE HOBOrO Habopa. Ha
3TOM 3Tane MOXHO 406aBUTb K HOBOMY HabOPpy UCK/IHOYEHUA A4/1A NPOrpaMm U3 paHee
COXPaHeHHbIX HabopoB. /1A 3TOro HyXHO BbIOpaTb COOTBETCTBYHOLMIA HAbOp B
cTpoke Ba3oBblit Habop. /1A 3aBepLUeHUA onepaummM HeOOX0AMMO HaxKaTb KHOMKY
[A06aBUTD.

ANA  pefaKTMpPOBaHMA  Ha3BaHUMM  HAbOpPOB  MPUMEHAETCA  KHOMKa
PegakTupoBarts ( ).

YT106bl yganuTb Habop/Habopbl TpebyeTcA OTMETUTb HyXKHble Habopbl
dAaxkKKaMmM M HaxKaTb KHOMKY YAa/auTb BblbpaHHble HAbopbl UAW yAaAnTb KX MO
OTAE/IbHOCTU C NMOMOLLbIO KHOMKK Yaanutb ().

AnA nepexoga K cTpanuue UckaoueHusa gaa nporpamm Heobxo4MMO HaxaTb

/TIKM Ha nmeHu Habopa B nose HassaHue Habopa.
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CmpaHuya «Uckao4YeHua 019 npozpamm»

Ha cTtpaHuue UckaloueHUA AnAa nporpaMm MOXKHO BbINO/IHATL C/eayrolme
onepauuu:

— NPOCMATPUBATb UCK/IKOYEHUA A1 NPOrpaMm B BbIOpaHHOM Habope;

— A06aBAATb HOBOE UCK/AKOYEHME MO nMeHn $aling;

— A06aBAATb HOBOE UCK/IOYEHME MO XeLly;

— A06aBAATb HOBOE UCK/KOYEHME MO KOMAHAHOM CTPOKE;

— NPUMEHATb U3MEHEHUA B HAabope NCKAIYEHWUI;

— KonupoBaTb/nepemMellatb BblIOpaHHble WMCK/YEHUA M3 OaHOro Habopa B
Apyroi;

— 3KCNOPTUPOBATb HABOP C UCKAOHEHUAMM B dains;

— MMMNOPTMPOBATb UCKAIOYEHMA 13 daia B HAbOp;

— aKTUBMPOBATb/4€aKTUBMPOBATb UCK/IOYEHUA B Habope;

— PeAaKTUPOBATb UCK/IKOHYEHUE;

— YAANATb BbIOpaHHbIe UCK/AOYEHUA.

Ana pobasneHnA B HA6GOP HOBOrO UCK/IKOHYEHUA A1A NPOrpaMMbl HEOHBX0AUMO
Ha)KaTb KHOMKY /06aBUTb UCK/IIOYEHUE M B OTKPbIBLUEMCA CMUCKE BblIOpaTb Tum
pobaesaAaemoro wuckatodeHua: Pann, Xew wuam KomaHgHas cTpoka. /[asnee B
OTKpbIBLLUEMCA OKHe [fl06aBUTb UCKAKOYEHMe C/eayeT YyCTaHOBUTb MapameTpbl, B
COOTBETCTBUM C KOTOpbIMU OyaeT YHKUMOHMPOBATb MPOrpaMma, BHECEHHaA B
CMUCOK UCK/TIOYEHUM.

B 3aBucMMOCTM OT Bbi6Opa Tvna uckaodeHusa (Paia, Xew uavm KomaHaHas
CTPOKa) OKHO /f06aBUTb MUCKAIOYEHMEe OyaeT cogeprKaTb MoAA C Pas/MYHbIMU
napameTpamu.

Ana  Tuna wuckaodeHuit Pana HeobxoAMMO onpegenvTb  CeayloLiume
napameTtpbl: ®anabl, ®aaru, Usgartenn 3N, NMpasuia, KommeHTapui.

AnAa TMNa uckAYeHnn Xew c/ieayeT onpeaesivtb C/leayrolune napameTpbl:

Tun xew-cymmbl, Xew-cymma, ®snarm, Usaatenn 3M, MpaBusa, KommeHTapui.

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR

i
Bepcus 1.0.28 om 09 UlOHS 2025 Protect 226




Ana Tuna uckayveHu KomaHgHas CTpoKa Heobxoaumo onpeaenunTb
creaywouwime napameTtpol: KomaHgHas cTpoka npapogutensa, KomaHaHaA CTpoKa
poautensa, KomaHgHasa cTpoka npouecca, ®aaru, MUsaatenbs 3M, [lpaBuia,
KommeHTapwii.

®ain - B nose nMponucbIBalOTCA MMEHa UCMNo/aHAeMbIX dai/10B, KOTOpble
Heobxogmmo p06aBUTL B UCKAOYeHMA. UmeHa dannoB nocne pobasaeHuA
nckao4veHna byayTt otobparkatbcAa B Tabsvue UCKAOUYEeHUsa gaa nporpaMmm B Mose
3Ha4yeHue, a B nose Tun 6ygeT yKasaH TUMN UCKAKOHYEHUA.

Tun xew-Cymmbl — B M0/1€ YCTaHAB/IMBAETCA TUM XeL-CyMMbl UCMO/HAEMOro
daina. B [Iporpamme npegycMoOTpeHbl C1eAytoLLmne TUnMbl Xeww-cyMm aaa 406aBneHuA
dannoB B nckatodeHma: SHA-256, SHA-1 1 MD5. Tun xeww-cymmbl nocae gobasaeHuA
UCKOYeHnA oTobparkaeTca B Tabmue UckatoueHusa aaa nporpamm B rnose Tun.

Xeww-cymma — B r0/1€ NpOnMCbIBAOTCA 3HA4YEHUA XeL-CYMM A/18 UCMO/IHAEMbIX
darnnoB, Kotopble Heobxoagmmo A06aBUTb B UCKAKOYeHUA. [locne pobaBneHus
UCK/IIOYEHMA 3HA4YeHWe Xel-CyMMbl OoTobparkaetcAa B Tabauue UckaouveHusa pas
nporpamMmm B rno/ie 3Ha4yeHue.

KomaHgHaa cTpoKa npapogutena — B MNO/e MNPOMUCbIBAeTCA 3HAYeHue
KOMaHAHOM CTPOKU A/A Npouecca, AB/AIOLWEroca NnpapoguTesiemM no OTHOLLEHUIO K
npoueccy, 418 KOTOPOro 406aB/1€HO NCKAOYEHME.

KomaHgHaA cTpoka poauTens — B Mo0/1€ NPONMCbIBAeTCA 3HAa4YE€HNEe KOMAHAHOM
CTPOKM A/1A Npouecca, AB/AAKOLWEroca poaguTtesemMm No OTHOLWEHUIO K npoueccy, AAA
KOTOpOro 406aB/1eHO UCKAIOYEHME.

KomaHgHaA cTpoka npouecca — B No/1e NpOnmncbiBaeTCA 3HaY€HME KOMaHAHOM
CTPOKM npouecca, A1 KOTOPOrO Ha3Ha4YeHO WCK/AtYeHue. [locne gobassieHuA
NCK/IIOYEHNA 3Ha4YEeHNe KOMaHAHOM CTPOKM OoTObpaxaeTtca B Tabauue UckaoueHuns

ANA NporpamMm B ro/ie 3HavyeHue.
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®narm - B nose onpeaenArTCA YC/I0BUA, COMAacHO KOTOpbIM OyayT
MCNOAHATBCA danabl, 406aB/eHHbIE B CMUCOK UCK/IKOYEHUM aaAa nporpamm. B EDR
npeAyCcmMOTpeHbl caeaytowme daaru:

1) 3anpeT NpUHYAUTE/IBHOTO NOAAB/EHUA COObITUM;

2) PaspelueHue BHegpPEHMA KOAa B CTOPOHHME NpOorpamMmbi;

3) Pa3peLueHue 3anmcu naMmAaTM CTOPOHHMX MPOrpamm;

4) PaspelueHue YTeHWA NaMATU CTOPOHHUX MPOrPaMm U yrpas/IeHUA UMY;

5) KOMMOHEHT UMeeT 32-X BUTHYIO U 64-X BUTHYIO BEPCHIO;

6) NMoaTBEpPKAEHNE MO 3/1IEKTPOHHOM NOANUCH;

7) PaspeLueHure npAMOro 40CTyna K 4UCKY 4/ 3anucy;

8) PaspeLlueHune NpAMOro f0CTyna K AUCKY A/1A YTeHUs;

9) NMpaBo B3aMMOAENCTBUA C KPUTUHECKUMU CUCTEMHBIMU MPOrpaMMamu;

10) AHTUBUPYCHbI KOMIOHEHT;

11) UCK/AtO4EHMe 13 Te/leMeTPUM CeTeBbIX CODbITUIA;

12) UcKAtoUeHre U3 TenemeTpum $aii/ioBbIX COObITUI;

13) UckatodeHne u3 TenemeTpumn cobbituii peectpa Windows;

14) UICkNtoYeHue 13 TesieMmeTpum CobbITUI NoBeeHUs;

15) UCKAOUYEHWEe BCel TeneMeTpum;

16) UcktoveHre aHaam3a GpainioBOM aKTUBHOCTY;

17) UCKkAtO4eHMe aHaM3a BXOAALLLEN CETEBOM aKTUBHOCTY;

18) Uck/to4eHMe aHaM3a UCXOoAALLEe CeTeBOM aKTUBHOCTY;

19) MCK/tO4eHMe MaTUMHra MHAMKATOPOB aTak.

Bce ycTtaHoBneHHble pas1a po06aBAAeMOro  uckAwYeHua daarm  byayT
oTobparkaTtbca B Tabsmue UckaoueHuns gaa nporpamm B nosae ®aarum.

UsaaTesnb 3l - B no/1e NnponucbiBaeTCA UMA U3aaTeNA 3/1eKTPOHHOM NoAnucK
ANA  ucnosnHAemoro danna. focre po0b6aBneHUA WCKAKYEHUMA UMA  K3gaTend

oTobpasuTtca B Tabsmuye UckaoueHna gaa nporpamm B nose Usaatenn IM.
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I'IpaBWla — B no/se agMWUHUCTPATOpOM WM aHA/IMTUKOM MNpPONMUCbIBaeTCA
Ha3BaHWE TMpaBu/a, HAa cpa6aTb|BaHme KOTOPOro nnueTca UCKAr4YeHne, Hanpmumep,

CmdLineTampering na1 Ransomware.

BaxxHo

9

L. J [pu gobasneHnn nckaovenus B nose Usgarenb 3M u MpaBuaa moxet
ObITb yKa3aHO HECKO/IbKO M3pgaTe/el, a TaKKe HEeCKO/IbKO MNpaBu/,

KOTOpble pa3ae/ieHbl CUMBO/IOM

KommeHTapmit — B no/sie NponmncbIBaeTCA NPOMU3BO/IbHbIM KOMMEHTapun. s
A00aBNeHNA HOBOM MPOrpaMMbl-UCKAIOYEHMA MO UMeHu daiaa wam xew-cymme
KOMMEHTapuih He AB/AeTcA 0b6A3aTe/bHbIM napameTpoM. KOMMeHTapuin nocse
AobaBneHnA uckaoveHuA OyageT oToOpaxkaTbcA B Tabsuvue WckaoveHua ana
nporpamm B rnosie KommeHTapumii.

AnAa 3aBeplieHnA onepauun aA06aBneHMA WCKAIOYEHMA ANA NPOrpammbl
HeobxoaMMO nocse BBOAa WMHGOPMAUUM B OKHe [06aBUTb UCKAKOYEHUE HaXKaTb
KHOMKY /106aBuThb.

Mpoueaypa yAaneHWA MUCKAKOYeHUM aaa GanioB MAEHTUYHA npoueaype
yAaZleHUA MHANMKATOPOB KOMMNPOMETaL UK.

ANA BHECEHMA M3MEHEHWM B MUCK/AKYEHUEe A/1A NMPOorpaMmbl HEOOXOAMMO
Ha)kaTb KHOMKy PepgakTupoBsaTtb B COOTBETCTBYHOLWEN CTpoKe Tabauubl
NckAloveHUA AnA NporpaMm M B OTKpPbIBLUEMCA OKHE PegaKTMpoBaTb UCK/AIOYEHUE
M3MEHUTb HeoHX0AUMYIO MHbOPMALMIO.

B 3aBMCMMOCTM OT THMa UCKAKOYEHUA, KOTOPOE MOXHO yBUAETb B no/se Tun B
Tabnvue UcKAloveHUA AnAa nporpamm, OKHO PegaKTupoBaTb MCKAlOYeHMe Oyaer
cogepKaTb pasHbii HAbOp noseln, COOTBETCTBYIOWMIA HAOOPY nosen okHa AobaBuUTb

UCK/TIOYEeHUue.
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ANA 3aBeplUeHUa peAaKTUPOBaHUA HEeOOXOAUMO HaXKaTb KHOMKY
noc/se BHECEHWA U3MEHEHUM B peAaKkTUpyembli 3/71eMeHT. YTobbl OTMeHuTb
M3MEHEHMUA, C1eayeT HaXKaTb KHOMKY 3aKPbITUA OKHa *.

ANA KONMMPOBAHWUA WM NepemelLeHUA WUCKAYeHMA U3 oAHOro Habopa B
APYror  HeobxoauMMoO  BbIOpaTb  HY)KHble  3/1€MEeHTbl U  HaXkaTb  KHOIMKY
KonuposaTtb/llepemecTuTh BbiGpaHHble 3/1eMeHTbl B apyroii Habop (). Janee
BbiOpaTb Habop, B KOTOpbIM OyaeT KOnMpoBaTbCA BblOpaHHbIM 3/71emeHT. Ecau
HeobX0AMMO nepemecTUTb 3/1EMEHT, TO C/1eAyeT B OKHe Bbibop Habopa ycTaHOBUTL
dnaxok MepemecTuTb U yAaAnTb BblIbpaHHbIe 3/1€MeHTbl U3 TeKylero Habopa. /14
3aBepLUeHMA onepaumm HeobX0AMMO HaxKaTb KHOMKY BbibpaTb.

Ana skcnopta Habopa ¢ UCKAYeHUAMU B Galia CeayeT Ha)KaTb KHOIMKY
dkcnopTupoBatb Habop B ¢aiin (7). [asee Bbibpath dopmart, B KOTopom byaeTt
3KCMOPTUPOBaTbCA HAbop (csv uau json). Habop ByAeT coXpaHeH B narnke 3arpysku B
BbIbpaHHOM popmare.

AnAa  umnopTa UCKkAoYeHur u3  darna  TpebyeTcA  HaxaTb  KHOMKY

MmnopTupoBaTtb gaHHble U3 paisa B Habop, nogaepxkuBaembie popmaTtbi: CSV, JSON

(™). fdanee BbIGpaTb Ha KommbioTepe a1 COOTBETCTBYOLWLEro dopmara,
COAEPKALLMIA HY>KHbIE MPABW/A, U HAXKATb KHOMKY OTKPbITb.

YTOObl aKTMBMPOBATb WM [EaKTUBMPOBATb MWCKAKOYEHWME U3 BbIOPaHHOMO
Habopa, Heob6xoaMMO HakaTb KHOIMKY ©/ N BbIMO/IHUTb

aKTVIBaLI'MPO/AeaHTVIBaLIIVHO C nomMouwbHO KHOMNOK AKTMBMpOBaTb Bbl6paHHble

3/1eMeHTbl/eakTUBUPOBATb BbiIGpaHHbIE 3/1EMEHTbI (-n )
ANA yaaneHua UCKAYeHU M3 Habopa HeobXoaMMO OTMEeTUTb (/1axkKamm
UCK/OYEHUs], KOTOpble TpebyeTcs yAaiuTb, U HaxKaTb KHOMKY YAaAuTb BbiGpaHHble

WK YAAIUTb UCK/TIFOYEHUSA MO OTAE/IBHOCTU C MOMOLLLbIO KHOMKK YganuTb (7).
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6.7.2. UcknoueHus 014 ¢atinos

O6was uHpopmayus

Ha cTtpaHuue Habopbl uckatoueHmin ana ¢painoB cogepRUTCA CMUCOK HAbopoB
C umeHamu $pannoB wmam xew-cymmamu ¢$annos, KOTOpble ao0baB/eHbl B CMUCOK
UCKAYeHun. [Ana Takux ¢annos B [lporpamme npegycmMOTpeHbl c/1egyrolme
AenctemA: Paspewntsb, Baokuposath 1 MpogoskeHne HabalogeHus.

Hainune 3TOM BO3MOXKHOCTM MNO3BOAAET AAMMHUCTPATOPY HACTPOUTH
MporpammMmy A/nA YMEHbLUEHUA KO/MYeCTBa /IOXKHbIX CpabaTbiBaHWM, a B C/y4ae
HeobxoaMmocTH, 3ab/10KMpoOBaTb TOT WAM MHOU ¢ann B uenAax obecneyeHus

6e3onacHoCTHU.

Habopvl uckatoveHuli 0215 gatinos

Ctpanuua Habopbl uckaoueHuii ana $paiinoB BKAKOYAET B ceba criegytouime
CTPYKTYpPHbIE 3/1eMEHTbI:

— Tabsmua ¢ Habopamu nckAHeHu ana Gainos;

— KHOMKa Jo6aButb Habop;

— KHorMkKa MNepepgatb Bce HAabopbl areHTam;

— KHOMKa YaanuTb BbibpaHHbIe Habopbl.

Y1066 406aBUTL HOBbINM HAOOP C UCKAOYEHUAMU aaa $aliioB, HeobxoAUMO
Ha)kaTb KHOMKy fo6aBuTb Habop, NOC/1e Yero BBECTU Ha3BaHMe HOBOro Habopa. Ha
3TOM 3Tane MOXHO A406aBUTb K HOBOMY HAabopy UCKAOYeHUA aaa daioB U3 paHee
COXPaHeHHbIX HabopoB. /1A 3TOro HyXHO BbIOpaTb COOTBETCTBYHOLWMIA HAbOp B
CcTpoKe Ba3oBbii Habop. /1A 3aBepLleHUA onepauum HeO0H6XO0AMMO HaXKaTb KHOMKY
[A06aBUTD.

ANA  pefaKTMpPOBaHMA  Ha3BaHUMM  HAbOpPOB  MPUMEHAETCA  KHOMKa
Pepaktuposatb ().

Y106bl ypanutb Habop/Habopbl TpebyeTcA OTMETUTb Hy)KHble Habopbl

dAaKKaMM M HaKaTb KHOMKY YAanuTb BblibpaHHble Habopbl MAM yaaauTb UX MO

OT/A,Ee/1bHOCTU C MOMOLLbIO KHOMKKU YgaauTb ().
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AnA nepexosa K cTpaHuue UckatoveHua gaa $pailioB HeO06X0AMMO HaXKaTb

/IKM Ha umeHu Habopa B nose Ha3saHue Habopa.

CmpaHuya «UckatoueHus 041 ¢alinos»

Ha cTtpaHuue UckaoveHua ana ¢$annoB MOXKHO BbIMOANHATL C/aeAytoLmne
onepauum:

— NPOCMATPUBATb UCK/OYeHUA aaA GanaoB B BbIOpaHHOM Habope;

— A06aBAATb HOBOE UCKAIOYEHME MO UMeHU dainna;

— A,06aB/1ATb HOBOE UCK/IKOYEHUE MO XeLly;

— NPUMEHATb U3MEHEeHMA B Habope UCKAIYEeHUN;

— KonupoBaTb/nepemeLlatb BblbpaHHble UCKAIOYEHUA U3 OAHOro Habopa B
Apyroit;

— DKCMOPTMPOBATb HABOP C UCKAOYEHUAMM B dalin;

— MMMNOPTMPOBATb UCKAIOYEHMA 13 daiia B HAbOp;

— aKTMBMPOBATb/A,eaKTUBUPOBATb UCK/IOHEHUA B HAabope;

— pPeAaKTUPOBATb UCK/IOHYEHUE;

— YAANATb BbIOpaHHbIE UCKAOYEHUA.

Ana pobaB/ieHUA UCKAKOYEHUA B BblOpaHHbIM HAabop HeobXxOoAMMO HaXKaTb
KHOMKY A06aBuUTb UCKAO4YEHUe 1 BbiIbpaTb TMN A06aB/AEMOro UCKkAKYeHua: Pamnn
nan Xew. /lanee B OTKPbIBLUEMCA OKHe [l06aBUTb UCKAOYEHUe CleayeT 3ano/IHUTb
No/A C NapaMeTpaMu UCK/IHOYEHUA. B 3aBUCMMOCTH OT BbIOOpa TUMA MCKAKOHYEHMA OKHO
[,06aBUTb UCK/AIOUEHHe DyaeT cogepKaTb No/A C Pa3/IMYHbIMU MapameTpamu.

Ana tuna ®ana HeobxoamMmo onpegenvTb caegyrolime napamMmeTtpbl: Pana,
Aencteue 1 KommeHTapmii.

AnAa Tvna Xew c/iegyeT onpeaenTb c/1eayoLne napameTpbl: Tun xew-cymmbl,
Xew-cymma, flerctBue 1 KommeHTapui.

®aiin - B nosie nponucbiBaeTca nmaA $aiaa, KoToporo HeobxoaMmo f06aBUTb

B UCK/IOYeHMA. MMeHa ¢pai1oB nocsie 4obaBaeHnA CKAOHeHMA ByayT oTobpaxkaTbcA
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B Tabauue Uckatouenma ana ¢panios B nosie 3HaveHune, a B nos1e Tun nponucbIBaeTCcA
TUN UCKAOYeHUA. [1on1e ABAAeTCA 06A3aTe/IbHbIM A/1A 3aM0/IHEHUA, HA YTO YKasbiBaeT
3HAYOK 3Be3404KM (+ ).

AencTBue — B No/1e YCTAHAB/IMBAETCA AeNCTBME B C/ly4ae ObHapyKeHua daiina
C YKa3aHHbIM MMEHeM WU Xell-CyMMOM. [IpeaycMOTpeHbl cieaytoline AencTBuA:
Paspewmtb, BaokuposaTtb 1 lpogonkeHue HabawgeHua. BoibpaHHoe gelicTBue
nocane gobasaeHmna uckaodeHnsa byaeTt otobpaxkaTbca B Tabaunue UckaoueHusa ana
¢daiinos. B nose Aeicreue.

KommeHTapuit — B nosie nponucbiBaeTcA NPOU3BO/IbHbIA KOMMeEHTapui. s
A06aBneHNA HOBOro @anna-uCcKAtoYeHMA no MmeHn ¢aina uan  xXew-CymMme
KOMMeHTapuii He ABAAeTCA o06A3aTe/bHbIM MnapameTpoM. KommeHTapuii nocae
A06aBneHnA UcKAoYeHna byaeT oTobparkaTbcA B Tabauue Vckaouenmsa gaa ¢painnos
B no/sie KommeHTapwmii.

Tun Xxew-cymmbl — B MO/e YCTAHAaB/AMBAETCA TuM Xelw-Cymmbl ¢ainsia. B
lporpamme npeaycMOTpPEHbl C1eAytoLLMe TUMbl Xel-Cymm 41a Aobasaenna dainios
B MWCKAtoveHuA: SHA-256, SHA-1 u MD5. Tun Xew-cymmbl nocsie pobaB/ieHus
UCKAOYeHMA oTobparkaeTca B Tabmue UckatoueHus aaa ¢paiios B nose Tun.

Xew-cymma — B MoO/sie MPOMNUCHIBAOTCA 3HAYEHUA Xel-CyMm Aaa $annos,
KOTOpble HeobxoauMO A006aBUTb B UCKAKOYEHUA. [Tocne pobaBaeHUA UCKAOYEHUS
3HayeHue xeLw-CymMmbl oTobparkaeTca B Tabauue UckaouveHusa aaa ¢dainos B nose
3HaveHue. [o/1e ABnAeTCA 06A3aTe/IbHbIM A/1F 3aM0/THEHUA.

AnA Bcex TunoB (xew uau ¢ain) MOXKHO yCTaHOBUTb d/1axkoK He oTnpaBasaTb
CO6bITUA, YTO MO3BO/IMT COKPATUTb KO/IMYECTBO OTMPAB/IAEMbIX HA CEpBEpP COObITUMN,
MCK/OYMB COOTBETCTBYHOLWME COObITUA BbIOPAHHOrO TMNA M3 MOTOKA COOLITUM.
Heobxognmo OTMeTUTb, YTO KOMOMHAUMA BK/IOYEHHOrO aencTtBuA MpogoskeHune
HabsogeHna U1 OTKAOYeHHOM onuun He oTnpaBaATb  cobbiTMA  ABAAETCA
HegonycTUMon. Kpome TOro, ana aencresuA BAOKMpOBaTb CTAHOBUTCA AKTUBHOM

onuma BAOKMPOBKa AeNCTBYET U B KOHTEKCTE KPUTUHYECKMX CUCTEMHbIX MPOLLeCCOB.
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MoapobHO 3Ta onumA OMUCbIBAaeTCA B AOKyMeHTe «PyKOBOACTBO aHa/mTmka RT
Protect EDR» B pa3aesne Co3gaHue MHAMKATOpPA aTaK.

YTob6bl 3aBepwuTb onepauyuto [A06aBUTb UCKAOYEHME, [OC/1e BBOAQ

napamMeTpoB B OKHe 06aBUTb UCK/IIOUEHUE C/1eAyeT HaXKaTb KHOMKY .

B nosne 3HauveHue Tabiuubl C UCKAOYeHUAMU anAa $anioB oTobparkaeTca
3/1eMeHT @) KOTOpbIii MO3BO/SET CKOMUPOBAaTb 3HAYeHME MWCK/YEeHUA B Bydep
obmeHa.

AnA BHECEHWA U3MEHEHWM B UCKAYeHue aaa panna HeobxoAUMO HaxKaTb
KHOMKY PegakTupoBaTb = B COOTBETCTBYHOLWLEN CTPOKe Tabsumubl UckaoueHuna gaa
daiiiIoB M B OTKpbIBLUEMCA OKHe PeaakTMpoOBaTb WUCK/AIOYEHUE W3MEHUTb
Heob6xoaMmyo MHPOPMaLMIO. B 3aBUCMMOCTU OT TUMA UCK/IKOYEHUSA, KOTOPOE MOXKHO
yBUAeTb B nose Tun B Tabauue UckaoveHna ana ¢ainos, okHO PegakTupoBaTtb
UCKAlOYEeHMe OyaeT cogeprKaTb pasHblii HAabop no/sen, COOTBETCTBYIOLLMMA OKHY
[06aBUTb UCKAOYEHHE.

ANA COXPaHEeHWUA BHECEHHbIX M3MEHEHWN HeObXOAMMO Ha¥KaTb KHOMKY

. [NA OTMeHbl UBMEHEHUM C/1eAyeT HaxKaTb KHOMKY 3aKpbITb OKHO — *.

ANA KOMUPOBAHUA W/AW NepemelleHUA WUCKAYeHMA U3 oagHoro Habopa B
APYron  HeobxoaMMO  BbIOpaTb  HY)KHble  3/1€MeHTbl M HaXaTb  KHOMKY
KonuposaTtb/llepemecTuTL BbIGpaHHbIE 3/1eMeHTbl B apyroii Habop (). Jasee
BblOpaTb HaboOp, B KOTOpbIM OyaeT KOnMpoBaTbCA BblOpaHHbIM 3/71eMeHT. Ecau
HeobXx0AMMO nepemMecTUTb 3/1IEMEHT, TO c/1eayeT B OKHe Bbibop Habopa ycTaHOBUTL
dnaxok MepemecTuTb U yAaAUTb BbiIbpaHHbIe 3/1€MeHTbl U3 TeKylero Habopa. /14
3aBepLueHuA onepauum Heob6Xxo4MMO HaxKaTb KHOMKY BbibpaThb.

AnA 3Kkcnopta Habopa € MUCKAYeHuAMK B daian creayeT HaxKaTb KHOMKY
dkcnopTupoBaTtb Habop B daiin (7).

[anee BbIbpaTh GopmMaT, B KOTOPOM ByaeT SKCNopTUPOBATLCA HAabop (Csv Uau

json). Habop 6yaeT coxpaHeH B nanke 3arpysku B BbibpaHHOM dopmarTe.
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AnAa  vMmnopTa  UCKAOYeHun wu3  ¢danna  TpebyeTrcAa HaxkaTb  KHOMKY

MmnopTupoBaTtb gaHHble U3 paisa B Habop, nogaepxkuBaemoie popmatbi: CSV, JSON

(‘™). fanee BbIGpaTb Ha KommbloTepe a1 COOTBETCTBYHOWEro ¢Gopmara,
COAEPKaLLUIA HYXKHbIE MPABW/A, U HaXKaTb KHOMKY OTKPbITD.

YT06bl aKTMBMPOBATb WU AEAKTUBUMPOBATH WUCK/IOYEHWE M3 BbIOPAHHOrO
Habopa, Heobxogumo  Haxatb  KHonky @) WAM  BbIMO/IHUTb

aKTUBALMIO/A€aKTMBALUMIO C TMOMOLLBIO KHOMOK AKTMBUPOBaTb BblOpaHHbIE

3/1eMeHTbl/,eaKTUBMPOBATb BbIOpPaHHbIE 3/1IEMEHTbI (-n )
ANA yAaneHua UCKAYeHU M3 Habopa Heo6XoAUMO OTMEeTUTb (/1axkKamu
WCK/IIOYEHMA, KOTOpble TpebyeTcA yAanuTb, M HaXKaTb KHOMKY YAa/UTb BbIOpaHHbIE

WK YAAIUTb UCK/TIFOYEHUA MO OTAE/IbHOCTU C MOMOLLLbIO KHOMKM YganuTb (7).

6.7.3. Cemesbie uck/o4eHun
O6was uHpopmayusa

Ha ctpaHuue Habopbl ceTeBbIX UCK/IKOYEHUI MpeaCcTaB/eHbl MMeHa HabopoB
WCK/IIOYEHUI, B KOTOPbIX YKa3biBalOTCA IP-agpeca v gOMeHHble MMeHa B KayecTsBe
MAEHTUOUKATOPOB MNpPU  CO34AHUM  UCKAKOYEeHWW. [lpegycMOTpeHbl c/egyroume
AEUCTBUA MPU CO34aHMNM CETEBbIX UCK/AIOYEHUN ANA B3anmoaencTeuma ¢ IP-agpecamu,
URL-agpecamm u AOMEHHbIMM WMeHamu: BaokupoBatb, Paspewutb (Bcerga),
MpogonxkeHne HabogeHus, Paspeunts (Kpome U30AsLUK).

[pu CO34aHNKN CeTEBOr0 UCK/IOYEHUA, AENCTBUA, KOTOPbIE C1eayeT NponucaTb
B COOTBETCTBYIOLL,EM MO/, UMEIOT C/IeAYIOLLUIN CMbICA:

— BnokupoBaTtb (03Ha4aeT, YTO B3aMMOAENCTBME KOHEYHOW TOYKM, Ha
KOTOpPOM YCTAHOB/IEH areHT, C YKa3aHHbIM B UCKAOYeHun IP-agpecom, URL-agpecom
WA AOMEHHbIM UMeHeM O/10KkupyeTca, npu 3Tom (B OT/MUME OT AeiCTBUA
BAOKMpOBaTh B ApYrMx WHAMKATOPAX), HE CO34aeTcA COObITUM C KPUTUYHOCTbBIO,
KOTOpble HeobXxOoaMMbl ANA CO3AaHUA MHUMAEHTa, TO ecTb OyayT co3paBaTbCA

COOBITMA C KPUTUYHOCTBIO HU3Kas;
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— Paspewmtb (Bcerga) (o3HayaeT, YTO B3aMMOAENCTBME KOHEYHOM TOUKM, HA
KOTOPOM YCTAHOB/IEH areHT, C YKa3aHHbIM B UCKAKOYeHuu IP-agpecom, URL-agpecom
AN AOMEHHbIM UMEHEM pa3pellaeTca, Nnpu 3ToM GyHKLMOHA/IbHOCTb COXPaHAETCA
AXKe TOrAa, Korga areHT U30/IMpoBaH);

— MpogonkeHne HabawoageHusa (O3HavaeT, YTO B3aAMMOAENCTBUE KOHEYHOW
TOYKM, HA KOTOPOW YCTAHOB/IEH areHT, C YKa3aHHbIM B UCK/It04eHuun IP-agpecom, URL-
afpecom AN AOMEHHbIM MMEHEM pa3peLlaeTcs, NpM 3TOM CBA3aHHble C apTedakTom
CObbITMA OTNPAB/ATLCA He ByayT);

— Paspewmtb (Kpome usoasummu) (0O3Ha4aeT, YTO B3aUMOAENCTBUE KOHEYHOWM
TOYKM, HA KOTOPOWM YCTaHOB/IEH areHT, C YKa3aHHbIM B UCKAOYeHun IP-agpecom nam
AOMEHHbIM MMEHEeM paspeLuaeTcd, KpoMe TOro C/1yyad, Korga KoHe4yHaA TO4YKa, Ha
KOTOPOM YCTAHOB/IEH areHT, HAXOAMUTCA B PEXUME U30/1ALUMN.

Mcnonb3oBaHMe CeTeBbIX WCK/IIOYEHUMM MO3BO/AAET MNOAAB/ATb CeTeBble
cpabatbiBaHnA  Tl-naatdopmbl MM UHAMKATOPOB UM CHUXATb  KO/IMYECTBO
aHa/M3UPyemMOon cMCTeMOM MHGOPMALMK, TO €CTb CYMTAETCA, YTO AOMEHbI U ip-agpeca
n3 6e/10ro CnNMcKa He HyXHO aHa/IM3UPOBaTb, 3TO MO3BO/IAET CHU3UTb HArpys3Ky Ha

cncTemy.

Hab6opbl cemesbix uckaroueHul

CtpaHuua Habopbl ceTeBbIX MCK/AKOYEHUM BK/AKOYaeT B cebAa crepyrowime
CTPYKTYPHbIE 3/1eMEHTbI:

— Tabamua c HAbopamMm ceTeBbIX UCK/IHOHYEHWUI;

— KHOMKa Jo6aButb Habop;

— KHorMKa MNepeaaTtb Bce HAabopbl areHTam;

— KHOMKa YgaauTb BbibpaHHble Habopbl.

Y1066l 406aBUTb HOBbIM HAabOp C CETEBBLIMU WMCKAOYEHUAMU, HEOHX0AUMO
HaXaTb KHOMKy flo6aBuTb Habop, Noc/ie Yero BBECTU Ha3BaHWe HOBOro Habopa. Ha
3TOM 3Tane MOXHO A06aBWUTb K HOBOMY Habopy MCKAYeHuA aaa dainoB U3 paHee
COXPaHeHHbIX HAbOpOoB.
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ANA 3TOro Hy»HO BbIOpaTb COOTBETCTBYHOLWMIM HAabop B CTpoke Ba3oBbii
Habop. /17 3aBepLueHMA onepaymm He0BX0AMMO HaxKaTb KHOMKY 06aBUTb.

ANA  peaaKTMpPOBaHMA  Ha3BaHUMM  HAabOpOB  MPUMEHAETCA  KHOMKa
PepakTuposathb ().

Y106bl yaanuTb Habop/Habopsbl, TpebyeTcA OTMETUTb HyXKHble Habopbl

bAaXKKamMM M HaxkaTb KHOMKY YAanutb BblbpaHHble Habopbl WM yaanuTb MX MO

OT/4,e/1bHOCTU C MOMOLLLbIO KHOMKM YganuTb ().
Ana nepexoaa K ctpaHuue CeTeBble UCK/AIOYEHUA HEOOX0AMMO HaxKaTb /IKM

Ha MMeHu Habopa B no/sie HasBaHue Habopa.

CmpaHuya «Cemesbie UCK/II0YeHua»

Ha cTpaHuye CeTeBble WCKAIOYEHUA MOXKHO BbINO/HATL CAegyroume
onepauyuu:

— NPOCMATPUBATb CeTEBbIE UCK/KOYEHMA B BbIbpaHHOM Habope;

— A06aBAATL HOBOE UCKAoYeHue no IP-agpecy, URL-agpecy nam gomeHHOMY
UMEHMU;

— MPUMEHATb U3MEHEHUA B HAbope UCKAKYEeHU;

— KOonupoBaTb/nepemMelLatb BblIOpaHHble WMCK/YEHUA M3 OaHOro Habopa B
APYrow;

— DKCNOPTMPOBATb HABOP C UCKAOYEHUAMM B dais;

— MMMOPTUPOBATb UCKAIOYEHMA 13 daiia B HAbOp;

— AaKTMBUPOBATb/A4,E€aKTUBMPOBATb UCK/IOYEHUA B Habope;

— PeAaKTUPOBATb UCK/IKOHYEHUE;

— YAANATb BblIOpaHHbIe UCKAIOYEHUA.

Ana A06aB/eHUA UCKAOYEHUA B BblOpaHHbIM Habop Heo6XoAMMO HaxaTb
KHOMKY /106aBUTb UCKAIOYEHUE, NMOC/1e Yero OTKPOeTCA O4HOMMEHHOE OKHO. [lanee B
OTKpbIBLLEMCA OKHe f106aBUTb UCK/IOUEHUE C/1eAyeT 3an0/IHUTb NO/A C NapaMeTpaMu

NCK/THOYEHUA.
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Mose, oTMeYeHHOe 3HA4YKOM 3Be3g04KM (+), ABAAETCA 0b6A3aTe/IbHbIM AAA
3ano/sHeHuA. MNpu Aob6aBAeHUM UCKAIOYEHUA HeobXxoAuMO ObpaTUTb BHMMaHWE Ha
dnar He oTnpaBaATb cO6bITUA, KOTOPbIM MO3BO/AET BK/YUTL WU OTK/AKOYUTD
GYHKUMIO OTMPaBKM COObITUIN, CBA3AHHBIX C YKa3aHHbIM apTedakTtom. [pu 3TOm B
KOMBUMHaLuMAX, npeayCMOTPeHHbIX A1A apTedakToB u paara He oTnpaBaaTb cobbiTUA
eCTb HeaoMyCcTMMble KOMOUHauuK: agelrctene BAOKMpoBaTb 1 BK/AOYEeHHaA onumA He
OTNpPaBAATb cObbITUA, AencTBUE NpogoKeHMne HabogeHUA 1 OTKAKOYEHHAA OnuMA

He oTnpaBaATb cobbiTUA.

r Ba)xHo

L.J AJdomen wun IP-agpec ™moryT ObiTb HanMcaHbl BMecTe C MOPTOM

(<IP/gomeH>:<nopT>)

YTobbl 3aBeplwMTb oOnepauuio A06aB/NEeHUA WCK/IOYEHMA, MNOoC/1e BBOAA

napameTpoB B OKHe [l06aBUTb UCK/AIOUEHUE C/edyeT HaKaTb KHOMKY . B
OAHOM MCK/IDYEHUU MOXKHO HanmcaTb Hecko/bko gomeHos, URL wau IP-agpecos,
KaKg0€e HOBOE 3Ha4yeHue c/1e4yeT nmcaTb B HOBYHO CTPOKY.

B none 3HayeHume Tabsmubl C CeTEBbIMM MUCKAOHYEHUAMM OTODOpaxkaercs
3/1emeHT &) KOTOPpbIi NO3BO/AAET CKONMpOBATh IP-agpec, URL-agpec nam gomeHHoe
nmaA B bydpep obmeHa.

ANA BHECEHMA WM3MEHEHUM B UCKAKYeHUMe HeOoOXOAMMO HaXKaTb KHOMKY
PepgakTMpoBath = B COOTBETCTBYHOLLEN CTPOKE Tabamubl CeTeBbIX UCKAIOYEHUI U B
OTKpbIBLUEMCA OKHe PegaKTMpoBaTb WCK/AIOYEHUE U3MEHUTb HeobXxoanmyto

nHdopmaumto. AnA COXpaHEHUA BHECEHHbIX MU3MEHEHUM HeOOX0AMMO HaxKaTb KHOMKY

. 1A OTMEHbI USMEHEHUN CeAyeT HaxKaTb KHOMKY 3aKPbITb OKHO — *.
AR KOMUPOBAHWUA WM MepemelLLeHUa WUCK/AYeHUA U3 o4gHoro Habopa B

APYroMi  Heob6xoauMMO  BblIOpaTb  HY)KHble  3/16MEHTbl M Ha)KaTb  KHOIMKY

KonuposaTb/llepemecTuTh BbIGpaHHbIe 3/1eMeHTbI B ApYyroii Habop (7).
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Aanee BbIbpaTb HAOOP, B KOTOPbLI ByaeT KONMPOBAaTLCA BbIOPAHHbIN 3/1@MEHT.
Ecim HeobxoguMMO nepemecTuTb 3/1e€MeHT, TO cledyeT B OKHe Bbibop Habopa
yCcTaHOBUTb daaxkok MepemecTUTb U yAaAUTb BbibpaHHbIE 3/1I€MEHTbl U3 TeKyLLero
Habopa. /1/1A 3aBepLUeHUa onepauum HeobXxoAMMO HaxKaTb KHOMKY BbibpaThb.

AnAa 3kcnopta Habopa € uckaYeHnAMK B dans cieayeT HaXKaTb KHOMKY
dkcnopTupoBatb Habop B ¢aitn (). Aasee Bbibpath Gpopmart, B KoTopom byaer
3KCNOpTMPOBaTbcA Habop (csv uam json). Habop ByaeT coxpaHeH B nanke 3arpysku B
BbIOpaHHOM dopmare.

Ana  umnopTa  uUCKkAoYeHurn u3  danna  TpebyeTcA HaxKaTb  KHOMKY

MmnopTupoBaThb gaHHble u3 ¢paiina B Habop, nogaepxuBaembie popmatbi: CSV, JSSON

(‘™). Aanee BbIGpaTb Ha KomMbtoTepe a1 COOTBETCTBYOWLEro ¢$opmara,
COAEPKALLMIA HY>KHblE MPaBU/A, U HAaXKaTb KHOMKY OTKPbITb.

YTOObl aKTMBMpPOBATb WM [EaKTUBMPOBATb MUCK/AKOYEHWE U3 BbIOpPaHHOMO
Habopa, Heob6xoaMMO HakaTb KHOMKY ©/ N BbIMO/IHUTb

aKTUBALUMIO/A€aKTMBALMIO C TMOMOLLBKD KHOMOK AKTUBUPOBaATb BblOpaHHbIE

3/1eMeHTbl/[eaKTUBUPOBATb BbIGPAHHbIE 3/1EMEHTbI (-n )

ANA yaaneHua UCKAKYeHW M3 Habopa HeobXxoaMMO OTMETUTb (/1akKamu
WCK/OMEHUsA, KOTOopble TpebyeTcA yaanuTb, U HaxaTb KHOMKY YAa/auTb BblbpaHHble
WAWN YAAIUTb UCK/IFOYEHUA MO OTAE/IbHOCTU C MOMOLLLbIO KHOMKM YganuTb (7).

Mpu fob6aBneHUM/pesakTUPOBAHUN UCK/IKOYEHUS, eC/U B N0/1e, 0653aTe/IbHOM
ANA 3ano/IHeHuA, OblI0 BBEAEHO He Ba/MAHOE 3HavyeHue, MOABAAETCA Hagnucb O
HEeKOpPpPeKTHO BBeaeHHOM 3HadeHuu (IP-agpeca wWAM  AOMEHHOrO UMeEHW) U

MCK/tOYEHMe He ByaeT co34aHo. JaHHOe YTBEeP KAEeHME NPeACTaB/1€HO Ha pUCYHKe 80.
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[No6aBuTb MckAOUEHWE x

3nauenne (IP-aapec, aomen wan URL) * (O

111111111111111

Nedcrene (G

PazpewwnTs (BCeraa) =

re oTNpaenATb COBLITUA

KommenTapuid

PucyHok 80 — BBog HEKOPPEKTHbIX NapameTpoB npu A06aB/1€HUM UCK/AIOYEHUA

6.7.4. Ucka0YeHUs UHOUKAMopoe amak
O6was uHpopmayusa

NCKAOYEeHMA UMHAMKATOPOB aTak — 3TO  MPOrpamMMHble  3/IeMEHTbI,
Nno3BO/IAKOLME Mnepeornpese/MTb /I0MMKY MHAMKATOPOB aTak, TO €CTb MCK/IHYUTD
6/0KMpylOLLEe UAM  AeTeKTUpylollee aAencTBMEe MNpu COBMAAEHUU C  YC/I0BUEM
UCK/TIOYEHUA.

NckatoveHne paboTaeT no UMEHU U TUMY MHAMKATOPA, K YC/10BUIO KOTOPOro
A00aBAAETCA YC/1I0BME UCK/IOYEHUA, MOSTOMY BaXKHO YKa3blBaTb NPaBU/IbHbIE UMA U
TUMN MHAMKATOPA aTak.

B Tllporpamme npegycmMoTpeHa BO3MOMHOCTb  UCK/AKOYATb  rpynny
MHAMKATOPOB aTak MOACTAHOBKOW CMMBO/sA *, Hanpumep, soc indicator* 6yger
NMPUMEHATBLCA A4/1A BCEX NPaBWU/1, B UMEHM KOTOPbIX COAEPXKUTCA 4acTb soc_indicator.

Takxke B [lporpamme npegycMOTpeHa  BO3MOXHOCTb  CO34aBaTb
YHMBEpPCa/ZibHble MO TUMY WMCKAKOYEHUA ANA UHAMKATOPOB aTak, KoTopble OyayT

A,EeNCTBOBAThb A/11 BCEX TUMOB MHAUKATOPOB aTak.
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Hab6opebl uckatoueHuli uHOUKamopos amak

CtpaHvua Habopbl MCK/AOYEHMI MHAMKATOPOB aTak BK/AOYaeT B cebA
c/leayrowme CTPYKTYPHbIE 3/1eMEHTbI:

— 3/1eMeHTbl GubTpaLmy;

— Tabamua ¢ HAbopaMm UCKAOYEHUN A1 UHAMKATOPOB aTak;

— KHOrKa fo6aBuTb Habop;

— KHormkKa MNepegatb Bce HAbopbl areHTam;

— KHOMKa Yga/uTb BblIbpaHHble Habopbl.

Y1066l 406aBUTH HOBbIM HAOOP C UCKAKOYEHUAMMU A7 UHAMKATOPOB aTak,
HeobX0AMMO HaxKaTb KHOMKY Ao6aBuTb Habop, NocC/1e Yero BBECTU Ha3BaHWeE HOBOIO
Habopa. Ha 3Tom 3Tane MOXHO A06aBUTbL K HOBOMY HAabopy UCKAOYEHUA U3 paHee
COXpaHEeHHbIX HAbOpoOB. [AA 3TOro Hy»KHO BblIOpaTb COOTBETCTBYHOLWMIM HAbOOp B
cTpoke Ba3oBbiit Habop. YTo6bI 3aBepLINTL ONepauuto, HEOBXOAMMO HaXKaTb KHOMKY
Ao6aBUTb.

AnAa  peaaKTUpOBAaHMA  Ha3BaHMM  HAOOpPOB  NpUMMEHAETCA  KHOIMKa
Pepaktuposathb ().

YTob6bl ygannMTb Habop/Habopbl, TpebyeTcA OTMETUTb Hy¥KHble Habopbl
bAaXKKaMM M HaxKaTb KHOMKY YAanuTb BblbpaHHble Habopbl WM yAanuTb UX MO
OTAE/IbHOCTU C NMOMOLLbIO KHOMKK Yaanutb ().

Ana nepexoga K cTpaHuue UCKAOYEHUA MHAMKATOPOB aTak HeobXoaMMO

Ha)kaTb /IKM Ha nmeHu Habopa B nose HasBaHue Habopa.

CmpaHuya «Mck/4YeHuUs UHOUKAmopos8 amak»

Ha cTtpaHuue UcKAtoueHUAa MHAUMKATOPOB aTak MOXKHO BbINO/IHATL C/1e4ytoLLue
ornepauuu:

— NPOCMATPUBATb UCK/IKOYEHUA MHANKATOPOB aTak B BbIbpaHHOM Habope;

— A06aBAATb HOBOE UCK/IKOYEHME MHAMKATOPA aTak;

— NMPUMEHATb U3MEHEHWA B Habope UCKAIoYeHUI;
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— KonupoBaTb/nepemMellatb BblIOpaHHble MCK/AOYEeHUA M3 OAHOro Habopa B
APYroi;

— DKCMOPTMPOBATb HABOP C UCKAOYeHUAMU B dalin;

— MMMOPTMPOBATb UCK/IOYEHMA 13 daina B HAOOP;

— aKTUBMPOBATb/4€aKTUBMPOBATb MCK/IOYEHUA B Habope;

— PeAaKTUPOBATb UCK/IHOHYEHUE;

— YAANATb BbIOpPaHHbIE UCK/HOHYEHMA.

Ana pobaB/ieHUA UCK/AOYEHUA B BblOpaHHbIM Habop HeobXxoAMMO HaxaTb
KHOMKY /106aBUTb UCKAIOYEHHUE, MOC/1e Yero OTKPOeTCA O4HOMMEHHOE OKHO. [lanee B
OTKpbIBLLEMCA OKHe J06aBUTb UCKAIOUEHHUE C/1eAyeT 3ano/IHUTL NO/A C NapameTpamu
MCK/tOYeHUA. T10/1e, OTMEYEHHOE 3HAYKOM 3Be3404Ku (* ), ABAAETCA 06A3aTe/IbHbIM
A8 3anosHeHuA. [1l06aBUTb YC/I0BME WMCK/AKOYEHMA MHAMKATOPA aTak MOXHO Kak
BPYYHYIO, TaK M C MOMOLLbIO KOHCTPYKTOpPA. TakXke, Kak U A/1A MHAMKATOPOB aTak, B
NCKAOYEHUAX A/1A HUX A0CTYNHA GYHKLUMA NPOBEPKM CUHTAKCUCA.

YTobbl 3aBeplwMTb oOnepauuio A06aB/NeHUA WCK/AOYEHMA, MNOoC/1e BBOAA

napamMeTpoB B OKHe 106aBUTb UCK/AOYEHUE C/1eAYyeT HaxKaTb KHOMKY =3

ANA BHECEHMA WM3MEHEHUM B MUCK/AKYeHUEe HeoOXOAMMO HaKaTb KHOMKY
PegakTupoBatbh - B COOTBETCTBYHOLLEN CTPOKe Tab/mubl UCKAKOYEHUIT MTHAMKATOPOB
aTaK 1 B OTKPbIBLUEMCA OKHe PegaKTUpPOBaTb UCK/IOYEHUE M3MEHUTb HEOOXOANMYHO

nHpopmaumto. 119 COXpaHEHWUA BHECEHHbIX M3MEHEHUM HeOHXO0AUMO HaXKaTb KHOMKY

. A8 OTMEeHbl U3MEHEHUN CedyeT HaXKaTb KHOMKY 3aKpbITb OKHO — *.

ANA KOMUPOBAaHWMA WU MepemeLLeHUA UCKAYEHUA U3 ogHoro Habopa B
APYron Heob6xoAMMO  BblIOpaTb  HY)KHble  3/eMeHTbl M HaXaTb  KHOMKY
Konuposatb/llepemecTuTb BLIGpaHHbIe 3/1eMeHTbl B Apyroii Habop (). Aanee
BbIOpaTb HAabOop, B KOTOPbIN ByaeT KONMPOBATbLCA BbIOPaHHBIN 3/1€MEHT.

Ecam HeobxoaMMO nepemMecTUTb 3/1eMEHT, TO ¢/1eayeT B OkHe Bbibop Habopa
yCTaHOBUTb $a1axkoK MepemecTUTb M yAanTb BbIbBpaHHbIe 3/1€MEeHTbl U3 TeKyLLero

Habopa. /1A 3aBepLueHns onepaLmm HeobXo4MMO HaxKaTb KHOMKY BelGpaThb.
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AnAa 3kcnopta Habopa € uckAYeHnAMKM B dans cieayeT HaXKaTb KHOMKY
dKcnopTupoBatb Habop B ¢aitn (7). [asee Bbibpath dopmart, B KOTopom byaeTt
3KCNOpTMpPOBaTbcA Habop (csv uam json). Habop ByaeT coxpaHeH B nanke 3arpysku B
BbIbpaHHOM popmare.

AnAa  vMmnopTa  UCKAOYeHun un3  ¢daina  TpebyeTcA HaxkaTb  KHOMKY

MmnopTupoBaTb gaHHble U3 ¢paiina B Habop, nogaepxusaembie popmatbi: CSV, JSON

(‘™). fanee BbIOpaTb Ha KomMbioTepe a1 COOTBETCTBYOLLEro ¢dopmara,
COAEp KaLLUIi HYXKHble NPaBU/Ia, U HAXKaTb KHOMKY OTKPbITb.

YTOObI AKTMBMPOBATb WM AEAKTUBMPOBATH WUCK/KOYEHME M3 BbIOPAHHOrO
Habopa, Heob6xoaMMO HakaTb KHOMKY | o) N BbIMO/IHUTb

aKTUBALMIO/A€aKTMBALUMIO C TMOMOLLBI KHOMOK AKTMBUPOBaTb BblOpaHHblE

3/1eMeHTbl/[eaKTUBUPOBATb BbIGPaAHHbIE 3/1EMEHTbI (-n )
ANA yAaneHua UCKAYEeHU M3 Habopa Heo6XoAUMO OTMETUTb (/1axkKamu
MCK/IIOYEHMA, KOTOpble TpebyeTcA yAanuTb, U HaXKaTb KHOMKY YAa/UTb BbIOpaHHbIE

WU YA/IUTb UCKIFOHEHMA MO OTAE/1bHOCTU C MOMOLLbIO KHOMKKU YaanuTb ().

6.8 IMpoduau

B obnactmu Npoduan agmuHuctpatop [lporpammbl MOXeT HacTpauBaTb
npoduam areHta. Hactpoika npoduaert no3BosAeT ONTUMMU3UPOBATb KO/IMHECTBO
COObITUIM, MOCTYNAKOWMX OT areHTa, U3MEHATb pPeaKkUMio Ha MHUMAEHTbI, YNPaBAATb

CMCTEMOW pe3epBMPOBaHWUA KaTa/oroB U T.4. pu M3MEHeHUU HacTpoeK npoduaa

MOYHO BOCMO/1b30BaTbCA KHOMKOM OTMeHbI U3MeHeHU ( O ). MpuY HaxkaTUK KHOMKM
BCE paHee cCAe/nlaHHble M3MEHeHMA B 3TOM npoduae OyayT OTMEHEHbl, MpU 3TOM

HeObXOAMMO Y4UMTbIBaTb, YTO MEpexod Ha APYrylo CTPaHuULy Moc/a1e BHeCeHUA

U3MEHEHUM COXpPaHAET X, OTMEHUTb 3TN NU3IMEHEHNA C MOMOLLbHO KHOMKK S 6y,a,eT

y)Ke He/b3A.
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6.8.1. Mpodunu AHmuwugpa

Ha cTtpaHuue Mpodpuamn AHTUILIMPPA agMUHUCTPATOPY AOCTYMHbI C/1eayoLLme
BO3MOXKHOCTMU:

1) OTKMOUMTB\BKAOUMTE paboTy moay/ia AHTULLUGPa;

BaxxHO

9
L J Huxecreayouwan nidopmaumusa no Moay/nto AHTULIMPPaA aKTya/ibHa AnA
areHTOB NepBOM U BTOPOM BepCUU. HaumMHaA C areHToB TpeTbel BepCum B
moayne AHTUWMIpa 2.0 OTCYTCTBYeT pe3epBMPOBaHME U  HeT
3alMLLLAeMbIX KaTa/zioroB, OrnpegenaemblX MO/b30BaTeseM, TaK Kak B

mMoayne AHTVILIJI/Iq)pa 2.0 3alUMLLa0TCA BCe KaTa/10rnM B cUCTemMe.

2) HacTpouTb CNMCOK 3aLMLLLaeMbIX KaTa/loroB;

3) HacTpouTb pe3epBUPOBaHUE AaHHbIX;

4) DKCNOPTUPOBATb HACTPOWKM Npodu/Aa B paiis;

5) UMNoOpTMpPOBaTb HACTPOMKU U3 paHee 3SKCMOPTUPOBAHHOTrO npodus
Antuwmdpa (nogsepkmeatotca Gpaibl B popmaTe txt).

NMHPopmauma o npoduasax npeacTaBaeHa B TabAMYHOM BUge.

B Tabnmue oTobpaxkaroTca cregyoLme nos:

1) HasBaHue npoduns;

2) NpUBA3aHO areHTOB;

3) YnpaBneHue (34eCb HAaxoAATCA KHOMKU PeAaKTUPOBaHWA, yAa/NeHWUa U
coxpaHeHus npoduneit — - = ),

AAMUHUCTPATOP MOKeT A06aBUTb HOBbIM NMpoduab AHTUwmndpa. Aasa 3Toro

HeO6XO,£I,I/1MO Ha*aTb KHOMRY M B OTKpbIBLUEMCA OKHE BBECTU HAa3BaHUE

HOBOro NPOdu/A, NOC/IE HEero HaxKaTb KHOMKY =3 (puc. 81).
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Jobaeute Nnpodune

Hasearwe *

Ba3oELId NpodKik

Bribepure npoduns

PucyHok 81 - flo6aBneHune npodpuaa AHTuwmdpa

Ecam HOBbIM npoduab AHTUMpa TpebyeTcAa cOo3aaTb Ha OCHOBE paHee

COXpaHeHHOro, To B no/se Bblbopa Ba3oBbii npoduab ciegyeT HasHauUTbL M3

BbIMAAAI0LL,Er0 CMUCKA OAUH M3 CYLLEeCTBYIOLWMX NPOPUAEN U HAXKATb KHOMKY "‘""“
C nomoulbto KHOMKM PegakTupoBatb () MOMKHO W3MEHWTb Ha3BaHWe

npoouasa (puc. 82).

PepaktupoBate npoguns x

PucyHok 82 - PegakTupoBaHue Ha3BaHuA npoduaa AHTUWLIMPpa

3Ha4yoK PAAOM C Ha3zBaHMeM NpoduiA WAK CBEpXy CTPaHuLbl coobuiaeT
No/b30BaTe/l0 O TOM, YTO OAMH WAW HECKOAbKO npoduaenn AHTMwmnbpa He

COXPaHeHbl, 4/19 KOPPEKTHOM paboTbl UX HEOOXOAMMO NepeaaTb areHTam C MOMOLLbHO

KHOMKK MepegaTtb Bce npodu/in areHTam (ﬂ)

AnAa yaanenna npoduaa nAn HeCKO/IbKux npodpuaen AHTUwndpa Heobxoanmo
¥
OTMEeTUTb UMX (/AXKKAMM U HaXKaTb  KHOMKY , nocae 4ero

NOATBEPAUTb AENCTBME B OTKPbIBLLUEMCA OKHE.
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Ecam TpebyeTcAa ycTaHOBUTb MapaMeTpbl 3aLLMTbl A4aHHbIX, OT/IMYAlOLLMECA OT
napamMeTpoB CyllecTByoWmx npoduaent AHTUWNGPaA, TO C/ledyeT HaxaTb Ha3BaHUe

npoduA, nocae yero oTKpoeTca cTpaHuya Mpoduab AHTUMpa.

CmpaHuya «[podune AHmuwugpa»

B nto6om npodune AHTUWIMPA MOXKHO Bbl4e/IUTb TPU 061aCTH HAaCTpOeK:

1) Ba3oBble HAaCTPOMKY;

2) HacTpoliku pe3epBUpOBaHuS;

3) CMMCOK 3aLML,aeMblX KaTa/10roB.

B BepxHel 4YacTu cTpaHuubl OoTobpakaeTcA MHPOpMaUuMA O Mo/sb3oBaTesie,
co3paBLuemM npodu/ib U BpemeHu, Korga npodu/ab bbla co34aH, a TakKe MHbopmauma
O Mo/sb30BaTene, cAe/naBlweM B npoduie nociegHue MU3MEHeHUA, U BPEMEHMU
BHECEHUA 3TUX U3SMEHEHUM.

B 06nactv Ba3oBble HACTPOMKKU NPOdU/IA AAMUHUCTPATOP MOXKET BK/AKOUNUTD
WAK BBIKAKOYMTL Anti-ransomware-mogy/ib. 3Ta HAaCTPOMKA 3a43eTCA KHOMKOM ©:
CcTpoKe PaspeweHue paboTbl nogcucrtembl AHTULLIMGPA.

B 06s1acTt HacTpoiku pesepBUpOBaHUA afMUHUCTPATOP MOKET BbINO/IHUTb
ceayrolme onepaymu:

1) PaspewuTb WM 3anpetutb paboTy MoAy/A pe3epBMpOBaHMA ¢alizoB
(kHonka €);

2) YCTaHOBUTb CPOK XpaHeHWA pe3epBupyemoro daiisa B AHAX;

3) YCTQHOBUTb  MAKCMMa/bHbli  pasMep pe3epBUpyeMbiXx  $ai/ioB B
merabanTax.

B o06nactv CnuMcoK 3awmuiaemMblX KaTaZnOroB aAMWHUCTPATOP MOXeT
HaCTPOUTb KaTa/Z10ru 1 Tunbl $paiiioB, KOTOpPble HEOOXOANMMO pe3epBUPOBaTh.

AnAa  pobaBneHnA 3awMLaemMoro Kartazora Heob6xoAuMMO MCMNO/b30BaTb
KHOMKY /106aBUTb KaTasor B HUXHEW YacTu CTPaHuLUbl. B KaxXaom KaTasnore moxet

6bITb CBOM HAabOp pe3epBupyembix $pan/ios.
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Tunel pe3epsupyembix ¢atinos

PesepBupoOBaHue NogAepKUBAET C/aeaytoLme Tunbl Gpaii/ioBs:

1) ApXu1BbI;

2) Ayamo;

3) Basbl gaHHbIX;

4) Bugeo;

5) LlOKYMeHTbl;

6) M306pakeHus;

7) UcnoaHaemble moayu;

8) UcxogHble Koapbl;

9) MNpe3seHTayuy;

10) CKpUNTbI;

11) TekcToBble dali/bl;

12) ®aii/Ibl-KOHTeMHepbI;

13) D/1IeKTPOHHbIE Tab/ULLbI;

14) OcTanbHble.

Takke Ha cTpaHuue npoduaa npegycmoTpeHa dyHKLmMA BbiIbOpa cpasy Bcex
baln0B AnA 3amLLLaeMOoro KaTa/nora.

Kaxkgomy Tuny ¢ainna COOTBETCTBYIOT Onpege/ieHHble paclumMperma ¢panios.
MHbOpmauma O nogaepKMBaeMblX pacliMpeHuAax no Tuny ¢araa moxeT ObiTb
rMoKasaHa aAMUHUCTPATOPY NpY HaxaTun KHomku U B cTpoke Tunbl daiiios ans

pe3epBUpPOBaHMUS.

Hacmpoﬁka 3adaujuwaemMmslX Kamanoz2oe
Eciv anAa onpegeneHHoro KaTazsora He BblOpaH HU OAMH M3 TUMOB
pesepBupyembix  dali/ioB, TO pe3epBMpOBaHME A/A  TaKOro  KaTtaszora

noAAep»KmBaTbCA He byaer.
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AAMWHUCTPATOP AO0/IKEH HACTPOUTb Npoduab AHTULLIMPPA Taknum obpasom,
4TOObI 3aLLMLLATL TO/IBKO OMnpege/ieHHble Gali/ibl B Ornpese/ieHHbIX KaTasorax.

,ﬂ,/‘lﬂ ,CI'O6aB/1€HMF| KaTa/iora B CNMCOK 3aullniaemMblxX H€O6XOAMMO Ha*>aTb

fNobaewTe kartanor

KHOMKY , {Aanee Bblbpatb TuMNbl $ainoB, KoTOpble HeobXxoaMMO

pe3epBUMPOBaTb A/ YKA3aHHOrO KaTa/zora M nepeAatb W3MeHEHHbIM npodu/b

areHTaMm, HaxaB Mo UKOHKe ( =5 ).

= Npumeyanue
L J Hosble 3awmiiaembie Katasnorm 406aBAAOTCA C UMEHEM MO YMO/IHAHMIO
Protected Folder, noatomy ecaim B npodunb Tpebyetca fo6aBuTb ABa nam
bonee kKartanora, TpebyeTrcA WM3MEHATb Ha3BaHWA A00aB/AEMbIX

KaTa/10ros.

MyTb 3alWMLlaemMOro KaTtazora AO/IKeH COOTBEeTCTBOBATb TpeboBaHMAM,
MO/IHbIN CMIMCOK KOTOPbIX MOXHO NMPOCMOTPETb, HaXKaB KHOMKY ~ B cTpoke MyTb A0
3aWMLWAemMoro Kartaznora. B cnucke npeacTaB/ieHbl HE TO/IbKO TpebOBaHMA, HO M

NMPUMepbl NPABW/IbHBIX U HEMPABWU/IbHbIX MyTEW.

BaxxHo
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Mpu HanucaHuMM NyTM A0 3alMLLAEMOro KaTazora caeayet obpatuTb
( _) BHMMaHME, 4TO CMMBOA * nocne HardDiskVolume B nytm Tuna:
\Device\HardDiskVolume*\Users\*\Documents o6o3Hayaet, 4yto 6yayT
3aMLLATbCA YKA3aHHbIe KaTa/l0ru Ha BCeX AUCKax, eC/IM BMeCTO CMMBO/1A
* yKas3aTb KOHKPEeTHbl1 HOMep, OOO3HaYAIOLWMM MKECTKUM AUCK, TO
3awmwaTbca 6yayT MMEHHO KaTaznoru, Haxo4Awmneca Ha 4aHHOM AUCKe,

Hanpumep, HardDiskVolume?.

Eciv TpebyeTca yganamte KaTtanor us npoduna AHtuwmndpa, TO B CTPOKeE C

BbIGPaHHbIM KaTa/ZI0roM HEO6X0AMMO HaxaTb KHOMKY ! .
/1151 KOPPEKTHOrO MPUMEHEHMA Ha areHTe U3MEHEHHbIX HacTPOeK nNpodus

AHTUWKPA A0/1KHbI COB/0AATBCA C/leAytoLLMe YC/I0BUA:

“ | B HWXKHel YacTu

— npoduab AHTUWLIMPPa nepesaH areHTam (KHOMKa
CTpaHuLbI);

— nogcmnctema AHTULLIMPPA BKAOYEHA ©O;

— MOAY/1b pe3epBUPOBAHMA BK/IKOYEH ©.

Mpoduib AHTULLMPPA MOXKHO SKCMOPTUPOBATL B txt-Ppaii u uMnNopTMpoBaTb

th th
U3 Hero. 1A 3TOro UCno/b3yTcsa KHomku akcnopTta (< ) umnoprta ().

Kak pabomaem pe3sepsuposaHue?

lMocne Ha3HayeHuAa ANA areHTa KOHurypauum ¢ npoduiem AHTULWLIKMGPA, B
KOTOpPOM MpeAyCMOTPEHO pe3epBUMPOBAHUE AAHHbIX B OAHOM WU HECKO/IbKUX
KaTazorax, agMWHUCTPATOP CMOXeT BOCCTAHOBUTb 3TU AaHHble B C/1yyae UX
WndppOoBaHMA UK yaAA/IE€HUA NPOrPaMMOM-BbIMOraTe/IeM.

Ecan BUpycC-LUMGPOBA/bLUMK MPOHUK Ha KOHEYHYK TOYKY C YCTaHOB/IEHHbIM
areHToMm u 3awmndpoBan gaHHble B 3aLLMULLLAEMOM KaTasore, TO A4/1A BOCCTaHOB/IeHUA

3TUX AaHHbIX MNO/1b30BATE/IO HGO6XOAMMO onpeagenntb npouecg, BbIMO/IHUBLUUM
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wndpoBaHMe AaHHbIX U Ha cTpaHuue Mpouecc HaxkaTb KHOMKY BoccTaHOBUTDL ¢aii/ibl
M NOATBEPANTL BbIOPAHHYIO Onepauumio.

AnA BOCCTAHOB/EHUA (al/IOB TaKXkKe MOXKeT WCMNO0/1b30BaTbCA KOMaHAQ
TepmuHana. lMosb3oBaTento HeoH6X0AMMO BbINMO/HUTBL C1eayroLL e AeNCTBUA:

1) OnpegemTb uuid npouecca, BbINO/HUBLLETO WKWdPOBAHUE AAHHBIX;

2) OTKpbITb CTpaHuLy TepmuHan;

3) BbibpaTb areHTa, AaHHble KOTOPOro O6biM 3awndpoBaHbl BUPYCOM-
Wn$pOBa/bLLUKOM;

4) BbINO/IHUTL B TEpMMHA/ZIE KOMaHAY restore ¢ ykasaHuem uuid npouecca,

3aWwmdpoBaBLLEro AaHHbIe HA areHTe.

Ba)xHO

9
LJd

[Mporpamma noO3BO/AET BOCCTAaHAB/MBATb TO/IbKO BbIOpPaHHbIE TUMbI
¢$ain0B, yKasaHHble B 3awuiaemMbix Katazorax. CNMCOK 3alumuiaemblxX
KaTasnoros ¢opmupyeTca B npopuie AHTUWIMOPA, MPU 3TOM AO/IKHbI
ObITb BK/IKOYEHbI TogcncTemMa AHTULLMGPA M MOAY/1Ib pe3epBUPOBAHUA.

Ecam mecTta Ha AMCKe MalUMHbI, HA KOTOPOM YCTAaHOB/EH areHT, byaer
HeAOCTaTOYHO A/1A pe3epBUpOBaHMA ($aiii1oB, TO MOAUPUKALMUIO WU
yaaneHue ¢panaioB B npegenax Cnmcka 3alimiaembliX KaTa/loroB BCe PaBHO

npousBecTn byaeT HEBO3MOXKHO.

6.8.2. MMpogunu 6ezonacHocmu azeHma
Ha cTtpaHuue TMpoduan 6Ge30macHOCTM areHTa aAMUHUCTPATOP MOXKET
CO34aBaTb U peAakTMpoBaTb nNpoduan, C  MNOMOLWbIO  KOTOPbIX  A/A
BEpUPULMPOBAHHBIX areHTOB YCTAHaB/IMBAOTCA NapameTpbl 6€30nacHOCTM.
B cooTBeTCTBMM C 3TMUMM napameTpamu byayT dopmMmnpoBaTbCcA COObITUA U

MHUMAEHTDbI, MPpUCbl/Z1Ia€Mbl€ areHTOM B MOAY/1b aAMUHUCTPUPOBAHUA.
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Habop vHcTpymeHTOB Ana paboTbl ¢ npoduaAamM He OTAnyaeTcA OT Habopa
MHCTPYMEHTOB A/1A HAacTpoek npodwuaert 3awmTbl AAHHBIX WAM  CO34aHUA U
peAaKTUPOBaHWA HAOOPOB MHAMKATOPOB KOMMNPOMETALMK, aTaK U T.A,.

AAMUHUCTPATOP MOMXET BbIMO/IHUTL C/leayloline onepauuMu Ha CTpaHuue
Mpodunan 6esonacHOCTH areHTa:

1) 4,06aBUTb HOBBbIV NpodU/Ib He3onacHOCTY;

2) COXpaHWUTb U3MEHeHUs B npodusie u nepeAatb U3MEHEHUs areHTam,
KOTOPbIM Ha3HayeH BbIOpaHHbIM NpOdU/b;

3) PegakTupoBaTh Ha3BaHue npoduas 6e3onacHoCTY;

4) YAanuTb OAMH UM HECKO/IbKO Npoduiei 6e3onacHoCTH.

YT106bI U3MEHUTb NapameTpbl 6€30MacHOCTH, a4MUHUCTPATOPY HEOHBXO0AMMO
BbIOpaTb Mpodu/ib 6e30MacHOCTM areHTa M HacTpOUTb €ro B COOTBETCTBUM C
TpeboBaHMAMM OpraHM3aLMm-3aKas4vmKa.

Mpodunb 6e3onacHocmu azeHma

Ha ctpanuue MNMpoduab 6e3onacHOCTM areHTa aHa/IMTUK MOXKeT HacTpOUTb
napameTpbl, B COOTBETCTBUM C KOTOpbIMM OyayT O6HapyxuBaTbCcA COObITMA Ha
areHTax. TakaA npegBapuTe/ibHaA HACTPOMKa NO3BO/IMT YMPaB/AATb Harpyskon Ha
cncTemy.

HacTtpolikn npoduna 6e30nacHOCTU areHTa nogpasAe/AtoTCA Ha c/iegytoLme
rpynnbi:

— NapameTpbl ONTUMMU3ALUKM MOTOKA COObITUI;

— 0bLLMe HAaCTPOIKKM B6e30nacHOCTY;

— dunbTpayma WMI-cobbitui;

— napameTpbl 6€30MacHOCTM MOHUTOpPA NPOLECCOB;

— napameTpbl 6e3onacHoCcTH $Hain10BOro MOHUTOPA;

— HaCTpOl\/JIKVI 6e30MnacHOCTU CeTEBOTrO MOHUTOPa;
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B HW)KHEM vacTtu CTpaHuLlbl HaxoAATCA KHOMKKU TPpUMEHEHUA HaCTPOeEK,

3KCnopTa u umnopTa npoduaa 6esonacHocTH ( % b O ). DKCMOPT ¥ UMMOPT
danna ocywecTtsiAaerca B dopmare txt.

B o6snactm OnTMMM3auMA NOTOKA COOBITMI AHA/MTUK MOMKET YMpaB/AATb
OTNPaBKOM C areHTOB C/1eAYHOLLUX COObITHI:

1) UcktouaTh panoBble COObITUA paHHel CTagum 3anycka NpoLeccos;

2) ®uabTpoBaTh daii/IoBble COOLITUS;

3) Uckmrouathb daiizioBble cobbITUA NpedeTyepa;

4) UckAo4aTb COBbITUA YTEHUA MCnosHAeMbIX (aii/oB, CBA3aHHble C WX
NCMNO/IHEHMEM;

5) UcktoYaTb COBLITUA YTEHUA UCMO/THAEMBIX (aAli/I0B;

6) UckatouaTb cOBbITUA YTEHUA 0BbIX (aiioB;

7) UckntouaThb ¢dalinioBble cobbITUA NpoLecca-co3gatens dpaiina;

8) MckaovaTb cobbITUA 40CTYNA K MPOL,ECccam U HUTAM;

9) Mckato4aTb COBBbITUA 3arpy3KM M3BECTHBIX MOAY/1el;

10) Uck/to4aTb COOBbITUA YCTAHOBKMU CETEBLIX COEAMHEHWI A/ MPOTOKO/A
DNS;

11) ®uAbTpoBaTh COOLITUA MOAUbUKALMU peecTpa;

12) UckaodaTb cobbiTna RPC-BbI3OBOB;

13) UckAO4aTb COBLITUA CO CTAaTyCcOM «PaspelueHo» (KpoMe K/4eBbIX);

14) UCKNtOYaTb BCe COBBITUA CO CTaTycOM «Pa3peLleHo;

15) ONTUMM3UPOBATL NOTOK Hai/I0BbIX COOLITUM;

16) ONTUMU3MPOBATb NMOTOK CETEBbLIX COObITUIA;

17) ONTUMU3NPOBATb NOTOK COBBITUI MEXKMPOLECCHOMO B3aUMOAENCTBUS;

18) ONTMMU3MPOBATbL MOTOK COOLITUI peecTpa.

YCTQHOBMB WU CHAB OnpegesieHHble Gparu, aHa/IMTUK MOXKeT YBEe/IMYUTb UK
YMEHbLUUTb  KO/AIMYECTBO  COObITUIA,  MPUCbIIAEMbIX  areHTOM B MOAY/b

dg4MUHUCTPUPOBAHUA. JTO NO3BO/AET CHU3UTb VIHCI)OpMaLI'MOHHbIﬁ wym W/u,
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HaobopoT, yBe/MYUTb OTOOpPaXKaeMyrd aKTMBHOCTb, YTOOblI M3y4UTb €e B MO/IHOM
obbeme.

C nomouwbio 06LWKMX HAaCcTpoeK 6e30MacHOCTU aHA/IMTUK MOMKET YCTaHOBUTb
PEXMM  «TO/bKO  AETEeKTUPOBAHME»,  KOTOPbIM  MO3BO/AAET  OTK/KOYUTL
NPOTUBOAENCTBUE YrpO3aM B pEeXMMe peasibHOro BpPEMEHU, TO eCTb AEeWCTBUA,
KOTOpble MOryT HaHeCcTM Bpes, 3aluliaemMor UMHPpaCcTpykType He OyayT
6/10KMPOBaTbCA, HO MPU I3TOM He ByaeT M /I0XKHOMO/I0XKUTE/IbHbIX CpabaTbiBaHUM,
KOTOpble MOryT MPUBECTM K 3anpeTy Ha 3anyCK KaKon-1MOO nose3HOM Nporpammbl,
aencteuA Kotopor EDR moKeT mocynTatb HeNerMTUMHbIMM B COOTBETCTBUM CO

CBOMMU BHYTPEHHUMU NN CO34aHHBIMU aHA/IMTUKaMUK NMpaBU/1aMMu.

ra Ba)xHo

L. Pexum «To/bKO geTeKTUpOBaHWEe» He PpacrnpocTpaHAeTcA Ha paboTy
O/10KMPYIOLWMX  UCKAKOHYEHUH, TO eCTb pAencTBue «b/10KMpOoBaTb»,
YCTAQHOB/IEHHOE MO OTHOLLEHUIO K UCK/IOYEHUAM A/1A nporpamm, danaos
W/IN CETEBbIX UCKAOYEHUM ByaeT UCNO/HATLCA, HECMOTPA Ha BbIOOP 3TOro

peXMma.

Kpome ToOro, B 06wmx HacTpoOMKax AoCTynHa onuua [puHyauTenbHOe
nogas/sieHne cobbITUIN MPOLLECCOB NPU NPEBbILLEHUU IMMUTA.

MMocne obLWKMX HACTPOEK AaHA/IMTUK MOXKET TaKKe HaCTpOUTb GUIbTPaLMIO Mo
WMI-cobbituam. Ana WMI goctynHbl Tpu cnocoba ¢uabTpaumm:

1) Mo BbI3OBY METOA3;

2) Mo co3aaHuto npoLecca;

3) Mo KAOYEBBIM C/10BaM, yKa3aHHbIM B podu/ie 6e30nacHOCTy.

B pobaBneHne K BblleyKasaHHbIM MeTogaM  ¢uabTpaumm B npoduae
AobaBneHa onumA AAA OTK/AKYMEHWA reHepauuu cobbitmn WMI. Aaa  3toro

HeobxoanMO BbIOpaTb NYHKT GuAbTpaumm He oTnpaBaaTb cobbITHA.
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KatoyeBblie C/10Ba 3agatoTcA aHa/IMTUKOM no NPUHLMMY
BK/IKOYEHUAMCK/IIOYEHNA MOACTPOK, TO €CTb MOXHO 33/4aTb, KaKMe C/10Ba AO/IKHbl
cogeprkaTtb cTpoku WMI-3anpoCoB, 111 MOXKHO 334aTb, Kakue ¢/10Ba npu puabTpaymm
cobbiTuit, noctynarowmx ot WMI, CTPOKM 3anpoCOB COAepKaTb HE A,0/1KHbI.

B 06aactu HacTpoliku 6e3onacHOCTM MOHMTOPA NPOLECCOB afMUHUCTPATOP
MOeT HaCTPOUTb peakuuu [porpaMmmbl Ha cOBbITUA ONpeaeneHHOro Tuna:

— CO3/,3aHUE HUTU B CTOPOHHEM npovecce (KpoMe aBTOPM30BaAHHbIX MPOrpaMm
Windows);

— AOCTYN K CTOPOHHEMY MpoLeccy/HUTU (KpOMe aBTOPM30BAHHbBIX NPOrpaMm
Windows.

AOCTyMNHbI C1eayroLLMe peaKkLuu:

1) PaspeLuuTs;

2) B/OKMPOBATb TO/IBKO A/ HEMOAMMCAHHBIX MPOrpaMMm,;

3) BrokupoBaThb.

Mpwu BbIbOpE peakumn BaoKkupoBaTb COOLITMA COOTBETCTBYHOLLErO TMNa byayT
oTObparkaTbCcA B pasgene UHUMAEHTbl, a MX AKTMBHOCTb OyaeT 6/10KMpoBaTbCA
Mporpammoi. Kpome T0ro, a8 cobbITMiA CO34aHMA HUTU B CTOPOHHEM npouecce u
A0CTyNa K CTOPOHHEMY MPOLECCY/HUTU BO3MOMKHO HAaCTPOUTb YPOBEHb BaXKHOCTH,
KOTOPbI COOTBETCTBYET YPOBHIO KPUTUYHOCTM COObITUA (OT ypoBHA UHPOpMauums 0
ypOBHA KpUTHUHBII).

Ana 6e3onacHocTM $aiinoBOro MoHUTOpa B [lporpamme npegycMoTpeHa
HaCTPOMKA peaKLMu Ha NPAMOM AOCTYM K ¥KeCTKOMY AUCKY (KpOMe aBTOPU30BAHHbIX
nporpamm Windows), a Tak:e BbIOOp pexkuma r1yboKoro cKaHMpoBaHuA ¢ali/IoB.
AHaIMTUK MOXKET BbIOpaTh A4/1A Nnpoduaa 6€30nacHOCTU OAHY U3 C/1e4YIOLMX PeaKLui
Ha COObITUA MPAMOro A0CTYMNa K XXeCTKOMY ANCKY:

— bsiokupoBaTh;

— BaokupoBaTb 3anuch;

- E/'IOI-(VIpOBaTb 3anmcb TO/IbKO A/19 HENOATNMNCAHHbBIX MPOrpamMm;

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
Bepcus 1.0.28 om 09 utoHs 2025




— PaspewuTts.

lNpumeyaHue
9

L J Cnucok nporpamm ¢ goBepeHHbIMM NOANUCAMMU COAEPKUT MPOBEPEHHOE

obuweynotpeburtensvHoe 0.

Tak»e B HacTporKax 6e3onacHOCTU ¢ai/10BOro MOHUTOPA MOXHO YCTAHOBUTD
dnaru NoagcumntoiBaTh Xew SHA-1, MNMoacuutbiBath Xew MD5 v MogcumutbiBaTh Xell
Imphash. Mo ymon4aHmio 371 GyHKUMM OTK/IKOYEHDI, TaK KaK CO34at0T CyLL,eCTBEHHYIO
Harpysky Ha $ain/10BbIi MOHUMTOP M Ha paboTy OC COOTBETCTBEHHO.

B cnyyae BbIbOpa pexuma «TONbKO AeTEKTUPOBAHME» M3MEHEHME HACTPOEeK
6e30MacHOCTU MOHMTOPA NpoLeccoB U $an/10BOro MoHUTOpa byaeT 3ab6/10KMpPOBaHo,
3a UCKAKOYeHueM Bblbopa pexuma r/nybokoro ckaHupoBaHuA $ainioB. AOCTYMHO
yeTbipe pexkmMma rayboKoro ckaHmposaHuA ¢anios:

1) He ckaHMpoBarTb;

2) ML (cKaHMpOBaHMe C MOMOLLbIO MALIMHHOIO 00y4eHus);

3) YARA-npaBuaa (CcKaHuvpoBaHue Ha ocHoBe YARA-npaBu/, CO34aHHbIX B
pasge/e C aHa/IMTUKOW);

4) ML 1 YARA-npaBuia (CKaHMpOBaHMe 1 C MOMOLLbIO MALLIMHHOMO 0byYeHus,
n c nomotubto YARA-npasun).

B Habope Mo ymo/n4yaHuIo yCTaHaB/MBaeTCA pexxMm He ckaHMpoBaTb, YTOObI
CHU3UTb HAarpy3Ky Ha ¢aii0BbI MOHUTOP. KpOome Toro, no/ib3oBaTe/lb MOXKeT 334aTb
pacwmpenra ¢$anioB C MOTEHUMA/ZIbHO aKTUBHbIM COAEPXUMbIM. ITO MO3BO/UT
pacwmputb Habop obpabaTtbiBaembix CKaHepoM ¢ai10B, TO eCcTb A06aBuUTb K
6asoBbiM PE-daisnam, KoTopble o06pabaTbiBatoTcA NO  ymoA4YaHuio, danabl ¢
YKa3aHHbIMW 34eCb paclwmpeHuAamu, Hanpumep, PDF, PS1, PSM1, TXT u T1.A4.
HexenatenbHO yKasbiBaTb 34eCb pacwumpenusa ana PE-¢pannos, Hanpumep, EXE, Tak

KaK 3Tu $pai/ibl CKaHMpytoTcAa MporpaMmmon No YMO/IHaHUIo.
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NpumeyaHue

9
LJd

BBOA, HECKO/IbKMX 3Ha4eHu B no/e PaclumpeHnusa ¢panioB C NOTEHLUa/IbHO
aKTUBHbBIM COAEPKUMbIM OCYLLLECTB/IAETCA Yepes pas3sge/MTesb |, a B nose
IP-agpeca kauneHTtOB, DNS-3anpocbl KOoTOpbIX He ObpabaTtbiBaroTca M

UCK/TIOYAKTCA U3 TE€/IEMETPUN OCYLLLECTB/IAETCA HYEPE3 Pa34e/INTE/1b ;.

Ecam BKAOYEH pexxmm rnyboKoro CKaHMpOBaHMA, TO aKTUBMPYETCA OMNuuA
CKaHMPOBAHMA UCNOAHAEMbIX Gal/10B. A4MUHUCTPATOP MOXKET BblOpaTb NpOBEpATHL
BCE MUCMO/HAeMble ¢aiabl, CKaHMpOBaTb ¢dan/ibl 6e3 3/1eKTPOHHOM MoAMUCU UAK

CKaHMpoBaTb pan/bl 6e3 gOBEepEeHHOM 3/1eKTPOHHOM NOAMNMUCH.

He pekomeHpyeTcAa BK/AOYATb r/1ybOKOe CKAaHMpPOBAHME B C/yyae
COBMECTHOM paboTbl C aHTUBMPYCAMU CTOPOHHUX BEHAOPOB. ITO CO34aeT

3HAQYUTE/IbHYIO Harpy3Ky Ha ¢an/10ByIO CcUCTEMY.

KpoMme yKkasaHHbIX BbllLie HACTpOeK B [porpamme rnpeayCcmMoOTpPeHbl HAaCTPOUKH
H6e30onacHOCTU ceTeBOro MOHMTOPA. HacTponkm 6e30nacHOCTU CeTeBOro MOHMUTOPA
BK/IFOHAIOTCA U OTKAOYAOTCA Pparamu AKTUBHAA 3aliMTa OT CKAHUPOBaHMA CeTEBbIX
NopToOB, 3anpeTUTb BXOAALLME CeTEBbIE NOAKAIOYEeHUA, OTnpaB/aAaTb cobbiTuA ICMP.
Tak»Ke B HAaCTpOMKax 6e30macHOCTM CeTEeBOro MOHMTOPA HaxoauTcA nose IP-agpeca
KaneHToB, DNS-3anpocbl KOTOpbIX He 06pabaTbiBalOTCA M MCKAOYAIOTCA U3
TenemeTpum.

YT06bI 10rMKa HACTPOEK MPUMEHA/IACh Ha areHTax, A1 KOTOPbIX YCTaHOB/IEH

npoduib 6e30MacHOCTH, NOC/ie ero M3MeHeHUA HeOoOXOAMMO HaXKaTb KHOMKY

Mepeaatb npodu/b areHtam (1 85 ),
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B HeKkoTOpbIX caydaax npoduab He30nacHOCTU MOXKET MMEeTb HEKOPPEKTHbIN
WAKn ycTapeslwuii GopmaTt, ero MOXKHO UCNPaBUTb, HaXKaB KHOMKY BoccTaHOBUTL Mo
YyMO/4aHUIO UM AKTyaausupoBaTtb npoduab. AkTyanmsauma npoduasa Heobxoamma,
ec/m B npoduae 6€30nacHOCTU NOABAAKTCA HOBble MApaMeTpbl CO 3HA4YEHUAMM MO

YMO/IMaHUIO.

ModpobHoe onucaHue onyuli npodusa 6esonacHocmu dzeHma

Onmumu3sayus nomoka cobbimuli

Uckatouath ¢ainoBbie cobbITUA paHHEM CTaAuM 3anycKa NpoL.eccos.

PaHHen cTagmeln 3amycka nMpoueccoB CHMTAETCA Nepuoy pa3BOpavYMBaHMA
npouecca ¢ MOMeHTa ero CTapTa U 40 MOMEHTA Havasa 3arpy3kM UM KPUTUHECKUX
CUCTEMHbIX BubmoTek (Hanpumep, ntdll, kernel32 u 1.n. B Windows). Ecin gaHHas
onuuA BbICTaB/eHa, TO B 0603Ha4YeHHbI nepuoy ¢aiioBble COObITUA MpPOLECcCoB
OTNpaBAATbCA He OyayT. CyMTaeTcA, Y4TO B 3TOT nepuod paboTaeT TO/bKO KOp,
CUCTEMHOro 3arpysyuKka npoueccoB, a ero ¢amnosble CObbITUA Hepe/sieBaHTHbI B
KoHTeKcTe Mb.

®dunbTpoBaTh paiiz10Bble COOLITUA.

Ecav gaHHaa onuuA BbICTaB/eHa, TO M3 MOTOKA MCK/IKOYAOTCA C/leaytoLme
dannosble cObbITUA:

Windows:

1) onepauuu utenus ansa ¢annos desktop.ini, *.mui, *.manifest, *.icm co
CTOPOHbI NHOOBIX MPOLECCOB;

2) onepauuu uTeHus ansa ¢arnos tzres.dll, stdole2.tlb, sortdefault.nls, hosts,
*.ttf B cucTemHOM KaTasore (nogKaTanore) CO CTOPOHbI /IH06bIX NPOLLECCOB;

3) onepauun  yTeHuA[3anucu  daioB B Katazorax  (mopgKaTasnorax)
c:\users\<username>\appdata\{local|locallow|roaming}co  cTOpoHbl  mpoueccos
6pay3epos;

4) orepaumu C MMEHOBaHHbIMU KaHazsamu mojo.*, crashpad *, wkssvc co

CTOPOHbI NpoL,eccoB 6pay3epos.
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Uckarouatb ¢ainosbie cobbiTua npedeTtyepa.

Mpedetyep — 370 KOMNOHeHT OC, YCKOPAKLMI 3anyCK MPOLLEeCcCOoB 3a CHET
npeAnoAroTOBKM OrnpeaesieHHbIX AaHHbIX. ECcaM gaHHas onuuA BbICTaB/lE€Ha, TO
dannosble cobbiTMA NpedeTyepa OTNPaBAATLCA He ByayT. MOCKO/bKY npedeTyep —
3TO AO0BEpPEeHHbI CUCTEeMHbIM KOMMOHEHT, paboTalowmii Ha Ha4va/sbHOM 3Tane
pa3BOpaYMBaHMA NPOLECCOB, ero ¢al/10Bble COObITUA Hepe/ieBaHTHbI B KOHTEKCTe
MB.

UckaouaTb cobbITUA 4YTeHMA UCNo/HAeMbIX ¢annoB, CBA3AHHbIE C MX
MCNO/IHEHNeM.

AnA 3arpy3sku ncnosiHAembix panios OC NpoOU3BOAUT UX YTEHME C AUCKA. ATEHT
MOXeT OT/IMYUTb 06bl4HOE YTeHune dali/1oB (B T.4Y. UCMO/HAEMbBIX), KOTOPOE MOXKeT
BbINO/IHATL /OO0 Mpouecc, OT YTeHMA C Le/Ibl0 MCMO/IHEHUA UX KOAQ, KOTopoe
BbIMO/IHAGT CaMa CUCTEMA, YTO AB/IAGTCA MEHEe 3HAYMMbIM B KOHTeKcTe MB. loaTomy
npeAyCcMOTpeHa OnuuA, NO3BO/AOLLLAA NO/IHOCTBIO UCK/AIOYNUTb M3 MOTOKA NOA06OHbIe
dannosble cobbITHA.

UckarouaTb cobbITUA YTEHUA CNO/HAEMBIX (pai/IoB.

Cucrtema mam npoueccsl MOryT NMpOU3BOAUTb YTEHME UCMNONHAEMbIX $Haln/i10B
ANA TeX WM UHBIX Lenel, Hanpumep, A0oCTyn K pecypcam (McnosHsaemble daiibl
Windows B ¢opmaTte PE) uam nosnyyeHve ¢ai0oBbiXx MeTagaHHbIX. [JaHHas onumsa
MO3BO/IAET UCK/OYUTb U3 NOTOKA Takue dparnosble cobbITHA.

UckatouaTb cobbITUA YTeHUA N106bIX $paiioB.

AaHHaA onuua No3Bo/asaeT 6e3yCc/I0BHO UCKAIOYUTBL U3 MOTOKA /1t0bble cobbITUA
yTeHua Nobbix $arnoB. MOCKO/IbKY COObITUA YTeHUA $anaoB ABAAIOTCA OAHUMU U3
CaMbIX MacCOBbIX, UCK/KOYEHME MX U3 MOTOKA CYLLEeCTBEHHO (KPaTHO) COKpallaeT
COObITUMHBIN TpaduK, OAHAKO MOXKeT COKPATUTb BO3MOXHOCTM aHa/MTMKA MO
pacc/ieno0BaHUIoO MHLUAEHTOB Mb.

UckatouaTthb ¢aiioBble cObbITUA NpoLecca-co3gaTtena ¢paina.
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Eciv TOT muAnM MHOW npouecc co3gaeT HOBbIM Gana Ha AMCKe, TO OH B
Aa/IbHeNLLEeM, KaK NPaBWu/10, 3anmncbiBaeT B HEro Kakme-To gaHHble. Cam GpaKT co3gaHua
HOBOro ¢anaa B 6O/bLUMHCTBE C/1yHaEeB YXKe AB/IAETCA 40CTAaTOYHbIM B KOHTEKCTe UB,
NO3TOMY AazbHenwyo ¢GanaoBYyKdO aKTMBHOCTb Mpouecca-cos3gatensa danaa B
OTHOLUEHMM CO34,aHHOr0 UM Baliia MOXKHO UCK/IOUNUTb, YCTAHOBMB AAHHYIO OMLMIO.

UckatouaTb cobbITUA 4OCTYNA K MpoL,eccam U HUTAM.

AlaHHaA onumA Nno3BoaAeT 6e3yC/1I0BHO UCKAOYUTD U3 MOTOKA /1tobble cobbITuA
MEXKNpOLEeCCHOr0  B3aMMOAencTBMA. [1OCKO/bKY  COObITUA  MEXKMpOLEeCCHOro
B3aUMOAENCTBUA ABAAIOTCA AOCTAaTOYHO YacCTbIMM, MCK/IHOYEHME WX U3 MOTOKaA
CYLLeCTBEHHO COKpallaeT cOoObITUMHBIN TpaduK, OAHAKO MOXET COKpaTUTb
BO3MOXHOCTM aHa/IMTUKA MO pacc/1e40BaHuI0 UHUMAeHTOB UB.

UckatouaTb cO6bITUA 3arpy3Ku U3BECTHBIX MOAY/1EN.

[laHHas onuuA nNO3BO/AAET MCK/AKYATb M3 MOTOKA COObITUA 3arpy3Ku
«U3BECTHBIX» UCMO/HAEMbIX MOoAy/1ei. MOCKO/IbKY COBbITUA 3arpy3Ku UCMO/HAEMbIX
MOAY/1eM MHOXATCA COObITUAMM CTapTa NPOL,EeCCOB, AAHHAA ONTUMU3ALLUA NO3BOAAET
CYyLLeCTBEHHO COKPATUTb MOTOK COObITUI.

K «M3BECTHBIM» MOAYAAM OTHOCATCA C/1eAytoLLmMe MOAY/N:

— MoAy/u, noagnucaHHble Microsoft Windows nau Microsoft Corporation;

— MOAY/IU, YbM XeLUU UM uMeHa $aii10B BHECeHbl B Pali/ioBble UCK/OYEHWS,
Ha3Ha4YeHHble areHTy, CO CTaTyCcoM «Pa3pelueHo»;

— ciepyrowme moayam Windows:

1) %systemdisk%\windows\system32\shcore.dlIl;

2) %systemdisk%\windows\system32\sechost.dll;

3) %systemdisk%\windows\system32\rpcrt4.dll;

4) %systemdisk%\windows\system32\combase.dIl;

5) %systemdisk%\windows\system32\ntdll.dll;

6) %systemdisk%\windows\system32\wow64.dll;

7) %systemdisk%\windows\system32\wow64win.dll;
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8) %systemdisk%\windows\system32\wow64cpu.dll;
9) %systemdisk%\windows\system32\kernel32.dll;

10) %systemdisk%\windows\system32\kernelbase.dll;
11) %systemdisk%\windows\system32\advapi32.dIl;
12) %systemdisk%\windows\system32\msvcrt.dll;

13) %systemdisk%\windows\system32\ucrtbase.dll;
14) %systemdisk%\windows\system32\gdi32.dll;

15) %systemdisk%\windows\system32\user32.dll;

16) %systemdisk%\windows\system32\win32u.dll;

17) %systemdisk%\windows\system32\comdlg32.dll;
18) %systemdisk%\windows\WinSxS\*\comdig32.dll;
19) %systemdisk%\windows\system32\comctI32.dll;
20) %systemdisk%\windows\WinSxS\*\comctI32.dll;
21) %systemdisk%\windows\system32\shell32.dll;

22) %systemdisk%\windows\system32\shlwapi.dll;
23) %systemdisk%\windows\system32\oleaut32.dll;
24) %systemdisk%\windows\system32\version.dll;

25) %systemdisk%\windows\system32\imm32.dll;

26) "%systemdisk%\windows\system32\winmm.dII";
27) "%systemdisk%\windows\system32\ws2_32.dll";
28) "%systemdisk%\windows\system32\mswsock.dll";
29) "%systemdisk%\windows\system32\setupapi.dil";
30) "%systemdisk%\windows\system32\dwmapi.dll";
31) "%systemdisk%\windows\system32\winspool.drv";
32) "%systemdisk%\windows\system32\msctf.dIl";
33) "%systemdisk%\windows\system32\uxtheme.dll";
34) "%systemdisk%\windows\system32\userenv.dll";

35) "%systemdisk%\windows\system32\msimg32.dIl";
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36) "%systemdisk%\windows\system32\usp10.dil";

37) "%systemdisk%\windows\system32\Ipk.dll";

38) "%systemdisk%\windows\system32\mscoree.dll";

39) "%systemdisk%\windows\system32\bcrypt.dil";

40) "%systemdisk%\windows\system32\sspicli.dIl";

41) "%systemdisk%\windows\system32\sxs.dll";

42) "%systemdisk%\windows\system32\windows.storage.dll";

43) "%systemdisk%Z\windows\system32\wininet.dll";

44) "%systemdisk%\windows\system32\ole32.dIl";

Ana OC cemencTaa Linux TOYHbIM NYTb 40 KaXXA4,0r0 MOAY/1A UHAUBUAYA/EH ANA
KoHKpeTHoW OC (Ubuntu, RedOs, Debian u 1. g.). Hu:ke npeactaB/sieH nepeyeHb
mogayeli (cneBa) u npumep nytv aAna OC Ubuntu 20.04 (cnpasa).

1) libcap - [usr/lib/x86_64-linux-gnu/libcap-ng.so.*;

2) libpcre — [usr/lib/x86_64-linux-gnu/libpcre.so.*;

3) libpthread - Jusr/lib/x86_64-linux-gnu/libpthread-*.so;

4) librt - [usr/lib/x86 _64-linux-gnu/librt-*.so;

5) libcrypt — [usr/lib/x86 _64-linux-gnu/libcrypt.so.*;

6) libcrypto — [usr/lib/x86 _64-linux-gnu/libcrypto.so.*;

7) libdl — [usr/lib/x86 64-linux-gnu/libdl-*.so;

8) libgcc - Jusr/lib/x86 _64-linux-gnu/libgcc_s.so.*;

9) libm — [usr/lib/x86_64-linux-gnu/libm.so;

10) libc — [usr/lib/x86 _64-linux-gnu/libc-*.so, [usr/lib/x86_64-linux-gnu/libc.so;

11) libstdc++ — [usr/lib/x86 _64-linux-gnu/libstdc++.s0.%;

12) libz — Jusr/lib/x86_64-linux-gnu/libz.so.*;

13) libzstd - [usr/lib/x86 _64-linux-gnu/libzstd.so.*;

14) libselinux — [usr/lib/x86 _64-linux-gnu/libselinux.so.*.

UcKao4aTb COObITUA YCTAHOBKU CETEBLIX COeAUHEHMI ANA NPOTOKo/a DNS.
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AlaHHaA onuuA ynpas/aAeT OTMNPaBKOM COOLITUM BXOAALMX U UCXOAALLMX
noaxaodeHmit k UDP-nopty 53 (npoTtokon DNS). Kak npaswio, camu cobbiTuA
nogkAtoyeHnsa Kk DNS-cepsepy MMeIOT Manyto NPakTUHECKYHO LLleHHOCTb, MO3TOMY A/1A
COKpaL,eHrA TpadmKa MOryT UCK/IOHATbCA U3 NOTOKaA.

®duabTpoBaTh CO6bLITUA MOgUPHKaL MM peecTpa.

AaHHaA onuuAa ynpaB/AeT PeXMMOM OTNpaBKM COObITUI MOaMPUKaL MM
3HavyeHu peectpa Windows. Eciv onumnA yCTaHOB/IEHA, TO OTMNPABAAOTCA TO/bKO
Co6bITUA MOANPUKALMM PeIEBAHTHBIX C TOYKM 3peHus UB 3HadeHuit peecTtpa (TOYKM
aBTO3anycKa, HacTpPOMKM 6e30macHOCTH, OMNuMKM TFPYMMoOBbIX MOAUTUK U Ap. —
KOHKPETHbIM NepeyeHb MOXKET MEHATLCA OT BEPCUMU K BEPCUM areHTa), YTo COKpaLLaeT
MOTOK COBLITUIM B€3 CyLLeCTBEHHOrO YXYALLIEHUA 3aLUUTHBIX CBOMCTB CUCTEMDI.

Ecam onuma He yCcTaHOB/I€HA, TO OTNPaBAAIOTCA BCe H6e3 MCKAYeHMA cObbITUA
MoaudUKaLmMm 3Ha4YEeHUM peecTpa.

Uckatouatb cobbiTuA RPC-BbISOBOB.

OnuuA No3BO/IAET UCKIKUYUTDL U3 MOTOKA COOLITUA MCTOYHMKA BbizoBbl: RPC.

UckatouaTb cobbITUA €O cTaTycom "PaspelueHo"” (Kpome K/AUeBbIX).

Cratyc «Pa3pelueHo» HasHa4vaeTcA COObITMAM B pe3y/bTaTe AenCcTBUA
MCK/OYEHUIM (334aHHBIX QHA/IMTUKOM W/AM BCTPOEHHBIX B areHT). /[aHHas onuus
MO3BO/IAET MCK/AKOYATb M3 MOTOKA Te M3 COobbITMM CO cTaTycom «PaspeweHo», y
KOTOPbIX HET aCCOLMMPOBAHHOIO C HUMM NpaBua.

UckarouaTb Bce cobbiTuaA co ctatycom ""PaspelweHo”.

AaHHaA onuuA nogpasymeBaeT H6e3yC/10BHOE WMCK/OYEeHWe U3 MOTOKAa BCex
COBbITUI CO CTaTycoM «Pa3pelueHo» (BHE 3aBUCMMOCTU OT HA/IMYMA UAU OTCYTCTBUS
acCoLMMPOBAHHOMO C HUMU NPaBU/IA).

OnTUmMU3MpOBaTb NOTOK $ai/0BbIX COOLITUN.

OnTMMM3aUMA NOTOKA PaliIoBbIX COOLITUIM 3aKAOHAETCA B «CBOPA4YMBAHUM»
HECKO/IbKMX OAMHAKOBbIX (B paMKax O4HOro npouecca) cCobbITUM B O4HO.

OnNTMMU3UPOBATb MOTOK CETEBbIX COBBITUIA.
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OnTMMM3aUMA MOTOKA CeTeBbIX COObITUM 3aK/I04aeTCA B «CBOPAYMBaHUM»
HECKO/IbKMX OAMHAKOBbIX (B paMKax O4HOro npowuecca) CobbITUM B O4HO.

OnTUMKU3MPOBATb NOTOK COBBLITUI MEKNPOLLECCHOIO B3aUMOAENCTBUA.

OnTumMmMsaumMa MNOTOKA  COOBITMM  MEeXNpOoLecCHOro  B3auMOAencTBUA
3aK/II04aeTCA B «CBOPAYMBAHUM» HECKO/IbKUX OAMHAKOBbIX (B paMKax OfHOro
npouecca) cobbITuii B 04HO.

OnTuUMU3MpOBaTb NOTOK COBLITUIN peecTpa.

OnTMmM3aumMA NOTOKA COObLITUI peecTpa 3ak/1o4aeTCA B «CBOPAYMBAHWUM»
HECKO/IbKMX OAMHAKOBbIX (B paMKax O4HOro npowuecca) CobbITUM B OAHO.

®dunbTpauna WMI-cobbiTuin.

AlaHHaA onumA no3Bo/AeT BblOpaTb OAWMH M3 pexumoB ¢uabTpauun WMI-
cobbiTnint Windows:

1) Co3gaHue npouecca - 6yAyT AOCTYMHbl TO/BKO COOLITUA CO34aHuA
npoueccoB nocpeactBom WMI (Bbi3oB MmeToga Create o06bekTa Kiacca
Win32_Process);

2) Bbi3oB MeTOoAa — OyayT AOCTYMHbI TO/IBKO COOLITUA BbI3OBOB METO/0B
K/1accoB;

3)Mo KAw4eBbIM  c10BaM —  ByayT  AocTynHbl  cobbitua WM,
YAOB/ETBOPAIOLME YC/I0BUAM HA/MYUA[OTCYTCTBUA MOACTPOK, MEpeYUC/IEHHbIX B
COOTBETCTBYIOLLMX MO/IAX HUXKE;

4) He otnpaeaatb cobbitva — WMI-CO6bITUA MONHOCTBIO UCK/OYAOTCA U3
NMoTOKa.

B nt0bbix pexkmmax ¢uabTpauum BHYTPEHHAA aHA/IMTUKA, HaMpaB/eHHaA Ha
BblAB/IEHME TEeXHWK 3akpernsieHuAa B cucteme Windows nocpeactsom WMI,

npogoMKaeT paboTtars.
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O6wue Hacmpoliku 6e3onacHocmu

PeXum «TO/IbKO AeTeKTUpoBaHue» (MPOTUBOAENCTBME Yyrpo3am B pexume
peaZibHOro BpEMEHU HA areHTe OTK/IIOYEHO).

Ecin pexum «TO/IbKO fAeTeKTUpPOBaHMe» BK/KOYEH, TO Bce 6/10KupyoLme
peakuuu, 3agaHHble A9 UHAMKATOPOB KOMMpPOMETauuMmM U aTak, a Takke YARA-
npaBu/ NepeonpeaeATCA areHTOM Ha «4eTeKTUpOBaHMe». B 3Tom csiyydae B nose
«[lpyumMHa npeanpuHATOro AenCTBUA» COObITUA Ae/1aeTcA  COOTBETCTBYHOLLLAA
NOMeTKa, KOTOpPaA NO3BO/IAET NOHATb, YTO TO WU MHOE COObITUE He 3a6/10KMPOBAHO
M3-3a2 BK/IKOYEHHOIO PeXUMa «TO/IbKO-AEeTEKTUPOBAHUE», HO ByaeT 6/10KMpOBaTbLCA B
«6oeBOM» pexume.

Takom pexxum paboTbl areHTa MOKeT UCMO0/1b30BaTbCA B ABYX CL,EHApUAX:

— Ha4a/lbHbIA Nepuog, passepTbiBaHMA EDR, Korga aHaiuMTUKaMu M3yyaeTcs
npodwib cObbITUM HOBOW MHGOPMALUOHHOW CUCTEMBI M MOAABAAKOTCA /I0XKHbIE
cpabaTtbiBaHUA;

— AEMOHCTPALMOHHbIA PEeXMM, MO3BOAAIOLWMI HAbAAATL 3Tanbl pPa3BUTHA
aTaKM M OLEeHMBATb BO3MOXHOCTM areHTa Mo AeTeKTUMPOBaHUIKO/pearnpoBaHUIO Ha
KaxaoMm 3Tane (B «6oeBOM» pexume aTaka bbl1a 6bl 3a6/10KMpOBaHa Ha paHHEM
3Tane).

PeXXMM «TO/IbKO AEeTeKTUPOBaHUE» He pacnpoCTpaHAeTcA Ha 6/10KupyoLme
AENCTBUA, NpeanucaHHble ceTeBbIMU U Gal/10BbIMU UCK/IOHEHUAMM.

MpuHyauTEeAbHO NOAAB/AATL COBLITUA NPOLECCOB NMPU NMPEBBLILLEHUU IMMUTA.

AlaHHas  onuuA  BK/IKOYAET/OTK/AOYAeT  MEeXaHU3M  MPUHYAUTE/IbHOro
OrpaHM4yeHuA MNOTOKa cobbiTuit npoueccoB. Eciv npouecc B TeyeHue 10 MUHYT
reHepupyeT 60/s1€e 100 TbicAY COOBLITMI, TO Mepegaya Ha cepBep ero cobbITuin ¢
KPUTUYHOCTbIO MHpOopMaumsa npekpawaeTcsa Ha 1 4ac (cobbiTusa ¢ 60/s1ee BbICOKOM
KPUTUYHOCTBIO  MPOAO/KAT  nepegaBaTtbhcsa). [lepegaya  cobbiTMii  npouecca
BO30OHOB/AETCA NPU Ha3HAYeHUM €My UCKAKOHYEHUIA MU MX M3SMEHEHUM, 3 TaKKe Mo

NcTe4eHnn nepmoga orpaHm4eHunA. Hporvle TOro, npeaycmMmaTtpmBaeTca BO3MOXKHOCTb
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3anpeLyeHra MpUHYAUTE/IbHOrO Mogas/eHuA cobbiTuii ¢ nomolpto ¢sara 3anper

NMPUHYANUTE/IbHOIO NoAaB/1€EHUA COBBITUI UCK/IOYEHUIN A/1A NpOorpamMmm.

I BaxHo

LJ Tpv >3ToOM HeobX04MMO MOMHUTL O BO3MOMHOCTU MUCK/OYEHUA
Te/NeMeTpUM OCHOBHBbIX MCTOYHMKOB (mpouecchl, daibl, ceTb, peecTp)
WAW aHA/IMTUYECKOM aKTMBHOCTU (dali/ioBble U CceTeBble UCK/YEHUs, a

TaKXe UHAMKATOPbI aTaK) nyTeEM YKa3aHunA COOTBETCTBYHOLLEro cpnara B

pa3gene UckatoueHna aaa nporpamm

Hacmpoliku 6e3onacHocmu mMoHUMoOpa npoyeccos

Peakuus Ha co3gaHue HUTU B CTOPOHHEM npouecce (KpOMe aBTOPU30BaHHbIX
nporpamm Windows).

AlaHHasa onuuAa ynpas/AeT NO/AMTUKOM areHTa aaa Windows B OTHOLLEHUM
BHeApEeHUA KOAA O4HUM NPOLECCOM B ApYroi (CTOPOHHMIA).

YKa3aHHaA 34eCb KPUTUYHOCTb OygeT Mcnosb3oBaHa npy GOpMMPOBAHUM
areHToM cobbITMA BHeapeHusa Koga. [loBbllEeHMEe YPOBHA KPUTUHYHOCTU BbILLIE
«Hun3kom» 3acTaBut cepBep EDR co3agaBaTb nHUmMaeHTol B npu nonbiTKe BHeAPEeHUA
KoAa. [lencTBme onpegensaeT aBTOMAaTU3MPOBAHHYIO PeaKLMIO Ha BHeAPEHME KOoga CO
CTOPOHbBI areHTa. /IormKa onuuM He pacnpoCTPaHAETCA Ha NPOrpamMmbl, y KOTOPbIX
eCTb MpPaBO BHeApeHMA KOoAa B CTOPOHHME MpOoLEecChbl, 33gaHHOE C MOMOLLbIO
NCKIOYEHUIA ANA MPOrpaMM, a TaKXKe Ha CUMCTEeMHble KOMMOHEHTbl U HEKOTOPbIN
Habop nerutumHoro MO.

Peakuus Ha AOCTYN K CTOPOHHEMY npoueccy/HUTHU (KpOMe aBTOPU30BaHHbIX
nporpamm Windows).

AaHHaA onuuA ynpasaseT MO/MTUKOWM areHTa ana Windows B OTHOLLEHUM
AOCTYNa OAHOro mnpouecca K ApyroMmy npoueccy (CTOPOHHEMY) WU €ro HUTU
(NOTOKY). YKa3aHHas 34eCb KPUTUYHOCTb ByAeT MCno/ib30BaHa Npy GOPMUPOBAHUM

areHTom cobbiTnAa paoctyna. MoBblleHWe YPOBHA KPUTMYHOCTM Bbile «HM3KOM»
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3acTtaBuT cepBep EDR co3gasatb vHumMaeHTbl UMb npu nonbiTke goctyna. [encreune
ornpegenAeT aBTOMaTU3MPOBAHHYIO PEeaKLMIO Ha AOCTYN CO CTOPOHbI areHTa. /1ormka
OMuWM He PaCNpPOCTPAHAETCA Ha MPOrpammbl, Y KOTOPbIX €CTb NMpPaBO AO0CTyna K
CTOPOHHUM MPOLLEeCCaM/HUTAM, 3a4aHHOE C MOMOLLbIO UCK/IOHYEHUI A/1A MPOrpamM, a

TaK»Ke Ha CUCTEMHbIe KOMMOHEHTbI U HEKOTOPbIN Habop neruTumHoro MO.

Hacmpoliku 6e3onacHocmu ¢aiinoeozo0 moHumopda

Peakuus Ha NpAMOI AOCTYN K XECTKOMY AUCKY (Kpome aBTOPU30BaHHbIX
nporpamm Windows).

AlaHHasa onumA ynpas/AeT NO/AMTUKOM areHTa aaa Windows B OTHOLLEHUM
NpAMOro A0CTyrna TOro UM MHOro npouecca K *KeCTKoOMY AUCKY A1 ero YTeHUA UAu
3anMcu. YKasaHHaA 34eCb KPUTUYHOCTL ByaeT mcnosb3oBaHa npu ¢OpmMUpOBaHMMU
areHTom cobbiTvAa gocTyna. [MOBbllEHWEe YPOBHA KPUTUYHOCTU Bbilwe «HU3KOM»
3acTtaBuT cepBep EDR co3gaBatb vHumaeHTol MB npu nonbiTke goctyna. Adencreme
ornpegenaeT aBTOMaTU3MPOBAHHYIO PeaKLMIO Ha A4OCTYN CO CTOPOHbI areHTa. /lormka
OonuMM He pacrnpoCTpaHAeTCA Ha MporpaMmmbl, Y KOTOPbIX €CTb MpaBO AO0CTyna K
XECTKOMY AMCKY, 33gaHHOE C MOMOLLbIO UCKAKOYEHUN ANA NPOrpamMMm, a TaKXKe Ha
CUCTEMHbIE KOMMOHEHTbI M HEKOTOPbIM Habop nernTumHoro MMO.

NoacuutbiBaTh Xew SHA-1.

Mo yMO/n4aHUIO areHT npu 0b6paboTke ¢ai/10B C NOTEHUMANBbHO AKTMBHbLIM
CoAepXuUMbIM noacymTbiBaeT xew SHA256. /[laHHas onuuA 3acTaBaAeT ero
noacymTbiBaTh ewe u xew SHA-1,, a TakXKe npoBOAUTb MATYMHr (al/I0BbIX
WHAMKATOPOB  KOMMPOMETAUUM U UCK/AKOYEHUA  COOTBETCTBYHOLLEro  Tuna.
[lono/IHUTEIbHbIE BbIYUC/IUTE/IbHBIE Onepaumm TpebyroT NpoLeCcCOPHOro BpeMeHU U
MOFYT 3aMeA/InTb paboTy cucTemsl.

MNoacuuTtbiBaThL XEew MD5.

Mo yMO/4aHUIO areHT npu obpaboTke ¢ai/10B C NOTEHUMA/IbHO aKTUBHbIM

CoAepXuUMbIM noacumTbiBaeT xew SHA256. /flaHHas onuuA 3acTaBaAeT ero

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
Bepcus 1.0.28 om 09 utoHs 2025




noAcHMTbIBaTL ewe M xew MD5, a Takxe npoBOAUTb MaTYMHI  PanI0BbIX
MHAWMKATOPOB  KOMMPOMETAUMM WU WUCKAKOYEHUM  COOTBETCTBYHOLLEro  Tuma.
AlONO/IHUTE/IbHbIE BbIMMC/IUTE/IbHBIE Onepauumn TpebyroT NpoLeCcCOPHOro BpeMeHuU U
MOFYT 3amMea/nTb paboTy cucTemsl.

MoacumTbiBaTh Xew Imphash.

Onuma BKAYaeT nogcyet xswa Imphash gna PE-dannos. Metog import
hashing (Imphash) 3ak/itoyaeTcA B BbIYMC/IEHWMM X3LW-3HAYEHWM HA OCHOBE MMEH
6MbMOTEK M MMNOPTUPYEMBIX PYHKLMM C Y4ETOM NOPAAKA UX PACMO/IOKEHUA BHYTPU
ncnosHAemMoro ¢arnaa. ITOT X3 MOXKET UCMO/1b30BaTbCA A/1A ObICTPOM FPYNNUPOBKU
M naeHTuduKaLmm cBA3aHHbIX 06pasLoB BpegoHOCHOro MN0. CylwecTBYOT pas/inyHble
mMoamnduKaumm nogcdeta xawa Imphash, popmupyrome pasanyHble 3Ha4eHMA X3LWa
A1 OAHOrO WM TOro e d@¢ania. AreHT AaA nogcyeTa MUCMNO/b3yeT a/IfOpUTM,
aHasormyHbli - YARA. /[ Ono/HWUTE/IbHbIE  BbIMUC/IUTE/IbHbIE  onepauuu  TpebytoT
NMpOoLEeCcCOPHOrO BPpEMEHU U MOTYT 3aMea/MTb paboTy cnucTemsl.

Pexxum rnyb6okoro ckaHmpoBaHua $paiioBs.

ObA3aTenbHaA 4YacTb aHa/M3a CO CTOPOHbI areHTa aAs1a Bcex ¢anioB ¢
MOTEHUMANbHO AKTMBHBIM COAEPXUMbIM BK/OYaeT B cebA MnoAcHeT Xel-Cymm,
MaTYMHI MHAMKATOPOB KOMMpoOMeTauuu u GanaoBbiX UCKAOYeHun. Ana ¢daiinos
dopmara PE (Windows Portable Executable) gonosHutensHo nponsBoguTcs pasbop
3/1IeKTPOHHOM noanucn U MeTavHpopmaumm o danne. Fnybokoe CKaHMpPOBaHUE
nogpasymeBaeT AO0Mo/HUTe/IbHble NpoBepkn — YARA-npaBwuiaa u/MauM CTaTUHECKUi
aHa/M3 Ha OCHOBe MaLIMHHOro oby4veHua (ML), CMOCOOHbIN BbIABUTL XapaKTepHble
NPU3HaKM BPeAoOHOCHOrO ¢dalia C UCNO/b30BaHMEM TEXHO/I0MMA UCKYCCTBEHHOrO
nHTennekTa. Cregyet UMeTb BBUAY, YTO CKaHMPOBAHME C UCNO/Ib30BaHMeM ML moxeT
AaBaTb OO/bLIOE KOAMYECTBO /10XKHbIX cpabaTbiBaHuii. YARA-mpaBwia ABAAIOTCA
3pPeKTUBHBIM CPeaCTBOM CUrHAaTYPHOrO aHa/IM3a U NO3BO/AIOT BbIABUTb U3BECTHbIE

yrpo3sbl. lpu BbIbOpe AaHHOM ONUMU ANA CKAHUPOBaHWA ByaeT Mcno/b3oBaH Habop
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YARA-npaBu/, Ha3HayeHHbIM areHTy. Bosbwoe koanyectBo YARA-npasua mMoXKeT
3amea/MTb paboTy cMCTeMbI.

Fny6okoe ckaHMpoBaHMe UCNONHAEMbIX (GaliIoB.

Ana ncnonHAaembix GannoB AONO/HUTE/IBHO AOCTYNMHO YNPaB/€HNE PEXMMOM
r/lyboKOro CKAHMPOBAHUA, UCXOAA U3 UX 3/1eKTPOHHOW noanucu (3M):

Bce. Tnybokoe cCKaHMpOBaHWe MNpOM3BOAUTCA A/1A AOObIX MCMONHAEMbIX
dannoB BHe 3aBUCMMOCTM OT Mx Ill. JaHHbIM pexum r1yboKoro CKaHMpOBaHMWA
ncno/siHAeMbiX Gani10B MOXKeT 3amea/MTb paboTy cucTemy;

Bes DJIl. [nybokoe CKaHMPOBAHME WCK/AOYAeTCA ANA  MOANMUCAHHBIX
MCno/iHAeMbIX $ain/oB;

Bes pgosepenHOM Jll. MNybOKOe CKaHMPOBAHWE MUCK/AOYAETCA TO/IbKO A/1A
noAnucaHHbIX goBepeHHoW 1 ucnosnHAembix $alnoB, OCTaznbHble danabl ByayT
CKaHUpOBaTbCA (4aXKe ec/iM OHM MOoANUCaHbI). KOHKPETHbIM nepeyeHb A0BEPEHHbIX
nsgatesnen MOXKEeT MEHATbCA U AOCTyNeH B aKTya/bHOW AOKymeHTauun. K
A0BEPEHHbIM M3aaTeAaM OTHOCATCA Takune BeHaopbl Kak Microsoft, Google, Apple,
Intel n T.0.

He o6pabaTtbiBathb daitsbl *.ni.dll (HaTuBHbIe 06pasbl .NET Framework).

®annbl HaTMBHbIX o0bpasoB .NET Framework co3gatotcA B pesyabraTe
npeakomnuaauum ytuamton NGEN ynpassaembix (managed) o06pa3os 4415 ycKopeHua
paboTtbl .NET-npuaokeHui. MNpu KaxKaol NepeKoMnuIAuMM MEHAETCA Xew-CyMMma
HaTUMBHOro obpasa — Aake HeCMOTPA Ha TO, YTO UCXOAHBIN ynpaBaseMbli 06pas He
M3MEHA/CA. DTO NMPUBOAMUT K MHOTOYUC/IEHHBIM MPOBEPKaM MO CyTU OAHOMO U TOrO e
dalina (xew MeHAEeTCA U3-33 U3MEHEHUSA METaAaHHbIX) U «3acopeHuto» Kelwa (cash
trashing) Mmogynsa MOHUTOpPWHIra $at/I0BOM aKTUBHOCTM areHTa, YTO B KOHEYHOM UTOre
OKa3blBaeT HeraTMBHbIM 3PeKT Ha NPOU3BOAUTE/ILHOCTb areHTa B Lie/1oM. Kpome
TOro, MHOrO4MC/IeHHbIE BapMUaLMm XeLU-CyMM OAHOrO U TOro Xe ¢aiaa OTnpaBAAoTCA
A7 NpoBepKM Ha TI-Nn1aTthopMy M Yy4YMTbIBAKOTCA B MNOACUCTEME MOHUTOPUHIA

PacrnpoCTPAHEHUA, YTO TOXKE CO34AET U3BbITOUHYIO HAarPy3KY HA 3TU MOAY/IN.
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AaHHaA onuua oTKAo4YaeT 06paboTKy CO CTOPOHbI areHTa HaTUBHbIX 0O6pa3oB
.NET Framework — nogcuyeT xeLuein, MaTYMHI UCK/IOHEHWUIA U UHAMKATOPOB, U OTNPaBKY
COOTBETCTBYHOLMX COObITUI B MOTOK.

PaciumpeHus ¢ai10B ¢ NOTEHUNA/IbHO aKTUBHBIM COAEPKUMBIM

Mo ymoa4aHuto painoBan aHaUTUKA (MogcyeT xeluei, MaTYMHT UHAMKATOPOB
W A4p.) NPOU3BOAUTCA TO/IKO A/A UCMO/HAEMbIX $ali/ioB U TO/IBKO MPU UX 3anycKe
(v 3arpyske, ec/iM UCMOAHAeMbId dala — 3TO AMHAMMYECKU 3arpyskaemas
6ubanoTeka). [aHHasa onuuA MO3BO/AET AOMO/NHUTE/NbHO YKas3aTb PaclUMpEeHUs
darzoB (MOMMMO WCMONHAEMBIX), A/1A KOTOPbIX TaKkKe TpebyeTcA BK/IOUYUTb
baln0BbIN aHan3, KOTOPbIN ByaeT NPOU3BOAUTLCA B PEXUME PeasibHOrO BpeMeHHU

Mpu AOCTYME K HUM.

Hacmpoliku 6e3onacHocmu cemegozo MOHUMoOpd

AKTMBHadA 3alMTa OT CKAHUPOBAHUA CETEBbIX NOPTOB.

[laHHaA onuMuA BK/IKOYAET PEeXXUM SMYAAUUU OTKPbITbIX TCP-NOPTOB Takum
obpasom, 4TO npu CKaHWpoBaHuu Bce TCP-MOpTbl BbLIrAAAT OTKPbITbIMU. IDTO
CYLLEeCTBEHHO 3aTpyAHAeT A/A 3/10YMbIW/IEHHUKA UaeHTUMKaumMo paboTarolmx
CeTEeBbIX CEpPBUCOB, CHMXKAET BEPOATHOCTb aTakM HA HUX U  OC/IOXKHAET
rOPU30HTa/IbHOE pacnpoCTpaHeHne B CeTHu.

3anpeTuTb BXOAsALLME CeTEBbIE MNOAK/NIOHEHUS.

Mpy BKAKOYEHUM AQHHOW onuuu BCce BxogAwme TCP-nogkatodeHua OyayT
oTBepratbCA. EC/M areHT He BbINO/IHAEGT pO/ib cepBepa B MHPOPMALMOHHOW CUCTEME,
TO B Len1Ax 6@30MacHOCTM BCe BXOAALME MOAK/IOHEHNA K HEMY MOXHO 3anpeTuThb.

OTnpaBaATb cobbiTuA ICMP.

Mpy BKAKOYEHUM AAHHOM ONLMM B MOTOK COObITUIM ByAyT BK/AKOYATLCA COObITUA
CeTeBOro B3anmMoAencTeusA no npotoxkony ICMP.

IP-agpeca kaueHToB, DNS-3anpocbl KoOTOpbiX He ob6pabaTbiBaloTcA U

UCK/IOYAOTCA U3 Te/1IEeMETPUMN.
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Cnucok IP-agpecos, a41A KoTopbix DNS-3anpochl (MCXoAsALmMe KAMEHTCKUE U
BXOAfALLME CepBEPHbIE) U COOTBETCTBYIOLLME OTBETbI HA HUX He 0OpabaTbiBalOTCA U

6€38038paTHO MCK/TIOYAKOTCA U3 TE/IEMETPUN.

6.8.3. Mpoduiu konmpons USB

Mpodwnan KoHTpo/1Aa USB n03BOAAIOT yNpaBAATb Pa3/IMHYHbIMKU yCTPOMCTBAMM,
NpUCOeAMHAEMbIMU K KOHEYHbIM TOYKam nocpeactsom USB-uHtepdenca. KoHTpob
OCYLL,eCTBAAETCA KaK Haj, OTAE/IbHbIMU YCTPOMCTBAMM, TaK M HAA UX K1acCaMu:

1) HakonuTenw;

2) Mepua-yCcTpoWcTBa;

3) MNpuHTEpDI;

4) CKaHepbl;

5) BecnpoBoOAHble yCTPOMCTBA U T.A4,.

Moa ynpaB/eHMEM TMNOHMMAETCA 334aHWe pPas/IMYHbIX paspelleHuin aAnA
BbIOpaHHbIX YCTPOWMCTB, Hanpumep, Ha YTEeHWe, 3anucb, 3anyck u T.4. lpun 3Tom B
noToke cobbitui byayT GopmupoBaTbCcA COObITUA, CBA3aHHbIE B TOM 4Muc/ae C
HapylleHWeM paspellatoller Mo/MTUKKU, Hanpumep, MNO0/1b30BaTe/Ib MOMbITAETCA
3anycTuTb nporpammy ¢ USB-HakonuTensa npu Ha/iM4ymu COOTBETCTBYIOLEro 3anperta
Ha 3anyckK, 4To npuBeaeT K GOPMMUPOBAHMIO COOBLITUA Ha CTpaHULLe AKTMBHOCTb UK
Ha cTpaHuue UHLUMAEHTBI, eC/M BbiOpaHa COOTBETCTBYOLWAA KPpUTUYHOCTb (CpeaHaAs
WY BbILLE) A4/18 3TOrO COBbITUA.

A OCTYMNHbI C1eAyHOLLME TUMbI COOBITUI:

1) YcTpoincto USB noak/to4eHo;

2) YcTpowictBo USB OTK/OYEHO;

3) 3aduKcMpoBaHa 3anpeLLeHHas NomnbITKa YTeHUs;

4) 3adurKcMpOoBaHa 3anpeLLeHHas NomnbITKA 3anucy;

5) 3apuKCMpoBaHa 3anpeLyeHHasa TMOoMbiTKa BbINO/IHEHWUA  YNPaB/AIOLLErO

3anpoca;
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6) 3aduKCMpOBaHa 3anpeLLLeHHanA NOMbITKA 3anycKa UCNo/IHAemMoro daiina;

7) CTaTUCTUKA YTEHUSA/[3aNNCHU AaHHBIX.

CmpaHuya «I[poduau kKoHmpona USB»

Ha ctpanuue NMpoduam koHTposa USB oTtobparkaetca Tabamua c npodpuaamm
CO C/1eAyoLwmMmMn CcTonbuamu:

1) KHonKa BbIbOpa 3/1eMeHTa;

2) HasBaHue npodus;

3) MpuBA3aHO areHTOB (MOKAa3blBaeT, CKO/IbKO areHTOB paboTaeT C 3TUM
npoduiem);

4) YnpaB/ieHue (COAepKUT KHOMKU yripaB/eHusa npopuiem).

Ha cTpaHuLe MOXKHO BbINO/IHUTB C/1eAytoLLIne OnepaLum:

1) Ao6aBaaTb Nnpoduan KoHTpoas USB;

2) NepepgaTtb areHTam Bce Npoduan, CO34aHHbIE U COXPaHEHHbIE Ha CTPaHULe,
a TaKXe oTAe/IbHbIN NPOPU/b;

3) PegaktupoBaTb HazBaHue Npodus;

4) Yaanutb npodusb.

Y106bl 406aBUTL TPOPU/L, HEOBXOAMMO HaKaTb MO MKOHKe Il

OTKpoeTCA OKHO, NpeACTaB/eHHOE Ha pUCYHKe 83.

[obaeuts npodunb X

HazeaHwme *

bazoewlii npoduns

PucyHok 83 — OkHo go6aB/eHusa npodpuaa
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ObAa3aTenbHOM A/1A 3ano/HEHUA AB/AAETCA CTpoka HasBanue. MOXHO
£,06aBUTb 110OOM 13 paHee co3aaHHbIX Npoduaen B Kayectse 6asoBoro npoduia, HO
3TO AencTBUe ABAAETCA HeobA3aTe/IbHbIM.

ANA pefakTUPOBaHUA MMeHU NpoduaA HeOHBXOAMMO HaxKaTb Ha CTpaHuLe

Mpoduamn KoHTpoaAa USB no MKOHKe © B CTPOYKE HANpOTUB NMPOPU/IA, UMA KOTOPOro
TpebyeTcA U3MEHUTb, NOC/1e Yero OTKPOETCA OKHO peAakTUPOBaHMA UMEeHU NpoduAa,

npeAcTaB/ieHHOE Ha pUCyHKe 84.

PepaktnpoBate npodwnnb ®

Man

test_ams

PucyHok 84 - PegakTupoBanune umenun npodpuas

Nocae nsmeHeHnA uMeHn Nnpoduia TpebyeTcA HaxaTb MO MKOHKe COXpaHUTb,

nocsae yero npodu/b € AAHHBIM UMEHEM NMOABUTCA B CMUCKE npoduaen.

Ana  yganeHna npodmas  HeOOXOAMMO  HaXKaTb  KHOMKY nAn
BOCMNO/1b30BaTbCA FPYMNMnOBbIM YAa/leHUEM, Bblge/MB COOTBETCTBYHOLWME NpOoduaun u

Ha)aB KHOMKY YAanuTb BblbpaHHble npoduaun.

CmpaHuya «[podunb kKoHmpons USB»
CrpaHuua Npoduab KoHTpoaa USB pasaeneHa Ha 4Be OCHOBHble 061acTu:
1) Ba3oBble HacTpoliKY;
2) KoHurypaumm KoHTpoia USB-ycTpoONCTB.
Ba3zoBoM HaCTPOMKOM ABAAETCA TO, BK/IKOYEHa /K nogcmnctema KOHTpoa USB-

YCTPOWCTB WM HET. BK/ItOYEHUE BbIK/OUYEHWE OCYLLLECTB/AETCA C NMOMOLLBbIO KHOMOK

Lo}
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B o06nactv KoOHPurypauum KoOHTposA USB-yCTPOMCTB NO  YMO/AYAHUIO

npeAcTaB/ieHbl 06LLMe YHUBEPCA/IbHbIe KOHOUIypauum yCcTpoUCcTB (CMOTPU PUCYHOK

85).

Mpo¢uae koHTpos USB Hatop o ywonuawwe
Bazosble HacTpoiiku
P 03.06.2024, 15:31:34 (HET AaHHBIX)
Pazpewensie paboTsl noachcTens: korTpons USB-ycrpoiicre (O @D ave s nons3o8ATEN
27.06.2024, 12:00:53 shift
BPEMA H3MEHEHAR MONE308ATEN
Kondurypauum kontpona USB-ycrpoiicte
Tun Yerpoiietao Pazpewenms Ynpaenenme
Hakonuenn Hakonutenu [ Nanmeiit socryn )
Media KaMepsi, ayAWOKSpTSL, 3Ya/KOHBERTOPEI [ o aocryn
Mpusiepet Mpusepul [ Nonseai pocryn )
Cramepst Ckateps! =
Wireless Becnposoansie ycpoficTea [ Nanmeai socryn )
€DC or Mobile KOMMYHIIKALMOHHBIR YCTPOVCTEA M MOGWAL Hble TenedoHs! [ o socryn |
HID YCTpoficTea B2aMMOARACTENA € NOML30BETENEM [ Nonmsai socryn
Lpyrie Mpovse ycrpoiictsa [ Nonradi socryn]
th &

PucyHok 85 — NMpoduab KoHTpoaa USB — Habop no ymoayaHuto

Monb3oBaTe/Ib MOXKeT A006aBUTb YHUKA/IbHYIO KOHOUIypaLmiO, Ha*KaB KHOMKY
Ao6aBuTb npaBuao. OTKpoeTcA OKHO Co3gaHne npaBuaa KOHTPo/A ycTpoincTea USB

(cm. pucyHOK 86).
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CozpaHue npaeuna koHTpona USB-ycrpoiictea x

YHUKaNbHBIA ngeHTudukatop () *

AWTE 2

TN KOHTPOAMPYEMOro yCTpolicTea *

PazpewweHuA

© 3abnokmpoeaxo
MonHeIA gocTyn

PucyHok 86 — Co3aaHue npaBusia KOHTpoasa USB-ycTpoiicTs

34ecb Hy)XHO BBeCTM uHbOpMaLMIO OO YHUKAZbHOM UAEHTUPUKATOpe
ycTpoiictea B popmate VID _PID_MI_SERIAL (VID - ngeHtTudmKaTop npomssoautes,
PID - ngeHtudmkatop npoaykta, Ml — Homep uHTepdeiica, SERIAL — cepuiiHbin
HOMep YCTPOWCTBA) W/AM rpynnbl ycTpoicte B  ¢opmaTte VID _PID_MI, 3Ty
nHpopmaumto 06 yCTPOMCTBAX MOXKHO Y3HATb Ha CTPaHULLe AKTUBHOCTb B COObITUAX
Tuna KoHntposb USB. flanee cieayeT BbIOpaTh TUN KOHTPO/MPYEMOro YCTPOMCTBA U
A06aBUTL HeobxoaMMmble paspelleHus, MO  YMO/MaHUI0  YCTPOMCTBO Oyaer
3a6/10KMPOBaAHO.

BO3MOHO YCTaHOBUTb C/1e4ytoLLne pa3peLLeHna:

1) BOKMPOBKa;

2) Ha uTeHue;

3) Ha yTeHue 1 3anuch;

4) Ha 3anyck nporpamm;

5) Ha nosyveHue cTaTUCTUKKM Onepauuii BBOAA/BbIBOAaA.

34ecCb e MOXKHO HAaCcTPOUTb KPUTUYHOCTb A/19 HEKOTOPbIX cobbITMin ¢ USB-

YCTPOMCTBOM:
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1) YcTponcto USB noak/1t04eHo;

2) YcTpotictBo USB 0TK/04YEHO;

3) 3aduKCHMpoBaHa 3anpeLLeHHas MoMbITKA 3anucy;

4) 3adpuKCcMpOBaHa 3anpeLleHHasa MomMbITKa 3anycka MCnosHaemoro ¢ariia
(TOAbKO A/1A HakonUuTeNen).

Mpu BbIBOpe KPUTUHHOCTU OT YpOBHA CpeaHAs U Bbille B Nporpamme byaet
CO3/.aH MHLUAEHT, KOTOPbI 0OTOBPasUTCA Ha CTpaHuLe NHLUMAEHTBI.

/1A 3aBeplueHna onepauum no A06aB/eHUIO NpaBu/Ia HeOHXO0AMMO HaxKaTb
KHonky Co3aaTs.

YHUKa/IbHble KOHUrypaLum, B OT/IMHME OT YHUBEPCA/IbHLIX (OHM BblAENAIOTCA

KeNTblIM LBETOM Ha CTPaHuULE), MOMHO YyAaaATb, A/]A 3TOr0 B CTPOKe C

KOHdUrypaumei npucyTCcTByeT KHOMKa ' MM MOXHO BOCMO/1b30BaThCA FPYMNOBbIM
yAaNeHUeM, BblAe/IMB HYXKHble NMPaBKu/1a U HaXKaB KHOMKY YAanuTb BbiI6paHHbie.

ANA peaakTMpoBaHuA ObIX KOHOUIypaLui B KaXA0M U3 HUX NPUCYTCTBYET

KHOMKa

Ana nepeaaum nsmeHeHul B npoduae areHTam TpebyeTca HaxKaTb MO MKOHKE
8, noc/ie yero OTKPOETCA OKHO MOATBEPXKAEHUA AEeUCTBUA, MpeACTaB/€HHOE Ha

pUCyHKe 87.

Moarte ep>xKaeHne ae NCTBUA

MpumeHeHue NpodWnA K areHTam

MoareepauTs OTtMmeHa

PucyHok 87 — MogTBepxaeHne AeincTBUA NPpUMEHEHUs npoduis
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Mocae TOro, Kak No/b30BaTe/Ib HAXKMeT Mo UKOHKe MoaTBepauTb, Npodu/b
byaeT NpUMEHATbCA A8 HA3HAYEHHOrO areHTa.

AnA NpuMeHeHuA Bcex npoduaen, UMeKLWUXcA Ha cTpaHuue TNpoduam,

BO3MOXHO Ha*XaTtb No UKOHKe ﬂ

Ha cTpaHuye npodwmaa ummeeTca BO3MOXKHOCTb A8 MMMNOPTa/aKCnopTa

AaHHbIX M3 npoduaAa B popmare txt:

ch y
— — 3KCNOPTUpPOBaTb Npodu/b B pana dopmara txt;
- — UMMOPTUPOBATb AaHHble U3 daiina B npoduab (bopmar txt).
KoHdurypaumm B npodusie MOKHO aKTMBMPOBATb M AE€AKTUBMPOBATbL MO

OTAE/IbHOCTU  UAW  Tpynnoi. /[nA  BbINO/NHEHMA onepauuii MNo  OTAE/bHOCTU

MCMNO/Ib3YKOTCA  KHOMKU  [leaKTMBUPOBATb/AKTUBUPOBATb (O/ ). Kaxpan

onepauusa TpebyeT noaTBepxKAeHuA. [nA  aKTMBAUMM/AEAKTUMBALMKM  FPYNMbl

KOHUrypaumii Heob6xoaAnMMO OTMETUTb UX G/1arom () M HaXaTb KHOMKY rpynnoBoro

~
nNpUMeHeHUA AKTMBUPOBATb BblOpaHHbIE 3/1€MEeHTbI (.) i fleakTMBUpPOBaThb

BblGpaHHbIE 3/1eMeHTbI ( )-

Boicmpoe co30aHue KoHpuypayuii KoHmpoaa USB Ha cmpaHuye «AKmugHOCMb»

AnAa cobbiTU, UCTOYHMKOM KOTOPbIX ABAAETCA MOAY/b KOHTpoaAa USB,
KOHPUrypaLumMoHHOe npaBu/10 MOXKeT ObiTb ao0b6aBaeHO C MOMOLLbID MacTepa
co3ganua npasua ana USB-yCTpOMCTB Ha CTpaHuLe AKTUBHOCTb. [1/19 3TOrO B KaxKA0M

CTPOKe CcObbITUA, UCTOYHUMKOM KOTOporo Asasetca KoHtposb USB, npucyrtcreyer

KHOTMKa . HaxkaTre KHOMKK OTKpbIBaeT OKHO MacTtep co3gaHusa npasua gna USB-
YCTPOMCTB C MpeA3ano/IHEHHbIMM  MO/AMM  YHUKa/bHBIM ~ MAEeHTUPUKaTop
(VID_PID_MI_SERIAL), Tun ycTpoiictBa 1 mnosem Mpo¢duib, B KOTOPOM MONKHO
BbIOpaTb npoduab ANA COXpaHeHuAa npaBuaa. [Ipu HaxaTuu KHOMKku [lanee
OTKpbiBaeTcA OKHO Co3gaHue npaBuia KOHTpoaAa USB-ycTpoiicTBa, B KOTOPOM
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HeobXO0AMMO yYCTaHOBWUTb paspelleHusa  AaA  BblbpaHHOro  yCcTpomncTBa. /AAA
3aBepLUeHUs onepauuu HeobXoAMMO HaxKaTb KHOMKy Co3gaTb, NOC/ie Yero HoBaA

KOHPUrypauma noABUTCA Ha CTpaHuLe BbIbpaHHOro npodwuia KoHTposa USB.

6.9 NMapamempeol
6.9.1. [lonb3oeamenu
B pa3sgene [losnb3oBaTtennM agMUMHUCTPATOP MOMKET MNpPOCMaTpuUBaThb
MHPOpMaLMIO O MO/b30BaTe/NAX, CO34aBaTb W  yAd/NATb Yy4yeTHble  3arnucu

Nno/ib30BaTe/1en, a TaKKe U3MEHATb NapaMeTpbl YYeTHbIX 3anncen no/b3oBaTesen.

O6wasn uHpopmayus o cnucke nosnb3osameel

B pa3sgene Tosb3oBaTtenuM nokKasaHa  wuHbopmauma o060  Bcex
3aperncTpuMpoBaHHbIX B [lporpamme no/sb3oBaTe IAx.

/laHHble O N0/1b30BaTe/NAX NpeACcTaB/IeHbl B Tab/MYHOM BUge (pUcyHOK 88).

Tab/vua cogepKuT cleayrolme nossa:

1) Um#A nosb3oBaTens;

2) NocsegHee BpeMA BXOA3;

3) Ums;

4) Pamunus;

5) Email;

6) Posb;

7) CraTyc;

8) YnpaBseHue.
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PucyHok 88 - Pasgen «lMosnb3oBaTenn»
MUmAa nosb3oBaTensa — COAEPXUT /I0MWH, MO4 KOTOPbIM M0/1b30BaTe/lb

3apeructpuposad B [lporpamme. Ecam  noab3osatesnbs AsndetcAa  LDAP-

no/ib3oBaTe/z1IeM, TO NOMe4YaeTcA 3Ha4YKOM f:”. [lpy 3TOoM LDAP-nosb30BaTe/ib MOXeT
ObITb CBA3aH ¢ nosb3oBaTesieM EDR. Takol no/sb30oBaTe/lb CMOXKET BOUTU KaK Moy,
y4eTHOM 3anmcblo, CO34aHHOM B pa3aesie MNosb3oBaTenu, Tak U C y4eTHbIMU AAHHBIMU
LDAP-no/sb3oBares.

NMocneaHee Bpemsa BXxoga — COAEPXKUT AaTy U BpemMsA MNOC/1eAHEro BXopaa
no/b3oBarte/s.

Umsa — cogepUT UMA, KOTOPOE NO0/1b30BaTe/b YKa3a/l Npu perucTpaLum.

Pamuana - copgepxut damuanio, KOTOPYHO MO/b30OBaTe/b yKasan Mnpwu
perncTpauuu.

Email — 3/1eKTpOHHbIM MOYTOBbLIM agpec, yKa3aHHbl MO/b30BaTe/sIeM MNpu
perncTpauuu.

Poab — OyHKUMOHaZbHAA po/b Mo/ab30oBaTesA (MpegycMOTPeHbl 3 poAu:
AAMUHUCTPATOP, AHA/IMTUK, OnepaTop NoUCKa yrpos).
Cratyc ¥ YnpaB/eHue — B YKa3aHHbIX MO/IAX COAEP)KATCA KHOMKU A/1A

M3MEHeHUA NapamMeTPOoB Y4eTHbIX 3anucer no/b3oBaTe/1en.
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B BepxHeM 4acTM OKHa Hag Tabsiuuen cogep)kaTcA CTPOKM AAA MOMUCKA
no/ib3oBaTe/1en No napameTpam duabTpauuu:

— MoKa3sbIiBaThb NoO;

— UmsA noab3oBatens (10rvH);

— Ums;

— ®amuaus;

— Email;

— Poab nosb3oBaTtens;

Kaxkgaa cTpoka Tabavubl COAEpXWUT AONONHUTE/IbHYIO WHbOpMaLMi o
ceccmAx no/sb30BaTe A, A48 ee NpoCMOTPa He0bxXoAMMO HaxKaTb /IKM Ha 3Ha4oK *. B
c/lyyae, ec/iM y no/b3oBaTtens Obl/iM aKTUBHbIE CeCCUM, OHU ByayT MOKa3aHbl HUXKe

CTPOKMU. [10 yMO/HaHMIO OTOBpakaeTcs TO/IbKO Noc/ieaHAnA ceccun (puc. 89).

Bpema cosganuna: 01.04.2021, 11:12:10

IP agpec: 192.168.113.1

Bpaysep: Chrome

OC: Windows

User agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

PucyHok 89 — MHpopmauusa o ceccuax nosnb3oBaTens

ANA pacKpbITUA AaHHbIX MO BCEM CeCCUAM C/leayeT HaxaTb KHOMKY Bce ceccum
nosb3oBaTenA. B OkHe ceccum oTobpaxkaetcA uHbOpMauMA MO  C/AeayroLnUMm
napameTtpam: Bpems co3ganus, IP agpec, bpaysep, OC 1 User agent.

Bpema co3panua — gaTta v BpeMA BXOga B YH4E€THYIO 3anuncb Nno/1b3oBaTe A A/
BbIOpaHHOM ceccum.

IP agpec - ip-agpec YyCTpOMCTBa, C KOTOPOro Obl/1 BbINO/HEH BXOA,
no/b30BaTe/NA 4/1A BbIOpaHHOW ceccum.

Bpaysep - 6pay3ep, 13 KoTOporo 6bia BbINO/AHEH BXxo4 B [lporpammy anAa

BbIOpaHHOM ceccum.
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OC - onepayMoHHasA CMCTeMA, MOy, yrpaB/1eHMEeM KOTOPOM BbIMO/HA/CA 3aMyCK
6paysepa g/1a Bxoga B [porpammy.
User agent — B nosie otobpakaeTca HanMeHoBaHWe HGpay3epa, C MOMOLLbLO

KOTOPOro BbINO/IHAETCA BBBVIMOAQVICTBVIE C aréHToM.

U3meHeHUe napamempoe yyemHsix 3anuceli nosbzosameseli
ABa nonsa Tab/MuUbl C y4YeTHbIMM 3aMUCAMM TO/b30BaTeNel cogepKaTt
A,0MO/IHUTE/IbHbIE KHOMKM A/1A YNpaB/IeHWA NapameTpamMu y4eTHbIX 3anucen: CtaTyc u

YnpasseHue.

NpumeyaHue

9
LJd

KHonKKM ynpas/sieHunsa u 6/10KkMpoBaHMA/pa3b/10KMpOBaHMA aKTUBHbI TO/IbKO
ANA NO/b30BaTeIel, Boweawmnx B [lporpammy nog y4eTHOM 3anucbio

afAMUHUCTpATOpA.

B nosne Cratyc HaxopATcA KHOMKU 3abs0kupoBaTbh/Pa3b/10KupoBaTh
nosb3oBatensa ©/ | ¢ NOMOLBIO KOTOPbIX aAMUHUCTPATOP MOMET BpPEeMEeHHO
3anpeTuTb WK paspeLunTb TOMY WM MHOMY MO/1b30BaTeNto paboTtaTs ¢ [Iporpammori.
OnuuAa O/A0KMPOBaAHMA HENMPUMEHMMA MO OTHOLUEHUKD K CBOEM YYeTHOM 3amnucu.
Mpouecc 6/0KMPOBAHMA MO/b30BATeNA 3allMLEH OT  C/lYyYaWHbIX  HaXaTui
HeOBXO0AMMOCTbIO MOATBEPXKAATb AelcTBMe 6/10KMpPOBaHMA/pa3b/loOKMpPOBaHMA B
OT/AE/IbHOM OKHe.

[Mocne noaTBepXAEeHUA oOnepaumm B HUXKHEM 4YacTM OCHOBHOrO OKHa
Mporpammsl noAB/IAETCA coobuieHne Moab3oBaTtesnb
pa36/10kMpoBaH/3a6/10KMPOBaH.

B nose YnpaBaeHue HaxoaATCA KHOMKM PegakTupoBaTb nMo/sb3oBaTens -

C6pocuTb Naposb ' 1 YaaAuTb NO/Ab30BaTeNs <.
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AnAa 3abNOKMPOBAHHOrO MO/b30OBATENA aKTUMBHbI OyAyT TO/NBKO KHOMKM
yAa/ZleHUA Mo/b30BaTe/Id U peAakTUpoBaHuA. [lonb3oBaTens LDAP moxeT ObiTb
yaaneH c cepsepa EDR, ecin Ha cepBepe LDAP oTK/tO4eHbI BCE MHTErpaymu.

[py HakaTun KHOMKM PegakTupoBaTb NMo/b30BaTe/NIA OTKPbIBAE€TCA OKHO, B
KOTOPOM MOHO M3MEHUTb UMA U PaMUAUIO MO/b30BaTe/IA, agpec 3/1eKTPOHHOM
MOYTbI, @ TAKXKe pO/ib BbIOPAHHOrO N0/Ib30BaTe/A.

Onuua M3MeHeHUA po/IM MO/Ib30BaTe/IA He MPUMEHARTCA MO OTHOLLUEHUIO K
COBCTBEHHOM YyYeTHOW 3anucu. [NA COXPAHEHUA U MNPUMEHEHUA U3MEHEHHbIX
napameTpoB Heob6XOAMMO HaKaTb KHOMKy CoOXpaHUTb. [py Ha)KaTuUM KHOMKM
C6pocuTb Mapo/b OTKPbLIBAETCA OKHO, B KOTOPOM A/1A COpoca TeKkyliero napoAas
BbIOpaHHOMY NMO/1b30BATE/NIO C/1eAYET HaXKaTb KHOMKY BbInoAHUTD

Ccblika Ha cOpOC MapoaAa OTNpaB/AETCA MO/b30BAaTe/I0 HA YKAa3aHHbIM Npu
perucTpauumn agpec 3/1eKTPOHHOM MnouThl. /fasnee no/ab3oBaTe/b MEpPexoauT Mo
OTMNPaB/IEHHOM CCbl/IKE, MOC/1e Yero BBOAUT HOBbIM Mapo/ib U NOATBEPKAEHWE Napo/iA
B OKHe C6bpoc maposs (puc. 90). Mapo/b AO/MKEH COOTBETCTBOBATH MpPaBW/aM

A06aBneHNA napoAs.

E] E;rotect E D R

CBpoc napona

PucyHOK 90 — OKHO BOCCTAHOB/IEHUSA NMAPO/IA NO/b30BaTe A
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Moc/ie BBOAA 3Ha4Y€HMM HOBOrO Napo/A U ero NoATBEPKAEHUA HEOB6X0AUMO
HaxkaTb kHonky ST, NMocsne 3aBepuieHua onepaumn cbpoca naposs
No/Ib30BaTe/Ib CMOXET BOMTU B CBOKO YHETHYHO 3anMChb C HOBbIM Mapo/IeM.

[Py HaXkaTUM KHOMKK YAa/MTb NO/b30BaTe/IA OTKPLIBAETCA OKHO, B KOTOPOM
ANS yAa/leHUA YYeTHO 3anmncu BbIBPaHHOro No/b30BaTeNa c/eAyeT HaXaTb KHOMKY

BbInOAHUTD.

Co30aHue yuemHoii 3dnucu no/zb3oedmenn

B HW)XHEM 4acTu naHe/M agMWHUCTPUPOBAHMA HaxoamMTcA KHomka Co3paTtb
no/b3oBaTeA. [Ipy HaXKaTuM KHOMKKM OTKPbIBaeTcA OKHO Co3AaTh NO/b30BaTe .

Ana pobassieHUA no/sb3oBaTesd HeOObXOAMMO 3ano/HUTL B OKHe Co3aaTtb
no/ib3oBaTe/IA C/1eAytoLLne no/A:

— Um#A nosb3oBaTens,

— Aapec 3/1eKTPOHHOM MOYTbI;

— Ums;

— ®amuaus;

— HoBbi1 napob;

— NoBTOpUTE Napob;

— Ponb.

/NA 3aBepLUeHNA perucTpauumu HOBOro No/b30BaTe A C/1e4yeT 3ano/IHUTb BCe
nosa BBoga. B none BBoga Agpec 3/1€KTPOHHOM NoYTbl He06X0AMMO BBECTU agpec
3/1eKTPOHHOM no4Tbl Buga login@domain. Aasa Toro, 4To6bl OTOOPA3UTHL/CKPBITH
CMMBO/Ibl, BBOAMMbIE B N0/1A HoBbIM napo/b 1 [MMoBTOpUTE Mapo/b C/egyeT HaxaTb
KHOMKKM © | &,

B HwmKHelr 4YacTM OkHa Co3aaTb nNo/b30BaTeNA MpuBEAEHbl MNpaBuAA
dbopmMmMpoBaHMA NaApoAA:

—Napo/lb He AO0/KEeH COBMagaTb C MMEHEeM M0/b30BaTeNId WU APYron

nepcoHanbHOM MHPOpMaLMen uam BbiTb C/IMLLIKOM NMOXOXKMUM Ha HeéE;

PykoBoaCTBO agMUHUCTPATOpa MO YCTaHOBKe 1 3Kcnayatauuun RT Protect EDR
Bepcus 1.0.28 om 09 utoHs 2025




— Mapo/lb A0/IKEH COAEPKATb KAK MUHUMYM 12 CUMBO/I10B;

— NMapo/b He MOKeT ObITb O4HMM U3 LUMPOKO PACNpPOCTPaHEHHbIX Napo/iew;

— Mapo/lb He A0/IKEH COCTOATb TO/IbKO U3 LUPP.

A/1A NOATBEP}KAEHMA 3HAYEHUM, YCTAHOB/IEHHbIX A4/19 HOBOM YYeTHOM 3anmcu

No/Ib30BaTe 1A, HEO6X0ANMO HaxaTb KHoMKy KEEd,

CoobujeHus aOMUHUCMpPAamopy npu 8800e HEKOPPEKMHbIX 3HAYeHUll

[p1 BBOAE AAMMHUCTPATOPOM HEKOPPEKTHbIX AaHHbIX B MO/AX OKOH
PepgaktupoBatb nosb3oBatena 1 Co3paTb no/b3oBaTena [lporpamma BbIBOAUT
coobueHma o6 owmnbKax.

Ecam nonb3oBaTe/1b OCTaB/AET B yKa3aHHbIX BblLLe OKHaX XOTA Obl 04HO nycToe
rno/ie BBOAQ, TO BbIBOAUTCA cooblyeHure (puc. 91). Takoe ke coobLLeHNe BbIBOAUTCA

BO BCeX NMo/Ax, Tpebyrouwmx BBoga MHGopmauuu.

MR (1) II

PucyHok 91 - CoobLyeHure o nycTom no/e BBOAa

I'Ipm HanncaHMM B MNO/1€ BBOAAQ MmAa nosb3oBaTtenAa 3HAYEHUA UMEHU
no/b3oBaTte/14, MUAEHTUYHOIo Y& COXpaHEHHOMY B I'Iporpalvwle, BbIBOAUTCA

coobLLLeHne O TOM, YTO M0/1b30BaTe /b C TAKUM MMEHeM yxKe cyliecTyeT (puc. 92).

KMMA NonsL20BaTEN?
® [loNL30BaTENb C TAKMM UMEHEM YKe CYLLSCTEYET.

PucyHok 92 - CoobLyeHune 0 cOBNageHMn MMeHU no/ib3oBaTe s
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Mpu BBOAE MO/b30BaTe/IéM HEKOPPEKTHOrO agpeca 3/1eKTPOHHOM MOYTbl B
nose Beoga Email B HUxKHel yacTv okHa PegakTupoBaTth nosb3oBaTens uav Co3aarb
no/b30oBaTe/NIl BbIBOAWUTCA COODOLleHMe O HeobXOoaMMOCTM BBOAa MNPaBW/IbHOIO

agpeca 3/1eKTPOHHOM NoYThl (pUc. 93).

sd@dsdf ®

PucyHok 93 — CoobLyeHune 0 HenpaBW/IbHOM agpece 3/1eKTPOHHOM NMOYTbI

Ecam BBeAEHHblﬁ napo/ib He COOTBETCTBYET OAHOMY WM HECKO/IbKUM
YKa3aHHbIM B NMYHKTE O npaBuW/i1am, TO B HMXHEM 4YaCcTU OKHa NOABUTCA COOGU.I,GHVIG, B

KOTOpPOM ByzeT yKa3aHO HapyLleHHOe NMpu CO34aHnM Napo/is npasua (puc. 94).
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PucyHok 94 - Mpeaynpexaatouiee cooblieHme npy BBOAE HEKOPPEKTHOIO Napo/is

Mpy BBOAE OTAMYHBIX APYr OT Apyra 3HayeHui B nosaAa HoBbiii napo/b u
MoBTOpMTE nNapo/sb B HMXKHEM 4YacTM MNo/jek BBOAA MOABUTCA coobuieHne o

HeCOBMajEeHUN BBEAEHHbIX Napoeit (puc. 95).

PucyHok 95 - CoobLieHne 0 HecoBnageHuu napoeit
MpyY BOCCTAaHOB/IEHMU MAPO/IA MO CCbl/IKE, OTMPAB/IEHHON aAMUHUCTPATOPOM,

nocsne BBOAA MO/Ib30BATE/IeM HEKOPPEKTHbIX 3HayeHui B no/ss BBeguTe HOBbIN
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naposnb u [MoBTopuTe naposb B OKHe C6poc mapoaa 6yayt oTobparkaTbcA

COOOLLLeHNA, MAEHTUYHbIE YKa3aHHbIM Bbile (prc. 96).

It EDR

CHpoc napona

A

o
FEREEEEERE R £

COXpaHHTL

PucyHOK 96 — BBOg HEKOPPEKTHbIX 3Ha4YE€HUI Npu cbpoce napoas

CoobuweHna o6 owunbkax, KoTopble Bblgaetr [lporpamma npu BBOAE
HEKOPPEKTHbIX 3Ha4YeHUI Napoa, 6yayT MAEHTUYHBI TEM, KOTOPblE MOTYT BO3HUKHYTb

Npuv BBOAE NMNapo/1A U €ro nogTBep>xK4€HNA B OKHE COBAaTb no/ib3oBaTe/iA.

r BakHO
I.J Ecan B TeyeHme 12 YacoB Mo/ib3oBaTe/Ib [IporpamMmmbl BbIMO/HUT 20 UK
60/1€e HeygayHblX MOMbITOK BXOAQ, TO €ro ydeTHaA 3anucb bOyaer
3a6/10kMpoBaHa. B 3ToM c/1y4ae pas3b/10KMpOBaTb TAaKOro no/b3oBaTe/1a

CMOMeT TO/IbKO agMUHUCTPaTop [porpammsl.

B 06s1acTn MapameTpbl OCHOBHOM NaHe M [porpaMmbl HAXOAATCA CaeayroLme

pa3gesbl: XypHan geictuit, AMCTpUbYTUBBI 1 /IMLLEH3UPOBaHME.

PykoBoacTs MUHUCTPAT M TaHOBKe U 3KkcnayaTaumu RT Protect EDR FIR
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Pasgenbl coaep)aT mnapamMeTpbl HAcTPOWKM [porpammbl, /MLEH3UIO,
NMOC/NEAHIO BEPCUI0 areHTa, XXYpHa/s CoObITUI, CBA3aHHbIX C MWHUMAEHTaMU

6€e30MacHOCTH, YHETHbIMM 3aNMCAMM MO0/Ib30BaTe/1eN U AENCTBUAMM C areHTaMMU.

6.9.2. )KypHan Oelicmesuli nosbzosameseli

Ha ctpanuye MXypHan pgenctBui no/b3oBatesnied B Tab/AM4HOM BuAe
npeacraBseHa uHPopmauma O  AEUCTBMAX  MO/b30BaTesel:  aHA/IMTUKOB,
a/,MUHUCTPATOPOB M1 ONepaTOPOB MNOUCKA yrpo3.

CobbiTnA Tabauubl MOXHO ¢GUABTPOBATb MO KO/MYECTBY OTODOparkaembix
cobbitnit  (puabTp TMoOKasbiBaTh MO), UMeHU nosb3oBaTena (duabtp HmsA
no/sb3oBaTe s ), po/v no/b3osartens (puabTp Posb), TUNY AeNCTBUA, COBEPLIEHHOrO
nosb3oBaTteseMm (¢uibTp Tun NoO/Ab30OBaTeNA), a TaK¥Ke BbIMO/IHATL TMOWUCK MO
COAEPKUMOMY AENCTBUA.

B ¢uabTpe MOMCK nMO coAepXUMOMY AEUCTBUA MOXKHO BBOAUTb MO/A,
cogepkawmeca B onvcaHuu genctema B JSSON-popmare.

Bce BO3MOXHble AeNcTBMA MoO/sb30OBaTesel, oTobpaxkaemble B Tabauue,
pasge/ieHbl Ha TUMbl U MOATUIbI:

ABTOpM3aLMA NO/b30BaTeANA:

1) Bxog B cuctemy;

2) Bbixog, 13 cucTembl;

3) BbIx04 13 CMCTeMbl Ha BCeX YCTPOMCTBAX.

PaboTa c nosb3oBartenem:

1) Co343aHue HOBOrO M0/1b30BaTe/IS;

2) Mi3meHeHWe Napo/s No/b30BaTe/Is;

3) YaaneHue nonb3oBaTe s U3 CUCTEMb;

4) BAoKMpOBKa No/b3oBaTe/s;

5) Pa36/10KMpoOBKa no/b3oBaTe/is;

6) 3anpoc CCbI/IKK AaA cbpoca napos;
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7) CObpoc napo/s nosb3oBaTeNs;

8) PegakTupoBaHue no/ib3oBaTes.

PaboTa c areHTom:

1) OTMeHa BepudUKaLMU areHTa;

2) PefaKTMpOBAHUE areHTy;

3) lob6aB/ieHWe areHTOB B rpynmy;

4) YaaneHve areHToB U3 rpynnbl;

5) BepudurKauma areHTos;

6) OTNpaBKa KOMaHAbI AreHTy;

7) OTnpaBKa KOMaHAbI rpyrre areHTos;

8) 3arpy3Ka HOBOro AucTpubyTMBa areHTa Ha cepsep;

9) Yaanenue auctpmubyTuBa areHTa C cepeepa;

10) CeTeBas M30/1ALMA areHTOB;

11) Bblk/ItoveHMe GYHKLMM 3aLUUThI areHTOB;

12) BbIK/tOYEHME aBTOMATUHECKOrO OOHOB/IEHUS areHTOB;
13) BbIK/OYEHWE CcOonOCTaB/IeHMA € 30/10TbIM 06pasom;

14) BbIK/ItOY€HME NapO/1bHOM 3aLLUTbI OT YA3a/1€HWUA areHTOoB;
15) CHATME CETEBOM U30/IAILUN areHTOB;

16) Br/toueHre GYHKLUM 3aLUTbI areHTa;

17) BK/OUYEHME aBTOMATUYECKOrO 06HOB/IEHUA areHTOB;
18) Br/ItOYEHMeE COMOCTaB/IEHUA C 30/10TbIM 0Opa3oMm;

19) Bk/tOYEHMeEe Napo/1bHOM 3aLLUTbl OT YAa/1€HUA areHTOB;
20) Mi3MeHeHUe KPUTUYHOCTU Y areHTOB;

21) HasHayeHuWe areHTam Habopa UCKAYEHUH aaA $aiifoB;
22) HasHayeHwue areHTam Habopa UCKNKOHEHUI A1 NpOrpamMm;
23) Ha3zHayeHue areHTam Habopa ceTeBbIX UCK/IHOHEHUM

24) Ha3HauyeHue areHTam Habopa MHAUKATOPOB KOMMPOMETALMY;

25) Ha3sHayeHue areHTam Habopa XKypHa/oB;
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26) HasHaueHue areHTam Habopa YARA-npasu (¢daiisbl);
27) Ha3zHayeHwue areHTam Habopa YARA-npaswa (NamsTb);
28) HasHaveHue areHTam Habopa MHAMKATOPOB aTak;

29) HasHayeHue areHTam Habopa UCKIHOYEHUM UHAMKATOPOB aTak;
30) HasHauyeHue areHTam npoduia 6e3onacHoOCTY;

31) HasHauyeHwue areHTam npodunsa AHTUWLNGPa;

32) HasHaueHue areHTam npoduas KOHTPoaAa USB-yCcTpOMCTB.
KoHdurypauymsa:

1) Co3aaHue HOBOro Habopa;

2) YaaneHue Habopa;

3) [AlobaB/ieHUe HOBbIX AaHHbIX B HAbOP;

4) YpaaneHue gaHHbIX U3 Habopa;

5) UMNopT AaHHbIX B HAabop;

6) PegakTMpoBaHUe AaHHbIX B HAbOpE;

7) KonupoBaHue gaHHbIX Mexay Habopamu;

8) NepemelleHne gaHHbIX MeXay Habopamy;

9) Mepeaaya Habopa areHTam;

10) MNepepgaya npodwmas areHTam;

11) NpUMeHeHMe KOHPUrypaumnm HabopoB K areHTam;

12) MpuUMeHeHMe KOHPUrypaLum Npoduaen K areHTam.
Pa6oTa c ¢aisramm areHra:

1) 3arpy3Ka ¢aiina areHTa Ha cepBep;

2) Yaanenue daina areHTa ¢ cepsepa;

3) 3arpyska ¢alisa no/b30BaTeNsA HA CEpBeEp;

4) Ypanenue daiina nosb3oBaTesiA C cepBepa.

Pa6boTa ¢ uHUMgeHTOM:

1) CO34aHUe MHUMAEHT];

2) CMeHa OTBETCTBEHHOI O 32 UHLUAEHT;
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3) 3aKkpblTUE UHLMAEHT];

4) HasHavyeHue UHLUAEHT];

5) YaaneHue MHUMAEHTa;

6) A obaB/sieHne COObITUI B UHLUAEHT;

7) YaaneHue cobbITUM U3 MHUMAEHTA.

AencTBue C ML eH3uen:

1) YCTaHOBKA HOBOW /IMLLEH3MU Ha cepBepe.

B neBor 4actn Tabauubl C A4EMCTBUAMM MO/b30BATE/IeM HAaXOAMUTCA KHOMKA
PACKpbITUA AOMO/HUTENbHOMW UHOpPMauMmM O BblOpaHHOM paenctBuM - 2 . B
3aBMCMMOCTHM OT TUMA AeNCTBMA UHDOPMaLMA, PAacKpbiBaeMaa NpU Ha*KaTUU KHOMKMU

7, MOKeT OT/IM4aTbCA.

Mpu BbIbOpe At0boro Tvna gencremA B pasgene Pabota ¢ nosb3oBatenem B
packpbiBalowenca o06sactm nosb3oBaTentd OygeT mnoOKasaHa AOoMo/HUTE/IbHaA
Tab/Mua C AaHHLIMM M0/1b30BATE/IA, C KOTOPbIM MPOU3BOAUIUCE AeircTBuA (pUc. 97):

1) UmA nonb3osaTtesa (0ruH);

2) Email;

3) UmAa u dammama, yKasaHHbIe NpU perncTpaLuy;

4) COCTOAHME AKTMBHOCTM MO/1b30BATE/Il HA MOMEHT COBEPLUEHUA C HUM

AENCTBUN.

Wma nonwzosatenn Metpoe

Email petrov@mail.ru
Wima Metp
Damnaua Metpoe

AKTHBHOCTE [ Axcrveen |

PucyHok 97 - Undpopmaumsa o nosb3oBaTe/e, C KOTOPbIM COBEPLLA/NIUCL AEACTBUA

Mpwu BbIOOpE TUNA AencTBMA OTMeHa BepudpuKaLymm areHTa B pasgene Pabora
C areHToM B packpbiBatoLeinca ob6s1actu byaeT nokasaHa Tabsauvua ¢ ID U MmeHem

areHTa, BepundurKaLua KOTOporo Hbi1a oTMeHeHa (puc. 98).
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Mma arenra TANYA-VM10

ID areHTa 82fet2ad3d2919609c32h526f34a685003

PucyHok 98 — OTmeHa BepudmKalmm areHTa

Mpu BbIGOpe TUMNOB aelicTBuA fobaBneHue areHTOB B rpynny/YaaneHue
areHToB U3 rpynnbl B pasge/sie PaboTa ¢ areHTOM B packpbiBatoLwenca o6nactm byaet
nokasaHa Tabsmua C MmMeHem rpynnbl, B KOTOPYO A06aB/iAeTca Uanm U3 KOTOpPOW
YAQ/IAETCA areHT, a TakKe nmeHem go06aBsAemMoro/yaanaemoro areHTa.

Mpw HaxkaTnm /IKM Ha UMeHM rpynrbl MOXHO NepenTn K cTpaHuue Mpynna. MNpwu
Haxatum /IKM Ha MMeHM areHTa NpoOUCXOAUT Nepexos K CTpaHuLe AreHr.

Mpu BbibOpe TUNOB AencTBuA Bepudukauma AreHtos/CeTeBas U30AAUUA
areHToB/®PYHKUMM 3alMTbl areHTa BbIK/OYEHbI/BbiK/IOYEHME aBTOMATUYECKOro
06HOB/IeHNA areHToB/CHATHE CeTeBOI U30/ALMKN areHTOB/PYHKL MU 3alUTbl areHTa
BK/IIO4€HbI/BK/IO4YEHNE aBTOMATUYECKOro 06HOB/IEHUA areHToB B pa3ze/e PaboTa ¢
areHToOM B packpbiBatoLLenca 0b6s1actu byaeT nokasaHa Tabimua ¢ MMeHeM areHTa,

ero ID u rpynnoi Bepuduumpyemoro areHta (puc. 99).

Wms aredTa ID arexTa Mpynna

agent_Win_7x64 f726152cd0a74a3e8d77eb4044a186ed01 tona-Tect

PucyHok 99 - UHpopmauusa o Bepupuumupyemom AreHrte

Mpu BbIGOpE TUNA AencTBMA OTNpaBKa KOMaHAbI areHTy B pa3gese PaboTa ¢
areHTOM B packpbiBawolenca ob6snactu bygeT nokasaHa Tabsvua C TEKCTOM
OTMNPaB/IEHHON KOMaHAbl, UMEHEM areHTa, Ha KOTOPOro bbi/ia OTNpaB/ieHa KOMaHAa,
a TaKXe BpemMeHeM OTnpaBKM KOMaHgbl. [pun Haxkatum /IKM Ha MMeHM areHTa
NpOUCXOAUT Nepexoy, K CTpaHuL,e AreHr.

Mpu BbIOOpe TUNA AeWcTBMA 3arpy3Ka HOBOro AuCTpuMbyTMBa areHTa Ha
cepBep B pasgesie PaboTa c areHTOM B packpbiBatoLernca o61actu bygeTt nokasaHa

Tab/mua Cc UMeHeM 1 Bepcuel 3arpy»kaemMoro Ha CepBep areHTa, BpeMeHeM 3arpysKuy,
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pa3mepom AucTpubyTtuaa, niatdpopmoit (To ectb OC) areHTa, apXMTEKTYpOU areHTa,
MWHUMA/ZIbHOW  Bepcuen  LeneBOM  NAAaTPOpPMbl, OMMUCAHMEM  3arpy*Kaemoro
ANCTPUDYTMBA U €ro xeLem, pacCYMTaHHbIM Mo aaroputmy MD5.

Mpu BbibOpe B pasgene Paborta ¢ areHTOm TUNOB AeilicTBuA HasHauveHue
areHTam Habopa ANA daiinos/ann nporpamMmm/MHAUKaTOpPOB
KomnpomeTaumu/)kypHanos/YARA-npaBu/i/MHANMKATOPOB aTak B PacKpblBatoLLencA
obsactu byaeT nokasaHa Tab/mnua ¢ Ha3BaHMEM Habopa M KOAMYECTBOM areHTOB, K

KOTOPbIM NMPUBA3aH COOTBETCTBYOLMIM HAabop (CM. puc. 100).

Hassanwe Habopa test)P

Konuuecrso areHToB 4

PucyHok 100 - UHpopmaumAa o npuMBA3aHHBbIX K areHTy Habopax

AnAa nepexoga K pasgeny lporpammbl, COOTBETCTBYIOLWEMY YKa3aHHOMY B
Tabamue Habopy, HeOH6X0AMMO KAUMKHYTb NO MMEHU Habopa.

Mpw BbibOpe B pa3sgene KoHbwurypaumua tunos gencrema Co3gaHne HOBOro
Habopa/YaaneHune Habopa B packpbiBatoweinca 061actu byaeT nokasaHa Tabauua ¢
Ha3BaHWEM M TUMOM CO34aBaemoro Habopa.

Mpu BbIGOpE B pa3gene KoHpurypauma Tmnos gencrema flobaBneHne HOBbIX
AaHHbIX B HAbop/YAaneHue gaHHbIX U3 Habopa/PegakTMpoBaHMe AaHHbIX B Habope B
packpbiBawowenca o06snactu byaeTr nokasaHa Tab/mua C UMEHeM 3/1eMEHTa,
Ha3BaHWeM Habopa, TMNOM Habopa, cCO3gaTesneM 3/1eMeHTa, MO/b30BaTesIeM,
CAe/NaBLUMM Noc/NeAHee U3SMEHEHNe B 3/1eMeHTe.

Mpu BbibOpEe B pasgene KoHdurypauyma tunos gencreua UMNOpT AaHHbIX B
Habop B packpbiBatoLLerica 06a1acTu byaeT nokasaHa Tabsmua ¢ Ha3BaHMeM Habopa,
TUNOM Habopa 1 KOAM4EeCTBOM A,06aBAAEMbIX 3/1€MEHTOB.

Mpu BbibOpe B pa3sgene KoHdburypauua Ttunos penctsuA KonmposaHue
AQHHBIX  Mexay Habopamu/llepemelneHne gaHHbIX  MeXay Habopamu B
packpbiBatowernca ob6sactu OygeT nokasaHa Tabsvua C MMEHeM KOmnupyemoro

3/1€MEeHTQa, Ha3BaHNEM Ha6opa, M3 KOTOPOro Konnmposa/in nin nepemella/zim 3/1€MeHT,
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Ha3BaHMeM Habopa, B KOTOpPbIM KOMUPOBA/AM WU MEPEMELLAN I/1E€MEHT, TUMOM
Habopa, co3gaTenem Konupyemoro/nepemeLl,aeMoro 3/1€MeHTa U Mo/b30BaTe/IeM,
CAe/N1aBWMM noc/iegHee U3MeHeHUe B 3/1eMeHTe.

Mpwu BbIGOpE B pa3agesne PaboTa ¢ ¢gainamm areHTa Tvna AencTBuA 3arpysKa
¢daiia areHTa Ha cepBep B packpbiBarowenca obsactn byaet nokasaHa Tabamua ¢
MMEHEM U pa3MepoM 3arpy)KeHHoro ¢anaa, xew-Cymmamu, pPacCYUTaHHbIMKU MO
anroputmam MD5 n SHA-256, a Takxke ID nosnb3oBaTens, 3arpy3usliero ¢arna Ha

cepsep (puc. 101).

Wms daiina CA\Windows\System32\smss.exe

Pasmep 68 KB

MD5 437eee7b4b19a%ed01452b31adb17433

SHA-256 f9bb1d0bb4d7d3de73538e456056d9b5ba75dbbeeb2c53821c0196123d9cf7e5

ID nons3sosarens 198f2855-889¢-4c86-8d43-14ad66b0567a

PucyHok 101 - UHpopmauma o ckavaHHbIX pannax
Mpu BoIGOpe B pa3gene PaboTa ¢ parramm areHTa v TMNa AencTBmA YaaneHume
¢daiinia areHTa € cepBepa B pacKpbiBatoLLenica 061acTu byaeT nokasaHa Tabsiumua ¢

MMeHeM yaaneHHoro ¢aiiaa u ID nosb3oBaTtens, yaaameero daiia (puc. 102).

Wwmsa daiina C:AWindows\System32\smss.exe

ID areHTa fd521338bch0194f7fe2d7de97933f397e

PucyHok 102 - MHpopmaumsa 06 yaaneHHbIX dpaitnax

Mpw BbibOpe B pa3sgene Pabora ¢ uvHumaeHTom TUna gencteuAa CosgaHue
MHLUMAEHTa B pacKpbiBawowenca obsactu bygeTt nokasaHa tabauvua ¢ Ha3BaHMEM U

ONMUCaHWEM MHLMAEHTA, MPUCBOEHHBIMU eMY NpU CO3aaHUK (pUc. 103).

PyKOBO,a,CTBO AAMUHUCTPATOPA NO YCTAHOBKE U 3KCN/yaTayum RT Protect EDR
Bepcus 1.0.28 om 09 utoHa 2025




HassaHue (npu cozgaHum) TecToBbIA #3208

OnucaHue (npu co3gaHum) TecToBbIA MHUWAEHT

PucyHok 103 - Undbopmauusa o co3gaHum MHUMAEHTA

Mpwn BbiIbOpe B pa3sgene Pabota ¢ MHUMAEHTOM TUMOB aencTBuA CmeHa
OTBETCTBEHHOrO 3a MWHUMAEHT/3aKpbiTue MHUUAeHTa/HasHauyeHue UHUMAEHTA B
packpbiBalowernca o06aactu bygeT nokasaHa Tabsmua C Ha3BaHMEM MHUMAEHTA U
MMEHeM Mo0/b30BaTe A, OTBETCTBEHHOro 3a pelleHue 3TOro MHuuAeHta. /AaA
nepexoga K cTpaHuue MUHUMAEGHT HEOOXOAMMO KAMKHYTb MO MMEHU WHLUMAEHTA,
YyKa3aHHoOMY B Tabauue.

Mpwn BbIbOpe B pasgene Pabora ¢ uMHumMAaeHTOM M TUnNa aencrtenAa CmeHa
OTBETCTBEHHOIO 3a MHLMAEHT B pacKpbiBatoLLenca o61actu bygeT nokasaHa Tabauvua
C Ha3BaHWEM WHUMAEHTA U MMEHeM MO0/b30BaTe/Il, Ha3HAa4YeHHOro B3aMmeH
npeAblAyLLero OTBETCTBEHHOrO 3a pelleHune uHuuaeHTa (puc. 104). Aaa nepexoda K

CTpaHuue MHLI'MAEHT caiegyeT K/IMKHYTb MO UME@HU MHUMAEHTA, YKAa3aHHOMY B Ta6/'II/ILLe.

HasBaHue Mpouecc C:\Program Files (x86)\Kaspersky... #2444

HoBblii oTBETCTBEHHDIIA anpg

PucyHok 104 - UHpopmaLusa 0 HOBOM OTBETCTBEHHOM 32 MHLMAEHT

Mpw BbibOpe B pa3gene PaboTta ¢ MHUMAEGHTOM TUMNOB AEMUCTBUA 3aKpbiTUE
UHUMaeHTa/HasHayeHne MHUMAEHTA B pacKpbiBatoweica 061actu 6ygeT nokasaHa
Tab/nua C Ha3BaHMeM MHUMAEHTA U MMEHeM MO0/b30BaTe/Is, OTBETCTBEHHOro 3a
pelueHue uHunaeHTa (puc. 105). A1s nepexoga K cTpaHuue UHLMAEHT Heo6X0ANMO

K/IMKHYTb MO Ha3BaHUIO MHLUUAEHTA, YKa3aHHOMY B Tab/mue.
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HasBaHue Mpouecc C:\Program Files (x86)\Kaspersky... #2444

OTBeTCTBEHHBI anpg

PucyHoK 105 — UHpopmaumsa 06 OTBETCTBEHHOM 3a MHLUAEHT

Mpw BbIbOpe B pasgene [leMcTBME C AULEH3UEN TWUMA AEUCTBUA YCTAaHOBKa
HOBOW /IMLE€H3UM Ha cepBepe B pacKpbiBatoLLerica 061acTu byaeT nokasaHa Tabsiuvua
C Ha3BaHWEM KOMMaHWW, KOTOPOWN MPUHAANEKUT /IULEH3UA, CEPUAHBIM HOMEPOM
/NNLLEH3UKW, AATOM Hayasna WM OKOHYAHMA AEeNCTBUA /IMLLEH3UU, MAKCUMMA/IbHbIM
BO3MOXHbIM  KO/IMYECTBOM  areHTOB, TEKYLWWMM KO/MYEeCTBOM areHTOB U

KOMMEHTapueMm K /ML EH3UN.

6.9.3. Aucmpubymusbl

Ha cTtpanuue AunctpubytusBbl oTobparkaetca nHbopmauma o AuctpubyTtmse
areHTa:

1) UmA (COAEPKMT Ha3BaHMe AUCTPUDOYTUBA areHTa);

2) Bepcus;

3) AaTta u3MeHeHus;

4) Pasmep (nokasbiBaeT pazmep daitia AUCcTpubyTMBa areHTa);

5) NMaatdopma (nokasbiBaeT HasBaHWe OC, Ha KOTOPYK YCTAHAB/IMBAETCH
AVUCTPUBYTUB areHTa);

6) ApxuTekTypa (nokasbiBaeT pa3psagHoCcTb OC, Ha KOTOPYHO YCTaHaB/IMBaeTCA
AVUCTPUOYTUB areHTa);

7) YnpaBsieHue (COAEPKMUT KHOMKM CKAUMBAHUA U YAa/eHNUA ANCTPUOYTUBA P

1),
Ha cTpaHuue oTobparkaeTcA KHOMKa 3arpy3ku AucTpubyTvMBa areHTa

_3"""'3""’"""""'6’“", MPU Ha)KaTUM KOTOPOM MPOUCXOAMUT 3arpy3ka YCTAaHOBOYHOIO

AVUCTPUDBYTMBA areHTa B MOAY/1b 3 MUHUCTPUPOBAHUA.

PyKOBO,a,CTBO AAMUHUCTPATOPA NO YCTAHOBKE U 3KCN/yaTayum RT Protect EDR
Bepcus 1.0.28 om 09 utoHs 2025




Ecam y areHTa yctaHoBieH ¢ar ABTOMaTuyeckoe obHOB/EeHUe, TO MOAY/b
areHTa ObHOBWUTCA aBTOMATMYECKM NOC/1e 3arpy3KM HOBOM BEPCUM YCTAHOBOYHOMO
MOAY/1A Ha cepBep.

Ecam pnar ABTOMaTH4eCcKoe 06HOB/IEHUE He YCTAHOB/IEH, TO 34 MUHUCTPATOPY
HeobXxoaAnMMO OBHOBWUTL AUCTPUOYTMBBI HA MalLUMHAX C areHTamu BPYHHYHO WM C
nomMouybto cy»k6 Active Directory (Cm. MyHKT 5.2.1).

C NOMOLLbIO 3/1eMeHTa 7 pPAAOM C Ha3BaHUeM AUCTPUOYTMBA areHTa MOXHO
NMPOCMOTPETb A0NO/HUTE/IbHYIO MHGOPMALUIO:

1) MMHUMa/IbHAA BEpCUs Le/1eBOM NaaTdopMbl;

2) OnucaHue (CogepKMUT OnrMcaHUe U3MEHEHUI AUCTPUOYTUBA MO CPaBHEHUIO
C NpeALLecTBytoLL el Bepcuen);

3) MD5 (coAepMT 32-X CMMBO/IbHOE 3HauyeHWe xelwa AaA AUCTpUBYTMBA
areHTa, paccYMTaHHOro no asroputmy MD5).

4) KHoMKa /10ra usMeHeHuin AncTpubyTrea GpoHTeHAA 1 BeKeHaa.

Mpy HaxkaTum KHOMKM CKavaTb AUCTPUBYTUB ('{lh)

MPOUCXOAUT 3arpyska
ANCTpMbYTMBA areHTa B popmaTe YCTAHOBLUMKA B AUPEKTOPUIO HA KOMMbIOTEpE, C
KOTOPOro OCyLLecTB/IAeTCA A4O0CTYN K MOAY/H0 aAMUHUCTPUPOBAHUA.

Ha cTpanvue AuctpubyTtuBbl ana duabTpaumm wmHPoOpMauuu, uMeeTcs
cuctema puAbTPOB, KOTOpPasA NpeacTaB/eHa C/1eAyWUMU GuabTpamu:

— lMoka3bIBaTb MO (U3MEHAETCA KO/IMYECTBO 3anuncei B Tabuue);

— UmsA (gaHHble GUABTPYHOTCA MO MMEHM areHTa);

— Bepcus (gaHHble GUAbTPYIOTCA NO HOMEPY BepCUK AUCTPUOYTUBA areHTa);

— Maatdopma (gaHHble PUABTPYIOTCA MO MMEHMU Le/1eBOV N1aTGOPMbI: BEpCUU

Linux, Windows).

MpY HaXKaTUM KHOMKKU =% nponcxoamT cOpOC BbICTaB/AEHHbIX PUALTPOB.
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6.9.4. /luyeHsuposaHue

Ncnosb3oBaHue [porpammbl 3aKkazyMKamu BO3MOXKHO NMPU NMOKYMKe INLEH3UN.
B nHTepdeiice npegycMoTpeH pasge/, B KOTOPOM a4MUHUCTPATOP MOXKET 3arpy3uTb
bana AMLeH3uu Npu NnepBoOHavYaIbHOM A0CTYNe K cepBepy agMUHUCTPUPOBAHUA UK
Npu NPOA/NEHUN /INLLEH3UMN.

Kpome 3arpy3ku suvueHsum Kak ¢anna, B [lporpamme npegycMoTpeHa
BO3MOXHOCTb BBECTU HOMEP /IML,EH3UUN B OKHE 3arpy3ku B popmaTe CTPOKMU.

[MapameTpbl, yKa3aHHble B /IMLLEH3UU, TaKUEe KaK CPOK AeNCTBUA U KO/IMYECTBO
NOAK/AOHAaEMbIX MOAY/1eM W areHToB, YKas3biBAalOTCA B AOroBOpe Ha MOCTaBKY
NpoAYKTa NO NpeABapuUTe/IbHOMY COr/1IaCOBAHMIO C 3aKazynMKoMm lporpammbi.

/IMLEeH3UA MOXKeT ObITb BbiMyLLEeHa Ha /1t0b0e KOAMYeCTBO areHTOB U CPOKM,
OrOBOpEHHbIe C 3aKa34MKOM B 4OrOBOpE Ha NMOCTABKY.

A0CTyn K /nueHsusam (MpocMoTp/3arpy3ka) BO3MOMXKEH /15 M0/1b30BaTeNs C
pPO/Ibl0 aAMUHUCTPATOP.

Ha gaHHbIM MOMeHT B [porpamme npeayCMOTPEHO NOAK/IOHYEHUE C1e4 YL mMX
Moaynen:

— Mogay/ib 3aWUTbl AaHHbIX;

— CKaHep yA3BMMOCTEW;

— Mogaynb KoHTpoaa USB.

Ha cTpaHuue /lMueHsua agmuHucTpatop [lporpammbl MOMET YBUAETb
ceAyoLLy0 MHPOpMaLMIO:

1) HasBaHMe KOMMaHUK, OCYLLLECTBUBLLEN MOKYMKY /IULLEH3UY;

2) CepuiiHbIA HOMEp AMLEH3UK;

3) ID kAneHTa (YHUKa/bHbIA MAEHTUPUKALUOHHDBI HOMEP);

4) CtaTyc (4eNCTBYOLLLAA MU HEAENCTBYOLWAA );

5) [laTa Ha4yana AenUCTBUA NLEH3UW;

6) [laTa OKOHYAHUA AEeNCTBUA /IULLEH3NY;

7) MaKcMMaibHOE KO/IMYeCTBO areHToB;

PykoBoaCTBO agMuUHUCTpaATopa M TaHOBKe U 3KkcnayaTaumu RT Protect EDR FIRT
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8) TekyLee KO/MYEeCTBO areHTOB;

9) MNoAK/tOYEHHble KOMMOHEHTbl (KOMMOHEHTbI, MOAK/IIOYEHHbIE B MOAy/e
aAMUHUCTPUPOBAHUA MPU 3arpy3Ke /MLeH3mm (CKaHep YA3BUMOCTEN, MOAY/1b 3aLLMThI
A,AHHBIX, MOAY/Ib KOHTpOAA USB)).

o © 3arpyaum. Hoswi ga
daiil MLEH3UM 3arPY>KAETCA MPU HAXKATUM KHOMKY el i

noc/1e Yero OTKPbIBAETCA OKHO $pan/I0BOro MeHe/Kepa, B KOTOPOM agMUHUCTPATOP
CMOeT BblOpaTb /IMLLEH3MOHHbIN palia 1 3arpy3unTb ero Ha cepsep.
Ecam TpebyeTca BBeCcTM /MueH3no B dopmaTe CTPOKM, TO MOC/Ie yKa3aHuA

HOMepa /IMLEeH3MU B No/e BBOAA 3arpyska B popmaTe CTPOKMU HeOHXOAMMO HaxaTb

oy T

Ecnaun /IMUEH3MA aKTUBHAA U KOMIMOHEHT B Hen He noAKNKO4Y€H, TO KOMNOHEHT

HeA0CTyMeH.

Ecnu nauuensus omcymcmsyem?

B c/nyyae wmcnonb30BaHMA MOAYAA AAMWUHUCTPUPOBAHUA MPU OTCYTCTBUM
/MUEH3MM Ha C/1eaylmnx CTpaHuuax He oTobpaxkaetcA uHPopmauma O
AEeTEeKTUPYEeMbIX COBbITUAX:

1) [NaBHaA cTpaHuLg;

2) UHUUAEHTBI;

3) AKTUBHOCTb.

ANA KOppeKTHOM paboTbl HeOHXOAMMO 3arpy3uTb daina MLEH3UU Ha cepBep.

Ec/m nLeH3mnA OTCYTCTBYET, TO KOMMOHEHT CYMTAETCA HeA0CTYMHbIM.

Ecau cpok delicmeus nuyeH3uu ucmek?
Mpy OKOHYaHMM AENCTBMA /IULEH3UM HA cepBepe npu paboTe C areHTamu
BO3HUMKAIOT C/1eAyHoLLMe OrpaHUYeHUA:

1) He npoucxoAnT 0OHOB/IEHUA areHTOB;
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2) OTKAtOYaEeTCA BO3MOMHOCTb A,06aBAATL HOBble npoduaM 6e3onacHOCTH
areHTa v npoduan AHTULWIMGPA, NPU 3TOM CTapble NpoduaIM NpoAO/IKAOT paboTaTtb U
MX MOXHO peAaKTMpOBaTh;

3) OTk/toYaeTcA BO3MOXHOCTb  A00aB/NATb  HOBble  MHAWMKATOPbI
KOMnpomeTaumm uam atak, YARA-npaBu/ia, UCKAKOMEHUA U NPOBanAepbl KypHanos
Windows, cTapble npogoxatoT paboTaTb U UX MOXHO peAakTUPOBaTh;

4) OTK/IO4AEeTCA BO3MOXKHOCTb CKAUMBaHMWA U 3arpy3ku ¢aii/IoB Ha areHTa u ¢
areHTa;

5) OTK/04AeTCA BO3MOXKHOCTb A00aB/ATb MO/b30BaTe/Ned U MEHATb UX
MMEHa, NPY 3TOM BO3MOXHOCTb MEHATb Map0/iM OCTAETCS;

6) KHOMKM 3arpy3ku ¢aii/IoB C areHTOB CTAHOBATCA HEAOCTYMHbIMW U B
TYATUMNE BbIBOAUTCA MoAcCHeHue '"3arpyska ¢aisia HEeBO3MOMHA, TaK Kak CpPOK
AENCTBUA ANLLEH3UM UcTeK",

7)Ecav B /MUEH3MM  MOAK/OYEH  KOMMOHEHT  YA3BUMMOCTH,  TO
COOTBETCTBYIOLMI QYHKLMOHAA HEAOCTYMNEH, KaK ec/in Bbl KOMMNOHEHTA B /IML,EH3UM
He 6b1710 (BbIBOAUTCA NpedynpexaeHne 06 3TOM Ha 3KpaHe YA3BUMOCTH, a TaKKe Ha

3KpaHe /luueHsusn).

Ec/u npegbilueHo donycmumoe Ko/u4ecmeo d2eHmoe no /uyeH3uu?

Mpy npeBbiLeHMU KONMYECTBA areHTOB MO /IMLEH3MM BHOBb fo0baBasemMble
areHTbl BepuduLMpPOBaTb He/b3A.

Ecam  TeKywee 4MC/IO  3apermMcTpUpOBAHHbIX  areHTOB  MpeBblllaeT
MAKCMMa/IbHOE KO/IMYeCTBO, YCTAaHOB/IEHHOE (A/1A 3aKa3vuMKa MO 3aK/IHYEHHOMY
AOrOBOPY MeXAy 3aKa3uyMkoM U npousBogutesnem [lporpammbl, TO B Moay/e
aAMUHUCTPUPOBAHMA OTOOpasnTcA cooblyeHne O npeBbilleHnM MaKCMMa/IbHOrO

KO/IMYEeCTBA /IML,EH3UOHHbIX areHToB (puc. 106).
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PucyHok 106 — CooblueHune o npeBbillieHMU YMC/1a areHTOB

B 3TOM C/lyyae 3aKa3umMKy HEOOXOAMMO 3aK/NH0HMUTb HOBbIM 40FrOBOP A/17 TOrO,
4TOObl KO/IMYECTBO areHTOB He MPEeBbIWA/I0 MAKCUMMA/IbHOE KO/IMYeCTBO areHTOB,
AOCTYMHbIX 3aKa34YMKY COr/1aCHO AEWCTBYHOLLEMY A0roBOPY, WAU YAA/MTb AareHTOB,

MpeBbILLAOLLMX AOCTYMHbIN A/1A OPraHU3aLUN IMMUT.

MooysbHOCMb UYyeH3uU

ANA MCNnoAb30BaHMA NPOAYKTa MOryT OblTb CreHepupoBaHbl MO 3anpocy M
AOrOBOPEHHOCTM C 3aKa34yMKOM C/1e4ytoLLne BUAbI IUL,EH3UMN:

— MosHasA vueH3ua (MoAKA0HEHbI BCE MMEoLMECs MOAY/N);

— OrpaHuyeHHas AmnueH3uaA (MOAK/HEH O4UH UM HECKO/IBKO MOAY/ei).

ECiM KOMMOHEHT He nOoAKAIYEeH B /MUEH3MM, TO COOTBETCTBYHOLLUM
byHKUMOHaN HegocTyneH (B UHTepdelice B cargbape BUAHO, YTO KOMIMOHEHT eCTb,
Hanpumep, YA3BMMOCTHU, BbIBOAUTCA MOACHEHME, YTO HeOHXO0AUMO NOAKAOUUTL 3TOT
MOAY/b).

laxke ec/iM KOMMOHEHT MOAK/I0YEH, HO CPOK AENCTBUA NLLEH3UN UCTEK, TO
bYHKUMOHAN ToxKe HedocTyneH (B UHTepdelice B cargbape BUAHO, YTO KOMIMOHEHT
eCTb, Hanpumep, YA3BMMOCTH, BbIBOAUTCA MOACHEHME, YTO HEOOXOAMMO NMPOAUTb
/IMLLEH3MIO);

Ecaun iMueHsuna oTCcyTCTBYeT, TO U QYHKLMOHAA NOAK/OHAEMbIX KOMIMOHEHTOB
HegocTyneH (aHaznorM4Ho, B calgbape BUAHO, YTO KOMIMOHEHT eCTb, MPOCTO

HEo06X0AMMO KYMUTb /IMLEH3UIO C STUM MOAY/IEM).
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6.9.5. Uhmezpayuu

Ha cTpaHuue UHTerpauymm nokasaHa uHopmaumsa O B3aumogenctsum TI-
naatpopmbl M EDR, a Takke camo Ha/m4vme nogratodenms K Tl-naatpopme. NokasaHbl
cnegyroLme 0COB6eHHOCTU MOAK/NHOYEHUA:

1) Umsa xocTa Tl-naatdopmsl;

2) Nepwuog obpaleHus K Tl-naatdpopme (TarimayT)

3) Haanume npoBepkum SSL-cepTuUdUKaTa;

4) Hannuve wndposaHus;

5) Hanunume moayna obHapyKeHUsA yA3BUMOCTEN.

6) Hasmune BO3MOKHOCTU NMPOBEPKM CETEBbIX ApTE(DAKTOB;

7) Hasnume BO3MOXKHOCTM NpoBepKU $ali/IoBbiX apTedaKToB;

8) Hasmumne CMHXpOHM3ALUKU NPOLECCOB;

9) Hannune cuHXpoHM3aumu KoHoburypaumi (nosyyaet nm EDR Habopbl ¢

UCK/IFOYEHUAMM U aHA/IMTUKOM NN HeT).
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7-1 Knaccudukayus Ha cepeepe

B RT Protect EDR peann30BaH CTaTUCTUYECKMI aHA/IN3 UHLMAEHTOB Ha OCHOBE
MU. Mogenb coctouT wu3 encoder-TpaHcpopmepa Ha ocHoBe ROBERTa wu
MO/IHOCBA3HOM HEMPOHHOM CeTW, Ha BXOA, KOTOPOW MOCTYMAOT UCXOAHbIE AaHHble
MHUMAEHTOB MHPOpPMALMOHHONM 6e3omacHocT (puc. 107). [aHHasa apXuTeKTypa
Mogenu BbibpaHa B CBA3M C 60/1bLUIMM KO/IMYECTBOM TEKCTOBbIX MPU3HAKOB, MPUCYLLIMX
nHUMAeHTam. Mogenb npeacTaBaaeT cobol OTAe/IbHbIN MOAY/Ib, B3aUMOAENCTBUE C
KOTOPbIM MPOUCXOAUT C nomoLbio API-BbI30BOB. BXOAHbIM napameTpomMm AaHHOro
MOAY/NA AB/NAETCA TEKCT, CogepKalwmii B cebe 0auH nam Hecko1bKo JSON 06BbeKToB.
AanvHenwme npeobpa3oBaHMA BKAKOYAOT B CcebA NpPOBEpPKY Ha Ba/MAHOCTb
nepegaHHbix 06 beKTOB, HopMasm3auuto JSON, arperauuto Heckoibkux JSON B oguH
(B cn1yyae, e/ Ha BXOZ MOAYAA MOCTYMU/IO HECKO/IbKO CBA3AHHBIX OOBEKTOB),
buAbTpaumio noser U MNpuBeAEHME WX Ha3BaHUM K obliemy BuAay, a TaKxe
oborawernmne ¢ nomowpto RT Protect Tl u gonosHuTenbHon uHbopmaumm u3
MCTOYHMKA gaHHbIX Elastic, He Bowepaeln B ucxogHbie JSON-06beKkThl. K npusHakam,
Mcno/sb3yemMbiM  aaa  paboTbl  Mogenn  MawMHHOrO  0byyeHuAa, OTHOCATCA:
cpaboTaBllee MpaBw/iO, Ha3BaHWE OPraHuW3auuu, UMA NO/b30BaTeNA, KOMaHAHaA
CTpOKa npouecca (a TakkKe POAMUTENBCKOrO U NMPapoAMUTE/NIbCKOrO NMPOLECCOB), UMSA
MOAY/IA-MHULMATOPEA, MYTb K  MOAY/IO-UHULMATOPY, MyTb K  3anylweHHOMY
MPU/IOXKEHUIO, PE3Y/IbTaTbl MPOBEPOK MHAMKATOPOB KoMnpomeTauuu (sha256, mds,
IP-agpeca, gomenbl, url), HPopmaLusa o NO0KaNbHOM/yAanEHHOM XOCTe, IP-agpeca
33/4,eMCTBOBAHHbIX XOCTOB, ONUCAHME AAHHbIX XOCTOB, M3MeHeHuA peectpa Windows.
Bce nepeuncineHHble 3HaYeHUA OMUMOHA/IbHbI, YTO MO3BO/IAET KAaccuduumMpoBaTb
pa3/MyHble MHUMAEHTbI MHPOPMALMOHHOM 6e30MacHOCTH, KOTOpble, U3-3a CBOEW

CI'IELI,VI(I)MKM, MOTYT UMETb /IULLb T€ U/ UHbIE NMPU3HAKU.
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EDR RoBERTa (aHkopep)

_l—)( ImbenauHr CLS-TokeHa ) 1

( CKpbiTble COCTOAHWA NO TOKEHaM )

T T T Knaccugmkatop (HeilpoHHas ceTk)
( Enok TpaHcdopmepa )

( Bnok TpancdopMmepa )

T 1\ T DYHKLMK aKTHEaLK (GELU)

( Enok Tpancdopmepa ) %&uhh [Softmax) )

T T T 5

( TokeHusaTop RoBERTa ) ( BepoaTHocTb FP ) —

T \s

( JSON cpabotku EDR ) ( MpUHATHE pelleHnA 06 aBTo3aKpbITUKX )

( BoigeneHune sepoAaTHoCTH FP uBeToM ) —

PucyHOK 107 — Cxema npumMeHeHUs MOAeNN KAacCUPUKaLUU UHLMAEHTOB

[Mocne gaHHOro 3Tana NpomMcxoauT Kaaccubukauma MHuMaeHTa. B kavectse
pe3y/IbTaTa Bbl4aeTCA 3Ha4YeHUeE B AMana3oHe [0;1], COOTBETCTBYOLLEE BEPOATHOCTH
TOrO, YTO WHUMAEHT AB/AETCA /IOXKHOMO/IOXKMUTE/IbHBIM CpabaTbiBaHMeM, a TaKXkKe
naeHtudmkatop autoClose, onpeagenAOLWmMn, MOXKHO /M aBTOMATUHYECKM 3aKpbITb
AQHHBIA MHUMAEHT. Mogenb cogepXuT B cebe HeCKo/IbKO NOporos cpabaTbiBaHms,
KOTOpble YTOYHAKTCA npu nepeobyyeHun mogenun. [lepBaAa rpynna noporos
COAEPHUT 0auH nopor (NpubAnsUTeIbHO OT 0.9 A0 0.95), KOTOPbI FOBOPUT O TOM,
YTO WHUMAEHT ABAAETCA /I0XKHbIM CpabaTbiBaHMEM MpaBu/ia M AO0/MKEH OblTb
aBTO3aKpbIT. BTopoit Tun noporos (npvmepHO 0.3, 0.5 U 0.7) WUCMNO/b3yeTCa AN
COMOCTaB/IEHUA MHUMAEHTY LIBETOBOM MeTKU («KpacHbll», «OpaHKeBbli», « KENTbIV»
AN «3eNEHblM»), OTpaKalolleld Cepb&3HOCTb WHUMAEHTA. BepauKT moaenu
nepegaetcAa Kak oteeT API-BbI30Ba, KOTOpbIN 0bpabaTtbiBaeTca SOAR-cuctemon ana

aBTOMATMYECKOro 3aKpbITUA MHUMAEHTA UAM  a06aB/eHUA LBETOBOW  METKM,
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MCMO/b3YIOWEeNcA ANA  COCTaBAeHMA npuoputeta  06paboTKM  MHUMAEHTOB
aHA/IMTUKAMU MEPBOM /IMHUM.

Cama mogenb npeactasifaeT cobon KOHPUrypaumoHHble danibl B popmarte
safetensors u json, KOoTOpble coaepuT B cebe Beca NpM3HAKOB MOAe /1, C/10Bapb
TOKEeHM3aTopa MOAe/n, a TaKXKe MOpPOrosble 3Ha4YeHWUs BbIHECEHUA BEPAUKTOB
aBTO3aKpPbITUA U COOTBETCTBUA LIBETOBbIM MeTKam. ITU ¢ain/ibl GOPMUPYIOTCA B
pe3y/bTaTe 0byyeHna Mmoge/ M B TeCTOBOM 1ab0paTopmm B aBTOMATUYECKOM peXxmume
¢ nomoupto Airflow, 4TO NO3BO/AET MOAENN OCTaBaTbCA AKTYa/IbHOM C TeYeHMeMm
BpPeMeEeHM.

Oby4yeHne mMopgenn npousBOAMTCA Ha A3blKe python ¢ umcno/sb3oBaHWem
6ubaunorek scikit-learn, pytorch u transformers. B kayectBe oby4aromx BbIOOPOK
ncno/sb3yeTcA cobcTBeHHbIe HAboPpbl AaHHbIX. [1epBbli U3 HUX 3TO HABOP AaHHbIX A
obyyeHua 6e3 yuuTtens, UCno/ibayembl Aa8 NOAyHEeHUA Ka4yeCTBEHHOrO YUC/IEHHOrO
npeAcCTaB/€HMA NOCPeACTBOM MO e/1el, OCHOBAHHbIX Ha Bert-apxutekType, a BTopom
yXKe ABAfAeTCcA HAabopoM pgaHHbIX A/1A obyveHuAa ¢ ydmutenem roBERTa-nogxogom ¢
Lle/Ibl0 ONTUMM3ALMM KAaCCMPUKATOPA Hag MPU3HAKamK, Mo/syv4eHHbIMW u3 Bert-

MoZenu.

7-2 Knaccudukayus Ha azenme

B RT Protect EDR peannsoBaH cTaTUYeCKUIM aHA/IM3 UCNONHAEMbIX Pan10B Ha
ocHoBe M. B 4acTHOCTH, NpUMeEHAETCA MOge/lb I0NMCTUYECKOM perpeccuu, Ha BXO,
KOTOPOM MOCTYMAIOT CTaTUYECKMEe MPU3HAKM UCNOAHAEMbIX (parnoB. [aHHbi TUN
Mogenn BblbpaH BBUAY ee ObICTPOAENCTBMA WM MWMHMMA/IbHbIX TpeboBaHuM K
BbIYMC/INTE/IbHBIM pecypcaM, NMOCKO/IbKY OHa paboTaeT B CMHXPOHHOM peXMMme Ha
areHTCKUX KOMMbIoTepax.

flanee OyageT onucaHa cxema MpUMEHEHWA Mogenn Kaaccubukauum [0,

npumensaemas B areHTe RT Protect EDR (puc. 108).
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AnAa oTcaexuBaHuA 3anycka ¢an/10B Ha WCMNO/IHEHME pAparBep areHTa B
06paboTumKke OTKpbITMA PalioB aHaausnpyet daarn OTKpbITUA dalina.

MpyW Ha/snumMK 3anpalmMBaemMoro AoCTyrna «Ha ucnosHeHue» (FILE EXECUTE),
MOAY/Ib MUHUOU/IBLTPA ApaiiBepa OTKPbIBAET cekumio daiina (419 ero nocseAyroLLero
4yTeHuA B Cay>kbe) 1 nepegaeT 3a4a4y Ha aHam3 daiina cy:kbe areHTa NnocpeaCcTBOM
crneyManbHoro nopta B3ammogeincteua (CommunicationPort). Cayskba, nosyuus
3a4aHve Ha aHaiu3 $anna, nepegaer ynpas/eHMeE B MOAy/1b cOOpa NpU3HAKOB
ncnosHaemoro ¢anna. K npusHakam, HeobxoaumbiM ANA MOAEe/M MALUUMHHOIO
06yyeHUs], OTHOCATCA: GU3NYECKUI U BUPTYa/IbHbIN pa3mep ¢aiina (B 6aliTax), dpsaru
M3 3aro/1I0BKOB ucnosiHAemoro ¢aina (PE-headers), Hannume oBep/ies, UMA CEKLUM,
cogepiKaller TOYKY BXO4a Nporpammbl, 3HTponua ¢aiaa, Koan4ecTBo url-cTpok,
KO/IM4eCTBO CTPOK-MyTeMN, KOAMYECTBO CUrHaTyp ‘MZ’, KOAM4eCTBO IKCMOPTUPYEMBbIX

M UMMNOPTUPYEMbIX GYHKLMIN, UMEHA CEKLUMN 1 AP.

Mogaynb c6opa npusHakos | [p13HaKu daitna Mogenb knaccudukauum
ucnonHaemoro danna no

y
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MpuKNagHoM ypoBeHb
(3 KonbLO)

Appo OC
(0 KonbLO)

¢ daitna

BepauKkr mogenv

CeKuuma ncnonHaemor

06paboTumK OTKPbLITHA
daiinos <
(CreateFile Minifilter)
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PucyHok 108 — Cxema npumeHeHus mogenu Kaaccudpukauymm NO
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Mocne cbopa  nepeync/neHHbIX  MPU3HAKOB  BbI3biBaeTcA  PyHKLMA
Knaccudpuraymm daraa. Ha Bxog oHa npvHMMaeT cobpaHHble Npu3HaKkW. B KavecTBe
pe3y/ibTaTa BblgaeT 3HayeHWe B AuanasoHe [0;1], COOTBETCTBYOLLEE BEPOATHOCTU
TOro, 4to $ala AB/nAETCA BPeAOHOCHbIM. Mogenb cogepuT B cebe 2 nmopora
cpabaTbiBaHUA, KOTOPbIE YTOYHAIOTCA OT BEPCUMN K Bepcum Mogenu. Mepsbii bosee
HU3KMI nopor (NpubAusMTenbHO OT 0.8 A0 0.9) FrOBOPUT O TOM, YTO dain
noa03puUTe/IbHbIN, BTOpOM (6/1uKe K 1) — dalil BpeAOHOCHbIN. BepauKT mogenu
nepegaetcA o06paTHO B ApariBep, KOTOPbIM Ha €ero OCHOBE BbINO/HAET
npeanucbiBaemMble AelCTBUA: NPOMYCTUTb, OTNPaBUTL Npeaynpexkaerue (alert) uam
3a6/10kMpoOBaThb 3anycK daiina C ygegoM/1eHUeM.

Cama Mmogenb npeacTaBasaeT cobon KoHPUrypaumoHHbii dana B dopmare json,
KOTOpPbIM COAepXUT B cebe Beca NPM3HAKOB, a TaKXe MNOpOroBbleé 3Ha4yeHuA
BblHECeHMA BepAMKTa. OTO dain dopmupyeTca B pesyabTaTte obyveHusa mogenun B
TecToBOM nabopaTtopuu, a 3aTem 3arpykaeTtcA Ha cepsep EDR. B cBow o4vepeab
cepsep EDR paccbiiaet KOHOUrypaLMOHHbIM pai Mogenun nNo areHTam.

Oby4yeHne mMogenn npousBOAMTCA Ha A3blke python ¢ ucnoab3oBaHuem
6ubanortekn sklearn. B KavectBe oby4varowmx BbIOOPOK MCNOAb3yeTCcA Habopbi:
sophos/SOREL-20M (https://github.com/sophos/SOREL-20M), bodmas
(https://github.com/whyisyoung/BODMAS), Malware Dataset IDN (https://ieee-
dataport.org/documents/malware-dataset-idn), a Takxe cobcTBeHHbIM Habop

dainoB, cobpaHHbIX B TECTOBOWM 1abopaTtopumn.

7-3 CNUCOK KOMNOHEHMO8, UCno/L3yemMblx 8 Modesu MU
[MO/HBIM  CNUCOK CTOPOHHMX KOMIMOHEHTOB, MWCMO/Ib3YEMbIX B MOAENU

MaLLMHHOro oby4eHuA, npuBeaeH B Tabauue 10.
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Tab/1ua 10 - CTOPOHHME KOMMOHEHTbI

HaumeHoBa
Ne Bug
Hue MpaBoob6sagar | CBegeHMA O  AOKYMEHTax, TNoAgTBepXAarowmx | /luueHs
n/ /MLEeH3U
CTOpPOHHEero | e/b Ha/IM4yme OCHOBAHWI Ha UCMO/Ib30OBAHME KOMIMOHEHTA | UM
n "
KOMMOHEHTa
CBoboaH
The scikit-learn BSD 3-| ana
1 scikit-learn
developers Clause NLEH3U
f
Facebook, Inc,
Idiap Research
Institute, CBobOAH
Deepmind https://github.com/pytorch/pytorch/blob/main/LICEN | BSD- ad
2 | pytorch
Technologies, | SE Style /MLeH3U
NEC A
Laboratories
America, NYU
AQR  Capital
Management,
LLC, Lambda
CBob6OAH
Foundry, Inc.
https://github.com/pandas- BSD 3- | an
3 | pandas and PyData
dev/pandas/blob/main/LICENSE Clause /NLEeH3M
Development
A
Team, Open
source
contributors
CBob6OAH
an
4 | numpy numpy
/MLEH3M
A
CBobOAH
Apache
transformer | The Hugging aA
5 h License
s Face team /IMLEH3U
t 2.0
f
t
CBobOAH
Sebastian an
6 | fastapi h MIT
Ramirez /MLLEH3U
t
f
t
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CBobOAH
Encode  OSS BSD 3- | ana
7 uvicorn h
Ltd. Clause /MLEeH3U
t
A
t
CBobOAH
BSD 3-| ana
8 | joblib h
Clause /MLLEH3U
t
A
t
I RT
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8.1 [posepka docmynHoCcmMu dzeHma

MpoBepKa AOCTYMHOCTM areHTa OCyLeCcTB/AeTCA Ha CTpaHuue AreHTbl
pa3gena CnNUCOK areHToB. /1A aKTMBHbIX B AdHHbIA MOMEHT areHToB B Mo/e
Mpynna/Uma areHTa npumeHAeTcA 0OO3HA4YeHMe C MOMOLLbHD 3HAYKa *, mnpu

HaB€AE€HUUN Ha KOTOpbll)'l MoAB/IAETCA 3anmncCb AKTUBEH.

8.2 KoHmposb yesiocmHocmu ucnosHsembix ¢aiiios u gaiizos KoHduzypayuu
Kaxabih  KOMMNoHeHT [lporpammbl  cogepxut  SUM. [Mposepka DU

KOMMNOHEHTOB areHTa OCyLeCTB/1A€TCA cepBepHoﬁ 4aCTbHO aBTOMaATUYECKH.
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9.1 Obwue ceedeHus

/AManoroBble OKHa, WCMO/b3yemMble A/ OMOBELLEHWA, pPas/IMyaloTca B
3aBMCUMOCTHM OT KaTEropmm MHPOPMaL MU, KOTOPas B HUX COAEPHKMUTCA.

MpeayCcMOTPEHbI C/eAytoLLme KaTeropum nHbopmawmm:

1) OWwKnbKa;

2) OBHapyKeHue;

3) MNpegynpexpaexue;

4) YcneLHo.

CoobLeHnsa agMUHUCTPATOPY BbIBOAATCA B BUAE A4MA/IOTOBbIX OKOH.

9.2 CoobweHus 06 owubkax

MOHO Bblge/IMTb ABa TMMa COObLLLEHUIM 06 oLIMbKax:

1) Obwme cooblieHna — BbIBOAATCA B MPU/IOXKEHWUM B TOM C/y4vae, ecu
BO3HMKLUAA OWKMOKa He Hbia 06paboTaHa cneunasibHbiM 06pa3om, U MCNO/Ab30BaACA
06w 06paboTumk;

2) CneymdpuyHble COOOLLEHUA — BbIBOAATCA B  KOHKPETHbIX MeCTax

NPUNOKEHNA U COAEPXKAT A€TA/IbHOE ONMCaHUE OLLMOKMU.

9.2.1. Obwue coobweHun
Ob6uwue coobLeHna — yHnBepca/ibHble COODLLLEHNA, KOTOPbIE BbIBOAATCA B TEX
CUTyaumAx, Korga owwmrbka bol1a o6paboTaHa ocobeHHbIM 06pasom. ITn coobLeHuna
MCMNO/b3YHOTCA MOYTH BCeraa.
M3-3a TEeXHO/OrWi, WCNO/b3yeMblX B MNPU/IOXKEHUUM PpPOHTeHAa, oblime
coobueHna H6bIBatOT ABYX TUMOB:
1) DKpaH OLWUNOKY;

2) BcnabiBatolee coobueHune 06 owmnbke.

PykoBoacTs MWHUCTPAT n TaHOBKe U aKkcnayaTaumm RT Pri EDR T RT
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NMpumep coobLeHns B BUaeE 3KpaHa OLLIMOKM NpeACcTaB/ieH Ha pUCYHKe 109.

' ' B npuaoxkeHun npounsoluna owmbka

L J B cayuae noeTopeHus owmbku cbpa
RT Protect

DDATUTECH K BAMWHUCTPATORY

PucyHok 109 - CoobeHune 06 owmbKe Tmna «JKpaH OLWMNOKN»

Takue cooblLueHmA BbIBOAATCA B TOM C/1y4ae, ec/iv OMOKa BO3HMK/IA BHYTPU
NPWUIOXKEHUA, B 10rMKe paboTbl O4HOro 13 ero KOMMOHEHTOB.
Mpumep coobuyeHuna Tnna «BcnabiBatowee coobueHne 06 owmnbKe» nokasaH

Ha pUCyHKe 110.

B patGorte npunoxeHns
npousowna owubka

PucyHok 110 - BcnabiBarowee coobuieHue o6 owmnbke

Takne cooOuleHnA BbIBOAATCA B TOM C/ydae, eciu OWwMbKa BO3HUK/AA B
pesy/ibTaTe B3aMMOAENCTBUA KOMMOHEHTOB MPU/IOXKEHUA C BHELUHUMWU pecypcamu
(Hanpumep, cepBepom). Takux OLIMOOK 60/IbLLIMHCTBO.

MpuumHbI 06X COOBLEHMI: OTCYTCTBUE CBA3M C cepBepoM, CORS, 1 t0bble
Apyrue.

AeACcTBUA no YyCTpaHeHuIo: OOHOBUTb CTpaHWLy, MNpPOBEepUTb CBA3b C

cepBepoMm, COOOLLNTb agMUHUCTPATOPY.

9.2.2. CneyuduyHele coobweHus
Huxke npmBegeH CnNMCOK cneumdpuyHbiX COODOLEeHUN, pasge/ieHHbIX Mo

COOTBETCTBYHLLUM CTPAHMLAM MOAYAA a4MUHUCTPUPOBAHUS.
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CmpaHuya «[lonezoeamenu»
1) OwmrbKa npu yaaseHun nosb3osatens (BblBogMmMoe coobuieHne «OwmbKa

MpU YAa/E€HUN MO/1b30BaTE/Is» NPEACTAB/IEHO HA PUCYHKE 111).

Quunbka npu yaaneHun
nonL3IoBaTena

PuUcyHOK 111 - OunbKa npu ygazeHumn nosb3oBaTens

BO3MOXHaA NpuYMHa: HEKOPPEKTHbIM OTBET CepBepa.

BO3MOXHble AeWCTBUA MO YCTpaHeHuto: ybeauTbCA B Ha/MHYMM CBA3U C
cepBepoM, nepesarpy3uTb CTpaHuLy, NTOBTOPUTb AEeNCTBME.

2) OwunbKa npu 6/10KMPOBAHUKM TMO/b30BaTeNA (BbIBOAMMOE COoobLLeHne

«OLWwmnbKa npu 610KMPOBAHUM MO/1b3OBaTE/IA» NPEACTAB/IEHO HA PUCYHKeE 112).

Owwnbka npun BrokupoeaHuK
NofL20BATENA

PucyHOK 112 — Owmnbka npu 610KMpoBaHuM No/b3oBaTe A

BO3MOKHaA Np1yYnHA: HEKOPPEKTHbBIM OTBET CepBepa

BO3MOXHbIe AeNCTBMA MO YyCTpaHeHuto: ybeauTbCA B Ha/MYMM CBA3U C
cepBepoM, nepesarpy3uTb CTPaHULLy, MOBTOPUTb AeNCTBME.

3) OwmbKa npu pas3bioOKMPOBAHUM NO/Ab30BaTeNs (BbIBOAUMOE COODLLEHHE

«OLWmnbKa npu pazbn0KMPOBAHUM NO/1b30OBaTE/IsA» NPEeACTAB/IEHO HA PUCYHKeE 113).
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o~ Owwbra npu
' pasbnoKMpoBaHnK
NoAL30BaTEnA

PucyHok 113 - Owumbka npu pa36/10kMpoBaHum no/b3oBaTeNA

BO3MOsKHaA NpuyMHa: HEKOPPEKTHbIM OTBET cepBepa

BO3MOKHbIE AEUCTBUA MO YCTPaHEeHWo: ybeAMTbCA B Ha/MUMKM CBA3U C
CepBeEpOM, Nepe3arpy3nTb CTPaHULY, MOBTOPUTb AENUCTBUE

4) Owubka cbpoca napons (BbiBOgMMOe coobuieHne «Owunbka cbpoca

Napo/iA» NpeACTaB/NeHO Ha PUCYHKe 114).

Dwwubka cbpoca napons

PucyHok 114 - Owmnbka cbpoca naponsa

Bo3MO»HaA NpuyMHa: HEKOPPEKTHbIN OTBET CepBepa.
Bo3MOMHble AeNCTBMA MO YCTpaHeHuto: ybeauTbCA B Ha/M4MM CBA3KU C

cepBepoM, nepesarpysuTb CTpaHuLy, NOBTOPUTL AelCTBME.

CmpaHuua «'papuku».
BriBogumoe coobuieHme «OwmnbKa npu 3arpy3ke AaHHbIX» NpeaCcTaB/eHo Ha

PUCYHKe 115.

Mpouzowna ownbra Npu
3arpysKe AaHHbIX

PucyHok 115 — OumbKa npu 3arpyske gaHHbIX
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Bo3mMO»HaA NpuyMHa: HEeKOPPEKTHbIN OTBET cepBepa
Bo3MOMHble AeNCTBUMA MO YCTpaHeHuto: ybeauTbCA B Ha/M4MU CBA3U C

cepBepoM, nepesarpysuTb CTpaHuLy, MOBTOPUTL AelCTBME.

CmpaHuya «Hacmpotika AzeHma».
1) MpeBblleHa MAKCMMa/IbHAA A/IMHA KOMMEHTApKA.
BoiBOgMMOe coobuieHune «[peBbilieHa MakCMMa/bHaA A/IMHA KOMMEHTapUA»

npeacTaB/IeHO Ha PUCYHKe 116.

HFE‘BI}I weHa MakCMankHaA
ANWMHa KOMMEHTAPWA

PVICYHOI-( 116 - npeBbILI.IEHa MaKCMMa/lbHaA 4/IMHA KOMMEHTapuA

BO3MOXHaA npuyMHA: MnpeBbilleHa A/MHA KOMMEHTapuA, HEKOPPEKTHbIN
OTBET cepBepa.

BO3MOXHble AENCTBMA MO YCTPAHEHUIO: KOMMEHTapui He A0/1KeH ObiTb
A/MHHee 255 CMMBO/IOB, YOeauUTbCA B Ha/IMYMKU CBA3M C CEpBEpPOM, Nepe3arpysuTb
CTPaHULYy, NOBTOPUTb AEeNCTBME.

2) OwKbKa NpU OTMPABKE KOMaH/Abl HA MEPEX04, K U30AALUM.

BoiBogUMOe coobuieHre «OwmnbKa npu OTNpaBKe KOMaHAbl HAa nepexod K

M30/1ALMU» NPeaCTaB/IEHO Ha PUCYHKe 117.

Owwbka npn oTnpaexke
KOMaHAbl Ha Nepexos K
M30nALMM

PucyHOK 117 - OumbKa npu oTnpaBKe KOMAHAbI Ha NepPexo4 K U301ALUK

Bo3MO»HaA NpuyMHa: HEKOPPEKTHbIN OTBET CepBepa.
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BO3MOHble AeNCTBUA MO YCTpaHeHuto: ybeauTbCA B Ha/MYMM CBA3U C
cepBepom, nepesarpy3uTb CTPaHULLy, MOBTOPUTb AeNCTBME.

3) OwmbKa npu OTNpaBKe KOMAHAbI HA OTMEHY U30/IALUMU.

BoiBogMMOe coobueHne «OwmbKka npu OTMpPaBKe KOMaHAbl Ha OTMEHY

N30/1ALUN» NPeACTaB/IeHO Ha PUCYHKe 118.

Owwnbka npM oTnpaske
KOMaHAkLl Ha OTMEHY WU30NALMN

PucyHoK 118 - OumbKa npu oTnpaBKe KOMAHAbI HAa OTMEHY U30/1ALUU
Bo3MOHaA NpuyMHa: HEeKOPPEKTHbIM OTBET cepBepa.
BO3MOHble AEeWCTBUA MO YCTpaHeHuto: ybeaMTbCA B Ha/MYMM CBA3U C

cepBepoM, Nepe3arpysuTb CTpaHuLy, NOBTOPUTb AeNCTBME.

CmpaHuya «AzeHmbl»
BoiBOgMMOe coobuieHme «OwmnbKa npu yaaseHuy areHToB» npeAcTaB/eHo Ha

pUCYyHKe 119.

Owwnbka npwv yaaneHnm
areHToB

PucyHoK 119 — OwumnbKa npu ygazsieHum areHToB

Bo3MOHaA npuyMHa: HEKOPPEKTHbIN OTBET CepBepa.
Bo3MOMHble AeNCTBMA MO YCTpaHeHuto: ybeauTbCA B Ha/M4MM CBA3KU C

cepBepoM, nepesarpysuTb CTPaHULLy, MOBTOPUTb AeNCTBME.

CmpaHuya «Hacmpolika zpynnbl».

1) OwKbKa NpU CO34aHMUU rPyNbl.
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BoiBogMMOE cooblieHme «OwmbKa npu co34aHum rpynrbl» NpeAcTaB/l1€HO Ha

pUCYHKe 120.

Ownbka npy co3gaHmm
rpynnbI

PucyHoK 120 — Oumbka npu co3gaHum rpynnbl

Bo3MO»HaA NpuyMHa: HEeKOPPEKTHbIM OTBET cepBepa.

BO3MOMHble AeNCTBUMA MO YCTpaHeHuto: ybeauTbCA B Ha/M4MU CBA3U C
cepBepoM, nepe3arpysuTb CTpaHuLy, MOBTOPUTL AelCTBME.

2) OWwK6Ka NpU COXPaHEHUU AAHHBIX FPYMMb.

BoiBOgumoe coobueHne «OwmnbKa npuU COXPaHEHUWM AQHHBIX TPYMMbl»

npeacrtaB/1€HO Ha pUCYHKe 121.

Owwnbka npw coxpaHeHUn
AAHHBIX TPYNNbI

PucyHOK 121 — OumbKa npy COXpaHEeHUM gaHHbIX FPYMIbI

BO3MOKHaA NpuyMHa: HEKOPPEKTHbIM OTBET CepBepa.

BO3MOXHble AeNCTBMA MO YCTpaHeHuto: ybeauTbCA B Ha/MHYMM CBA3U C
cepBepoM, nepesarpy3uTb CTpaHuLy, NTOBTOPUTb AeNCTBUE.

3) OwubKa npu yganeHuM rpynbi.

BriBogmMmoe coobueHre «OwmnbKa npu yganeHnm rpynnbl» NpeacTaB/eHO Ha

PUCYHKe 122.

Owwmbka npw yaaneHnn
rpynnel

PucyHoK 122 — Owmbka npu yaaneHuu rpynnbi
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Bo3MO»HaA NpuyMHa: HEKOPPEKTHbIN OTBET cepBepa.

BO3MOMHble AeNCTBMA MO YCTpaHeHuto: ybeauTbCA B Ha/MuMU CBA3U C
cepBepoM, nepesarpysuTb CTpaHuLy, MOBTOPUTb AelCTBME.

4) OWwMBKa NPU UCKNOHEHWUM areHTOB M3 rpynrbl.

BoiBOogumoe coobuieHne «OwmnbKa npu UCK/AKOYEHUM areHTOB W3 TpynMbi»

npeACTaB/IeHO Ha PUCYHKe 123.

Owmnbra Npu NCKAKYEHWK
areHTOR W2 rpynnkl

PUcyHOK 123 — OLuMb6Ka Npu UCK/NOYEHUM areHTOB U3 rpyMbl

BO3MOKHaA NpuyYnHa: HEKOPPEKTHbIN OTBET CepBepa.
BO3MOXHble AeNCTBMA MO YCTpaHeHuto: ybeauTbCA B Ha/MYMM CBA3U C

cepBepoM, nepe3arpysmTb CTPaHULY, NTOBTOPUTb AeNCTBUE.

CmpaHuya «Cnucok azeHmoe».
1) [pynna ¢ TaKMM UMEHEM Y»Ke eCTb.
BoiBOgMMOe cooblueHne «pynna ¢ TakUM MMEHEM YxKe eCTb» NpeACTaB/eHo

Ha pUCYHKe 124.

I'pynne C TAKWUM UMeHeM Yie
ECTE |

PUCYHOK 124 - 'pynna ¢ TaKMM UMEHeM Yy»Ke eCTb

BO3MOHaA npuyMHa: rpynna c TakMmM UMEHEM YXKe eCTb, HEeKOPPEKTHbI OTBET

cepBepa.
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BO3MOXHble AEWCTBMA MO YCTPAHEHWMIO: WUCMO/Ib30BaTb YHWKA/IbHOE UMSA
rpynnbl, ybeauTbCA B Ha/M4MKM CBA3KM C CEepBEpPOM, Mepe3arpysuTb CTpaHuuy,
NMOBTOPUTL AENCTBMUE.

2) OwwubKa Npu 406aBAEHUN FPYMbI.

BriBogumoe coobuieHme «Owmnbka npu gobasaeHnn rpynmnbi» npeacTaB/ieHo

Ha pUCYHKe 125.

Owwnbka npu pobaeneHum
rpynne

PucyHok 125 — Owmnbka npu gob6asseHum rpynnol

BO3MOKHaA NpuyMHa: HEKOPPEKTHbLIM OTBET CepBepa.
BO3MOHble AencTBMA MO yCTPaHeHUIo: ybeauTbCA B Ha/MHYMKM CBA3SKU C

cepBepoM, Nepe3arpysuTb CTpaHuLy, NOBTOPUTb AeNCTBME.

CmpaHuya «XpaHuauuje».
1) OwubKa Npu yaaneHuu daina.
BoiBOgMMOe coobuieHne «Owmbka npu yganeHnmn danna» npeacTaB/eHO Ha

pUCYHKe 126.

OwnbBka NpK yaaneHuM dana

PucyHok 126 — Owumbka npm yganenuu ¢gaiiaa

Bo3MOXHaA Npu4MHa: HEKOPPEKTHbIM OTBET CcepBepa.
BO3MOXHble AeNCTBMA MO YCTpaHeHuto: ybeauTbCA B Ha/MHYMM CBA3M C

cepBepoM, nepesarpy3uTb CTPaHULLy, MOBTOPUTb AeNCTBME.
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CmpaHuya «MHyudeHma».
1) OWKMBKA NPU 3aKPbITUM MHLMAEHTA.
BriBogmmoe coobueHne «OwmbKa npu 3aKkpbITUM UHLUAEHTA» NPesCTaB/1eHo

Ha pUCYHKe 127.

Mpown3owna ownbra Nnpw
3AKPLITHW MHLUAEHTA

PuUcyHOK 127 — OunMbKa npu 3aKpbITUM UHLUAEHTA

BO3MOKHaA NpuyYnHa: HEKOPPEKTHbIN OTBET CepBepa.
BO3MOXHble AeNCTBMA MO YCTpaHeHuto: ybeaMTbCA B Ha/MYMM CBA3U C

cepBepoMm, nepe3arpysmTb CTPaHULY, NMOBTOPUTb AeNCTBUE.

CmpaHuybl pasoenos «AHanumuka» u «[pogusiu 6esonacHocmu».
1) OwmbKa HeBepHbIi popmaT daiina.
BoiBOgMmoe coobuieHne «HeBepHbit GOpMaAT AaHHbIX» MPeACTaB/IEHO Ha

pUCYHKe 128.

Owwnbka: HeeepHbIA dopmat
danna

PucyHok 128 — He BepHbii popmar paina
Bo3mMOXHaA npuumHa: HeBepHbin dopmaT umnopTupyemoro  ¢$anna,
HEKOPPEKTHbIM OTBET CepBepa.
BO3MOXHble AeNCTBMA MO YCTpaHeHuto: ybeauTbca, 41O dana umeer
KOppPEeKTHbIn popmaT, ybeauTbCa B Ha/Muuu CBA3M C CEpPBEpPOM, Mepes3arpysuTb

CTpaHuLy, NOBTOPUTL AEeUCTBUE.
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CmpaHuybl «MHOUKamopel amak» u «YARA-npasusa».
1) OwwnbKa B npasuse.
BriBogumoe coobuweHne «Owmnbka B npaBusie YARA» npeacTaB/l€HO Ha

pUCYHKe 129.

Owwbka B npaeune YARA: line
16: syntax error unexpected
identifier expecting condition

PucyHok 129 — Owmnbka B npasuie YARA

Bo3moOXKHaA npuunHa: HeBepHoe HanucaHue YARA-npaBu/ia, HEKOPPEKTHbIN
OTBeT cepsepa.

Bo3moOHble AencTBMA MO  yCTpaHeHuto: ybeauTbCA B MPaBU/IbHOCTU
Hanucanma YARA-npaeu/aa, ybeantbCa B Ha/MUMK CBA3U C CEpBEPOM, Nepe3arpysmTb

CTpaHuLYy, NOBTOPUTL AeCTBUE.

CmpaHuya «/luyeHsusn»
1) KogupoBKa ¢alina avueHsum He UTF-8.
BoiBOogumoe  coobuweHne «Owmbka KOAMPOBKM  darana  MLEH3UMN»

npeacrtaB/1€HO Ha pUCyHKe 130.

Koawpoeka daidna nuueHsum He UTF-8.

PucyHok 130 - KogupoBka ¢aina amuyeHsum

Bo3moO»KHaA npuuMHa: HeBepHbIn popmaTt danaa AnLEH3INUU, HEKOPPEKTHbIN

OTBeT cepBepa.
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Bo3MOXKHble gelicTBUA MO yCTpaHeHuto: ybeauTbca B cooTBeTCTBUM dopmaTta
danna nvyeHsnn, ybeanTbCa B Ha/M4MK CBA3M C CEPBEPOM, Nepe3arpy3uTb CTPaHuLy,
NMOBTOPUTL AENCTBMUE.

2) OwubKa B daitse AnLeH3uu.

BeiBogumoe coobuieHne «Owmnbka B daiine AnueHsnm» npeacTtaB/ieHO Ha

pUCYHKe 131.

Pann NMUEH3INK HEBO3MOXHO
pacwwndposatk. BoamomHo ownbka B
danne.

PucyHOK 131 — OwimnbkKa B daiinie amueH3um

Bo3moxHaAa npuumHa: dana  Obl1  OTpeAakTUMPOBaH WM MOBPEXAEH,
HEKOPPEKTHbIM OTBET CepBepa.

BO3MOXHbIe AeNCTBMA MO YCTPaHeHWto: ybeanTbCAa B LEeN0CTHOCTU ¢anna,
ybeauTbCA B Ha/MuMKM CBA3M C CEepBEpPOM, Mepe3arpy3vTb CTPaHuLy, MOBTOPUTb

AencTeue.

CmpaHuya «4ucmpubymugbl»
1) HegonycTumbiii ¢opmaT U/iu pacluMpeHme.
BriBOgMmoe coobueHune owmbrm «Hegonyctumbi GopmMat Uamn pacluvpeHue

npeACTaB/eHO Ha PUCYHKe 132.

Heaonyctimbl i dopmat Mamn paclumperue
daiina: Screenshot_7.jpg

PucyHok 132 - Hegonyctumbiii popmat uamn paclumpeHume
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Bo3moOXHaA npuuyMHa: HeBepHblin ¢opmaT ¢aisia, HEKOPPEKTHbIM OTBET
cepsepa.

BO3MOXHble AeNCTBUA NO yCTPaHeHUIO: YbeanTbCA B KOPpPEeKTHOCTU popmaTa
dainna anueHsun, ybeamnTbCa B Ha/IMUMK CBA3KU C CEPBEPOM, MEpPEe3arpy3nTb CTPAHULLY,
NMOBTOPUTb AENCTBUE.

2) OwmrbKa 3arpysKu gUCTpUbyTHBa.

BoiBOgumoOe coobuweHne owunbku  «AnCTpubyTMB  yxKe  CyllecTByeT»

npeAcCTaB/1IEHO HAa PUCYHKe 133.

AucTprbyTue yxe cywecTeyer.
Koutponexas cymma MD5
294de9d2d974578cdb24073c8937f82a.

PucyHokK 133 — AucTpubyTuB yKe cyliecTByeT

BO3mMOKHaA npuumHa: AUCTPUOYTUB yKe 3arpy>KeH, HEKOPPEeKTHbl OTBeT
cepsepa.

BO3MOKHble aelcTBUMA MO ycCTpaHeHuto: ybeauTbCcA B TOM, YTO AaHHbIN
ANCTPUOYTMB He 3arpy»KeH, ybeauTbCA B HA/IM4MU CBA3U C CEPBEPOM, Nepe3arpysuTb
CTPaHuLy, MOBTOPUTb AelCTBUE.

3) MpoBepKa CBA3M C CEpPBEPOM.

MpunoxKeHne NpoBepsAeT CBA3b C CEPBEPOM aBTOMATMUYECKU NpU 3arpysKe.

Pe3y/bTaT NpoBepKM oTobparkaeTcsa (MM He oTOBpakaeTcA) B 3aro/0BKe
CTPaHMLLbI MO LLEeHTPY.

Eciv coegmnHeHne ecTb, TO coobuieHne He oTobpaxkaeTca. Ecim coegmHeHua

HeT, TO 0TobparkaeTcA ornoselleHre 06 3Tom (puc. 134).

LEDBEP HEAOCTYNEH a

PUCYHOK 134 — OuM6Ka coeAgUHEHUA C CepBEepOM
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10.1 O6wjue caedeHuA

OnpegeneHbl Tpy TMNa 06HOB/eHMI Mporpammbi:

1) MepBbIM TUN — 0BHOB/IEHME 6a3 AAHHbIX, HEOBXOAMMbBIX A/1A peannsalmu
byHKumMI 6e3onacHocTh (06HOBAeHUe B/ MTKB);

2) BTopoit TMn — 06bHOB/IEHUE, HaMpaB/IeHHOE Ha YCTPaHEHUe YA3BUMOCTEMN
(kpuTHM4eckoe 06HOB/IEHME);

3) Tpetuit Tun - OOHOB/AEHWE, HanpaB/eHHOe Ha pfobasseHne u/uau
COBEpLUEHCTBOBaHWE peanu3aumm PyHKuMM O6e30MacHOCTM, a TakXKe pacliMpeHue
4yuCia MOAAEPPKUBAEMbBIX MPOrPaMMHbIX M annapaTtHbix naatdopm (0B6HOB/EHUe
Bepcuu [Nporpammbt).

OTanbl KM3HEHHOro LUMKAa OOHOB/eHWW [lporpamMmmbl  OT BbIMyCKa A0
NMpUMeHEeHWA NpeCTaB/eHbl B Tabavue 1.

MoTpebutesb MoOXeT nony4nTb OBHOB/AEHME TpeTbero TuMa C/1eAYHLWnMM
cnocobamu:

1) NprobpecTy HOBLIM KOMM/AEKT MNOCTaBku [lporpammbl  («Meaua-nak»),
copeprKalmii OGHOB/IEHME M SKCMANYATALMOHHYIO AOKYMEHTALMIO B NeYaTHOM BUuAe,
COr/IaCHO KOMIM/IEKTY MOCTaBKW, OOpaTuBWUCL K aAucTpubbrotopam AO  «PT-
NHPopmaumoHHasa 6e30nacHOCTb».

2) 3arpy3utb OOHOB/IEHWE U KOMI/IEKT WM3MEHEHHOW 3KCM/yaTalUOHHOM
AOKYMeHTaumu (BK/OYAsA 3KCM/YaTaLUOHHBIN GH0/1/1€TEHb) B 3/1IEKTPOHHOM BUAE C
cepBepa npeAnpuUATUA-U3rOTOBUTEA.

Mpy nonyvyeHnn OOHOB/EHMA TpeTbero TUMA U KOMI/IEKTa W3MEHEHHOM
3KCMAYaTaUMOHHOMW AOKYMEHTAUMM B 3/1€KTPOHHOM Buae noTpebuten pAo/kKeH
OCYyLLeCTBUTb C/eaytoline AeNCTBUA: Moc/ie 3arpy3ku ¢aiioB OOHOB/EHUA WU

KOMTM/IEKTA U3MEHEHHOM 3KCr/yaTaluUMOHHOM AOKYMEHTALMM NPOU3BECTU NPOBEPKY

PykoBoacTs MWHUCTPAT n TaHOBKe U aKkcnayaTaumm RT Pri EDR T RT
YKOBOACTBO ag, cTpatopa no yCTaHOBKe U 3KCryaTtal, otect L 1 Protect 392
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Le/10CTHOCTU 3arpyK€HHbIX ¢aﬁﬂOB nyTemM CBEPKM KOHTPO/IbHbIX CYMM C YKa3aHHbIMMU

B AOKYMEHTaUuu, XpaHHMeﬁCﬂ Ha cepBepe npeanpmnAaTnA-M3arotoBUTE/14.

Tabsuya 11 — )Ku3HeHHbIN LKA 06HOBAeHUI lporpammbl

noc/e Bbinycka

noc/e BbinycCKa

111N 2 TMn 3TUn

Beinyck Pery/spHO B Mo HeoBX0ANMOCTH Mo ycMoTpeHmto

COOTBETCTBUM C (npu BbIAB/IEHUM M3roToBUTENA

yCTaHOB/IEHHOM yA3BUMOCTEI)

W3roTOBUTE/NIEM

npoveaypor,

BM/IOTb 4,0

OKOHYaHWsA CpoKa

MOAAEPKKM

lporpammbl
My6/ukauma HenocpeacteeHHO HernocpepgcTBeHHO Mo npoxoxaeHun

MHCMEKLMOHHOr0
KOHTpO/A

MHCNEeKLMOHHbIM
KOHTpPO/Ib

1 pa3 B rog, (no/HbIi
nakeT 0BbHOB/IEHUIA)

[Mocne BbiNycKa B CPOK,
npeayCcMOTPEHHbBIN
M3roToBUTENIEM

[Mocne BbiMycKa B CPOK,
npeayCcMOTPEHHbIN
U3roToBUTENIEM

YBegomneHue

PeasnsosaHo B
lporpamme

M0 371eKTPOHHOM noyTe
3aperncTpMpoBaHHbIM
no/b3oBaTeNAM®, Ha
canTe usrotoButena**
— B CPOK He nosgHee 5
CYTOK noc/ie
ny6AnKauum

Mo 371eKTPOHHOM noyTe
3aperMcTpMpoBaHHbIM
no/b3oBaTenAmM*, Ha
caiTe usrotoButena**
— B CPOK He nosgHee 5
CYTOK Moc/1e NoAy4YeHus
ceptTuduKaTa

Monyyenune n
npumeHeHue

B cooTBeTCcTBUM C
3KCMN/yaTaLMOHHOM
AOKYyMeHTaumemn

MoTpebutenb gonxKeH
3arpysuTb U MPUMEHUTb
0obHOB/1IEHUE
He3ame/IMTe/IbHO
rnoc/e nosy4yeHus
yBeA,0M/1eHUA

Mo ycmoTpeHuto
notpeburens

* YBeA40M/I€HWA O BblNyCKe OOHOB/IEHUI 2 U 3 TUNOB PacCbl/IAOTCA MO agpecam

BHEHTPOHHOVI MOYTbl, YKA3aHHbIM MNpPU 3aKa3se npOFpaMMbl, da TaKXe noanncinkam

paccbl/ikK (MOAMUCATBLCA HA PACcCbI/IKY MOXKHO MO CChI/IKE):

— info@rt-ib.ru — TexHM4eckana noasepxKa;

— www.rt-protect.ru — agpec caura.

MpegycmoTpeH

noTpeburensam:

ceayroLwmi

cnoco6

npeaocTaB/ieHuA

OBHOB/IEHUN

T
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1) Pa3melyeHne HOBOW Bepcum [lporpaMMmbl Ha cepBepe npeanpuATUs-
U3roTOBUTEA,;

2) ABTOMaTmn4yeckoe o6HoB/eHne B/, TKB ¢ cepBepa npegnpuATUA-
M3roTOBUTE/A,;

3) O6bHoBMeHMe B/ TKB ¢ UCNo/b30BaHWEM  /IOKa/IbHOMO — cepBepa
0b6HOB/IEHMN.

[pegycMOTpeHbl Creaytowme cnocobbl yBegom/ieHuA noTpebutenent o
BbIMyCcKke OOHOB/IEHUM:

1) Ny6/mMKaumMa O Haauumm O6HOB/EHUM [lporpammbl,  YCTPaHAKOLLMX
HalgeHHble YA3BMMOCTM Ha oduLMaZbHOM CalTe npeanpuATUA-paspaboTyimnka
www.rt-protect.ru;

2) YBegoM/IeHNe noTpebutesa O BbiIXxoAe OOHOB/EHUM 3/1eKTPOHHBIM
MMCbMOM.

3) NosyveHne notpebutesem mMHPOpPMaLMU O BbiXOge OOHOB/EHWI Yepes
CNy>KOy TeXHUYECKON NOAAEPKKM NpeanpUATUA-Pa3paboTUnKa UM NO 3/1EKTPOHHOM
noute (info@rt-ib.ru).

ANA yCTaHOBOYHbIX $palr/10B HOBOM Bepcum NporpamMmbl, a TaKXKe 417 NaKeTOB
0bHOB/NEHWI, B pa3genax oPuLManbHbIX CAUTOB U peno3utopues nybamkyrotca KG,
paccyMTaHHbIe C UCNO/b30BaHMEM MOAAEPHKMBAEMbIX ONEpPaLUOHHBIMU CUCTEMAMMU
Windows cpeacTB NpOBEPKM KOHTPO/A LLe/I0CTHOCTM.

Mepes, yCcTaHOBKOM HOBOM Bepcuu [Iporpammbl uiM nakeToB OOHOB/EHWUI
HeobXoAMMO OCyLLeCcTBUTb BblumncaeHne KC 3arpyKeHHbix $ai/10B U MpOBEpUTbL UX

COOTBETCTBMNE 3TA/1IOHHbIM.

10.2 OBHOB/1EHUe dzeHmda
O6HOBNeHME AUCTPUOYTMBA areHTa BbINO/HAETCA  aAMUHUCTPATOPOM

aBTOMATMYeCKM WAUM BpYYHyt. [0 ymMoO/4aHuO BepUPULUPOBAHHbIE areHTbl
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OOHOB/AAIOTCA aBTOMAaTMYECKU, A41A 3TOro B pa3gene HacTpoMKa areHTa yCTaHOB/IEH
dnar ABToMaTU4yeckoe o6HOB/EHMe.

Ha ctopoHe pabouyeit cTaHUUM 0OO6HOB/IEHUE areHTa BbinoHAeTCA ""'6e3woBHO"
(6e3 HeobXx0AUMOCTH Mepe3arpy3ku U B GOHOBOM A/1A paboyelt CTaHUMU pexrmuMe).
Takke 0O6HOB/AKOTCA peLlatoLLMe NpaBma.

B cnyyae pyyHoro obHoBeHUA aucTpubyTMBa areHTa c/iegyeTt CHATb gaar u
3arpy3uTb HEOHXOAUMbBIN AUCTPUBYTUB Ha CTpaHuLe pasgena AucTpubyTtuBbl (CMm.
MYHKT 6.9.3), Noc/ie 4ero nepeHecTM AUCTPUOYTMB HA 3alUMLLAEeMbld y3e/n W

YCTaHOBUTb areHTa, c/1€4ya MHCTPYKL MK YCTaHOBLMKA.

10.3 OnoseuwjeHue nokynamesa 06 o6Hoe/1eHuU

PaspaboTtunk BegeT ydeT nokynaTtesnen [lporpammebl. BbinosHaeTcs
perncTpauma ciegyrowen tHGopmauuu:

1) HameHoBaHWe opraHu3aLmy;

2) Agpec opraHusaumy;

3) Homep 3HaKa cOOTBETCTBUA,

4) KoHTakTHaA nHbopmMauma (CoaepKMUT 3/1eKTPOHHbIN MOYTOBbIN agpec 1La,
obecneymBaroLLero aAMUHUCTPUPOBaHMe MNporpaMmmbt).

YBegoMm/seHMe no/b3oBaTesnen O BbiMycke O6HOB/eHMA [porpammel
BbIMO/IHAETCA C UCMO/Ib30BAHMEM PACCHI/IKM 3/1IEKTPOHHBIX MOYTOBbIX COOOLLLEHMI C
agpeca 3/71eKTPOHHOM noyTbl info@rt-ib.ru. Pa3paboTynk HanpaBaseT AOKYMEHT
«release notes» B agpec opraHusauui, OMAATUBLUMX TEXHUYECKYHD MOAAEPXKKY.
[IOKYMEHT COoAepXUT onucaHue OOHOB/IEHUA, Mpoueayp MOAYYEHUA U KOHTPO/A
LLe/I0OCTHOCTU OBHOB/IEHUA, Mpoueayp TeCTMPOBAaHUA, YCTAHOBKM, MPUMEHEHUA WU

BepuPUKaLuu.
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10.4 Aocmaexa U KOHMpO/1b ye/s1o0cmHocmu 0b6HoOe/1eHuA npozpavimHO20 obecneveHus Ha
CMOpPOHE NoKyndme/iA

O6HOB/NEHMA NpOrpaMMHOro obecneyeHus, yCcnewHo npoLlesLlne KOHTpPO/ib
B/IMAHUA Ha 6e30macHOCTb lporpammbl, Ny6AMKYHOTCA B 3aKPbITOM YacTW cepBepa
npeAnpuATUA-Npou3BoAUTENA. [JOCTyN MO/b30BaTe/IeN K 3aKPbITOM 4acTU cepsepa
OCYLLeCTB/AAETCA C WMCMNO/Ib30BaHWEM YYeTHOM 3anucu W Mnapo/if, YKa3aHHOro B
3/16KTPOHHOM MOYTOBOM COODLLLEHMM, YBEAOMAAOLWEM O Ha/M4MK OBHOB/IeHMA. Tpu
nyb6/mkaumm  oBbHOBAEHMA nporpamMmHoOro obecnevennAa nybavkyeTcA  ero
KOHTPO/IbHasA cymma. [locne noayvyeHuA OOHOB/AEHMA MNO/b30BaTe/lb WMMEET
BO3MOXHOCTb MPOBEPUTb €ro Le/0CTHOCTb C  UCMNO/Ib30BaHMEM MEXaHW3MA

KOHTPO/IbHOIro CyMMMPOBAHUA.
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11.1 O6wjue ceedeHuA

BO/IbLUIMHCTBO OWMOOK MOXHO pasgenTb Ha CAe4ytoLme TUMb:

1) OWMOBKM KOHPUrypaLuu:

— HEKOPPEKTHbIE HACTPOMKM NapaMeTpoB 6e30nacHoCTY;

— HEKOPPEKTHAasA yCTaHOBKa KOMMOHEHTOB [1porpammsi;

— HEKOppeKTHble AeliCcTBME CO CTOPOHbI N0/1b30BaTe/1A/aMUHUCTPATOPa;

— KpUTHUYECKME OLLMOKM.

2) OwmbKM 0bopyaoBaHUA:

— BbIXOZ, M3 CTPOA annapaTHbIX CPeACTB, Ha KOTOPbIX YCTaHOB/I€HA
lMporpamma;

— BbIXOZ, U3 CTpoA cepsepa (MM KOMMOHEHTOB Ha cepBepe) C KOTOPbIMM
B3aMMOAENCTBYIOT KOMMOHEHTbl [lporpammbl, yCTaHOB/I€HHble Ha 06OpyAOBaHWM
no/b3oBaTes;

— nepebou NMTaHMA CO CTOPOHbI K/IMEHTCKOM U/IN CEPBEPHOM HacTu.

AnAa ycTpaHeHua owubku Tpebyetca nepekoHdurypuposatb [porpammy
MO BOCCTAHOBUTL €€ U3 paHee CAe/1aHHOM pe3epBHOM KomnuK, IM60 BOCCTAHOBUTb
MMporpaMmmy € YCTaHOBOYHOIrO HOCUTE/A COr/1IacHO PeKOMeHAALMAM HaCTOALLEero

PYKOBOACTBA.

11.2 MIHCmpyKyus no yoaseHutro azeHmad 8 ciy4vae 6/10kuposku OC

B HEKOTOpbIX C/1y4aAX Ha areHTe MOryT BO3HUKHYTb CUTyaluu, Korga paboTa
OnepaLMOHHOM CUCTEMbI HEe MOXKeT OblTb NPOAO/IKEHA B LUTATHOM pexunme. B Takom
clydae MoOXKeT noTpeboBaTbCA yganeHue areHta. Ytobbl yganuTb areHTa ¢
KOMIMbIOTEPa B C/1y4ae HEBO3MOXHOCTM LITAaTHOrO YAa/1eHNA HEOBX0AUMO BbIMO/HUTD

c/leAyroLime warm:

PykoBoacCTBO agMMHUCTPATOpa MO YCTAaHOBKe U 3KcnayaTaumm RT Pr EDR FIRT
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1) NMepe3arpy3unTb KOMMbIOTEP U BbINO/IHUTL BXOA B 6e30MacHoM pexkume (411
Windows 10 ypep»xuBaTb Kaaeuwy Shift npu nepesarpyske, gna Windows 7
yAepKuBaTb KaaBuLwy F8 npu 3arpyske OC);

2) Yaanutb K/1t0Y peecTpa
HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Services/Vrpnt ¢ nomoLbto
yTuAuThl regedit.exe;

3) Nepe3arpy3unTb CUCTEMY U YAAIUTb areHTa C MOMOLLBIO MPU/IONKEHUA
«YCTaHOBKa U yaa/1eHne nporpamm».

11.3 YCMaHoOBKd u npumeHeHue 06HO8/1eHUs1 NPOPAMMHO20 obecneyeHus

O6HOB/EHME MNpOrpaMMHOro obecnevyeHnsa MNpPOUCXOAUT  AHA/ZIOMUYHO
yCTQHOBKe MpOrpamMHoOro obecneyvyeHusa. B K/AMEHTCKOM 4acTM MO yMO/MAHUIO
OOHOB/IEHWE NPOUCXOAUT aBTOMaTM4ecKu. [ogpobHee npoueaypbl YCTAaHOBKU W

NMpUMeHEeHUA NPOrpaMMHOro obecneyeHus onucaHbl B pasgene 5.

11.4 KOHMpOo/1b ycmaHoeKku 06Hoe/1eHus
Kputepuem  npaBWMAbHOCTM  YCTAHOBKM  OOHOB/IEHMA  MPOrpPamMMHOIO
obecneyeHusa ABAAETCA AOCTYNHOCTb UHTepdeica [lporpammbl U OTOOparkeHue

nHbopmMaLmm 0 HoBOW Bepcuu [Nporpammsbl (CM. nogpasaen 6.1).
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OcCHOBHbIe COKpaWw,eHnA, yKa3daHHbl€ B A4OKYMEHTE, NpeACTaB/1I€Hbl B Ta6/114u,e

12.

Tab/mua 12 — MNepeyeHb COKpalLeHU

APM ABTOMaTM3MpOBaHHOE paboyee MecTo

3B 3apganue no 6es3onacHoCcTH

nc MHPopMaumoHHaA cuctema

UT NHPOopMaLmMOHHaA TeXHO10rmA

JIKM /1eBaA KHOMKa MbILLIK

00 OO6beKT OLeHKM

ocC OnepaumoHHaAa cuctema

oy/ OueHOYHbIN ypOBeHb f0BepuUA

n3 Mpoduab 3awmThI

MKM MpaBas KHOMKa MbIlwn

no MporpammHoe obecneyeHne

CAB3 CucTeMa aHTUBUMPYCHOM 3aLLUTBI

COB Cuctema obHapy»KeHWA BTOPXKeHUI

YK Ynpae/neHue KoHdurypaumen

®OCTIK depepanbHan c1yxba No TEXHUYECKOMY U SKCMOPTHOMY KOHTPO/IO

m LleHTpanbHbIM NnpoLeccop

APT Advanced Persistent Threat (nocToAHHas cepbe3Has yrpo3a)

CORS Cross-Origin Resource Sharing (coBmecTHOe 1crno/ib3oBaHue
pecypcoB MexAy pasHbIMU UCTOYHUKAMM)

EPS Events Per Second

D Identifier (ngeHTUdUKaTOP)

IT Information Technology (MHpopMaLMOHHbIE TEXHO/I0rUM)

NSRL National Software Reference Library (HauvoHasbHas cnpaBoyHas
61bMoTeKa NporpammMHoro obecneyeHusn)

NTES New Technology File System (TexHos0rnM4yecku HoBas daiizioBan
cicTema)

PID Process Identifier (geHTudumKaTOp npouecca)

PPID Parent Process Identifier (geHTudMKaTOp poauTeIbckoro npouecca)

RPC Remote Procedure Call (yganénHblii BbI3OB npoueayp)

SID Security Identifier (naeHTUdUKaTOp H€30MacHOCTH)

PykoBoACTBO agMUHUCTPATOpa NO YCTAaHOBKeE 1 3KcnayaTauuun RT Protect EDR TIRT

Bepcus 1.0.28 om 09 utoHsa 2025
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13. 3ak/1o4yeHue

UuTnpoBaHMe AOKYMeHTa AO0MyCKaeTCA TO/IbKO CO CCbI/IKOM Ha HacToALee
PYKOBOACTBO. PyKOBOACTBO He MOMeT ObiTb MONHOCTBIO  WAM  YAaCTUYHO
BOCMpPOU3BEAEHO, TUPAXUPOBAHO WUAU pacnpocTpaHeHo 6e3 paspewenna AO «PT-

NHPopmaumoHHasa 6e30nacHOCTb».

https://rt-ib.ru Ten.: +7 (499) 390-79-05 (MHOrOKaHa/IbHbI)
info@rt-ib.ru 117587, BapwaBckoe wocce, 40M 118, Kopn.1, busHec-ueHTp «BapLluaBka», MockBa


https://rt-ib.ru/
mailto:info@rt-ib.ru

